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About this guide 



This document provides information to assist fabric administrators in using the web-based graphical user 
interface to monitor and modify their HP StorageWorks switch fabrics. 

This preface discusses the following topics: 

• Intended audience, page 1 9 

• Related documentation, page 1 9 

• Document conventions and symbols, page 20 

• HP technical support, page 21 

Intended audience 

This reference guide is intended for systems administrators and technicians experienced with networking, 
Fibre Channel, and Storage Area Network (SAN) technologies. 

Related documentation 

Documentation, including white papers and best practices documents, is available via the HP website. 
Please go to: 

http://www.hp.com/country/ us/eng/ prodserv/storage.html 
To access 4.x related documents: 

1 . Locate the Networked storage section of the web page. 

2. Under Networked storage, go to the By type subsection. 

3. Click SAN infrastructure. The SAN infrastructure page displays. 

4. Locate the Fibre Channel Switches section. 

Locate the B-Series Fabric subsection, and then go to the appropriate subsection, such as Enterprise 
Class for the SAN Director 2/1 28. 

To access 4.x documents (such as this document), select the appropriate product, for example SAN 
Director 2/128 & 2/128 Power Pack or Core Switch 2/64 & Core Switch 2/64 Power Pack. 

The switch overview page displays. 

5. Go to the Product information section, located on the far right side of the web page. 

6. Click Technical documents. 

7. Follow the onscreen instructions to download the applicable documents. 
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Document conventions and symbols 



Table 1 Document conventions 



Convention 


Element 


Medium blue text: Figure 1 


Cross-reference links and e-mail addresses 


Medium blue, underlined text 

(http://www.hp.com) 


Web site addresses 


Bold font 


Key names 

• Text typed into a GUI element, such as 
into a box 

• GUI elements that are clicked or 
selected, such as menu and list items, 
buttons, and check boxes 


Italics font 


Text emphasis 


Monospace font 


• File and directory names 

• System output 

• Code 

• Text typed at the command-line 


Monospace italic font 


• Code variables 

• Command-line variables 


Monospace, bold font 


Emphasis of file and directory names, system 
output, code, and text typed at the 
command-line 



WARNING! Indicates that failure to follow directions could result in bodily harm or death. 



CAUTION: Indicates that failure to follow directions could result in damage to equipment or data. 



Il^ IMPORTANT: Provides clarifying information or specific instructions. 



rOMjx> NOTE: Provides additional information. 



2ol TIP: Provides helpful hints and shortcuts. 



20 About this guide 



HP technical support 



Telephone numbers for worldwide technical support are listed on the following HP web site: 

http:/ / vwvw.hp.com/ support/ . From this web site, select the country of origin. 



NOTE: For continuous quality improvement, calls may be recorded or monitored. 

Obtain the following information before calling: 

• Technical support registration number (if applicable) 

• Product serial numbers 

• Product model names and numbers 

• Applicable error messages 
Operating system type and revision level 

• Detailed, specific questions 

HP Storage web site 

The HP web site has the latest information on this product, as well as the latest drivers. Access storage at: 

http:/ / www.hp.com/ country/ us/ eng/ prodserv/ storage.html . From this web site, select the appropriate product 
or solution. 

HP authorized reseller 

For the name of your nearest HP authorized reseller: 
In the United States, call 1-800-345-1518. 

• Elsewhere, visit http://www.hp.com and click Contact HP to find locations and telephone numbers. 




Fabric OS 5.0.0 diagnostics and system error messages reference guide 21 



About this guide 



1 Introduction to system messages 



This guide supports Fabric OS v4.4.0 and contains system messages useful for diagnosing and fixing 
problems with switches and fabrics. The messages are organized alphabetically by module name. A 
module is a subsystem in Fabric OS. Each module generates a set of numbered messages. 

For each message, this guide provides message text, probable cause, recommended action, and severity 
level. Messages can have more than one cause and more than one corrective action. This guide provides 
the most probable cause and recommends the most useful corrective action. 

This chapter provides an introduction to the system messages and contains the following sections: 

• Changes for this release of Fabric OS, page 23 

• Changes to this guide for OS v5.0.0, page 24 

• Message severity levels, page 29 

• Overview of the system messages, page 29 

• Viewing and configuring the system message logs, page 32 

• Reading a system message, page 34 

• Responding to a system message, page 37 

• System module descriptions, page 38 



The following are major changes to error messages for this release of Fabric OS: 

• The titles of messages have changed. Previous versions of Fabric OS (v4.2 and earlier) used the 
module name followed by an alphabetical description as the message name; for example, 
BLADE-FAULT. The new names for messages use the module name followed by a numeric identifier; for 
example, BL-1003. All messages appear in order, but not all message numbers are used. 

The number of severity levels has changed. Previous versions of Fabric OS (v4.2 and earlier) had six 
levels of severity, Panic through Debug. The Panic and Critical levels have been merged; the Debug 
and Info levels have also been merged. As a result, many messages now have new severity levels. The 
current version of Fabric OS (v4.4.0) has the following four levels of severity: 

• 1 for Critical 

• 2 for Error 

• 3 for Warning 

• 4 for Info 

For more information, see "Message severity levels" on page 29. 

• A new security audit flag has been added so that messages reporting sensitive security changes are 
flagged as audit in the error log and provide more detailed information about the security 
commands that have been run, the user who ran them, and whether the action was successful. For 
more information, see "Security audit logging" on page 30. 
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The message format has changed. Previous versions of Fabric OS used the following format: 

severity, Module-alphaname , severity_number , message_text 

Error messages now use the following format: 

timestamp, [Module-Number] , sequence-number, [AUDIT], severity, 
swi tch- chassis -name , message-text 

All messages are saved in persistent storage in this release. Previous releases normally saved only 
Panic and Critical levels in persistent storage. All commands related to managing persistent storage 
are removed in this release. 

The sequence number of error messages within the error log has new behavior. Messages are 
numbered sequentially from 1 to 2,147,483,647 (0x7ffffff). The sequence number continues to 
increase beyond the storage limit of 1 024 messages. The sequence number can be reset to 1 using the 
errClear command. The sequence number is persistent across power cycles and switch reboots. 



Changes to this guide for OS v5.0.0 

The following changes are new to v5.0.0 and are not included elsewhere in this guide. 

ZONE audit messages 

This section contains updates to the HP StorageWorks Fabric OS 5.0.0 diagnostic and systems error 
message reference guide. 

ZONE-3001 

Message 

<timestamp>, [ZONE-3001] , <sequence-number> , AUDIT, INFO, 

<system-name>, User: <User Name>, Role: <User Role>, Event: <Event 

Name>, Status: <Event Status>, Info: <Zone object type> \"<Zone object 

member list>\" added to <Zone object set type> \"<Zone object set 
name>\ " . 

Probable cause 

Indicates that a new zone object member or members have been added to a zone object set. 

A zone object may be an alias, zone member, zone, or zone configuration. The string appears at 
the end of the zone object member list if the list is truncated in the message. 

Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action, as defined by your enterprise security policy. 

Severity 
INFO 



24 Introduction to system messages 



ZONE-3002 



Message 

<timestamp>, [ZONE-3002], <sequence-number> , AUDIT, INFO, 
<system-name>, User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: <Zone object set type> \"<Zone 
object set name>\" created with <Zone object type> \"<Zone object 
member list>\". 

Probable cause 

Indicates that a new zone object set was created with the specified zone object member or members 
added. 

A zone object may be an alias, zone member, zone, or zone configuration. The string appears at 
the end of the zone object member list if the list is truncated in the message. 

Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action, as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3003 

Message 

<timestamp>, [ZONE-3003], <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: <Zone object type> \"<Zone object 
name>\" deleted. 

Probable cause 

Indicates that a specified zone object has been deleted. 

A zone object may be an alias, zone member, zone, or zone configuration. 

Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 
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ZONE-3004 



Message 

<timestamp>, [ZONE-3004] , <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: <Zone object type> \"<Zone object 
member list>\" removed from <Zone object set type> \"<Zone object set 
name>\ " . 

Probable cause 

Indicates that a specified zone object member or members have been removed from a specified zone 
object set. 

A zone object may be an alias, zone member, zone or zone configuration. The string appears at the 
end of the zone object member list if the list is truncated in the message. 

Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3005 

Message 

<timestamp>, [ZONE-3005] , <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: All zone information cleared from 
transaction buffer. 

Probable cause 

Indicates that all zone information has been cleared from the transaction buffer. 
Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3006 

Message 

<timestamp>, [ZONE-3006] , <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: Current zone configuration 
disabled. 

Probable cause 

Indicates that the current zone configuration has been disabled. 
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Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3007 

Message 

<timestamp>, [ZONE-3007] , <sequence-number> , AUDIT, INFO, 
<system-name>, User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: Zone configuration \"<Zone 
conf iguration>\ " enabled. 

Probable cause 

Indicates that a specified zone configuration has been enabled. 
Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3008 

Message 

<timestamp>, [ZONE-3008] , <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: Current zone configuration saved 
to flash. 

Probable cause 

Indicates that the current zone configuration has been saved to flash. 
Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3009 

Message 

<timestamp>, [ZONE-3009] , <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: <Event Description> 

Probable cause 

Indicates that a zone transaction has been aborted. 
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Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3010 

Message 

<timestamp>, [ZONE-3010] , <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: Zone object \"<Zone object name>\" 
copied to new zone object \"<New Zone object name>\". 

Probable cause 

Indicates that a specified zone object has been copied to a new zone object. 
Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3011 

Message 

<timestamp>, [ZONE-3011] , <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: Zone object \"<Zone object name>\" 
expunged . 

Probable cause 

Indicates that a specified zone object has been expunged. 
Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 

ZONE-3012 

Message 

<timestamp>, [ZONE-3012], <sequence-number> , AUDIT, INFO, 
<system-name> , User: <User Name>, Role: <User Role>, Event: <Event 
Name>, Status: <Event Status>, Info: Zone object \"<Zone object name>\" 
renamed to \"<New Zone object name>\". 

Probable cause 

Indicates that a specified zone object has been renamed. 
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Recommended action 

Verify that the event was planned. If the event was planned, no action is required. If the event was not 
planned, take appropriate action as defined by your enterprise security policy. 

Severity 
INFO 



Message severity levels 

The four levels of severity for messages are Critical, Error, Warning, and Info. In general, the definitions 
of these severity levels are broad and serve as general guidelines for troubleshooting. For all cases, you 
should consider each message description thoroughly before taking action. System messages have the 
severity levels explained in Table 2. 



Table 2 Message severity levels 



Level 


Description 


1 Critical 


A critical-level message indicates that the software has detected a serious 
problem that is going to cause a partial or complete failure of a subsystem if 
not corrected immediately. For example, a power supply failure or rise in 
temperature must receive immediate attention. 


2 Error 


Error-level messages report error conditions that do not significantly affect 
overall system functionality. For example, error-level messages may indicate 
timeouts on specific operations, failures of operations after retries, invalid 
parameters, or failure to perform a requested operation. 


3 Warning 


Warning-level messages highlight current operating conditions that, if not 
checked, may lead to a failure in the future. For example, a power supply 
failure in a redundant system relays a warning that the system is no longer 
operating in redundant mode. The failed power supply should be replaced or 
repaired. 


4 info 


Info-level messages report the current non-error status of system components; 
for example, the detection of online and offline status of a fabric port. 



Overview of the system messages 

This section provides information on the various logs saved by the system and provides instructions for 
viewing the information in the log files. The following topics are discussed: 

• System message log (RASLog), page 30 

• Security audit logging, page 30 

• Dual-CP systems, page 31 

• System logging daemon, page 31 

• Port logs, page 31 

• Panic dump and core dump files, page 31 

• Trace dumps, page 32 

• The supportSave command, page 32 
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System console, page 32 



System message log (RASLog) 



Fabric OS maintains an internal system message log of all messages. For Fabric OS v4.4.0, this log is 
saved as a RASLog. Features of the system message log include the following: 

• The saving of all messages to nonvolatile storage. 

• A maximum of 1024 messages that can be saved in RAM. 

• Implementation as a circular buffer. When more than the maximum number of entries are added to 
the log file, old entries are overwritten by new ones. 

• The display of all system messages from the errDump and errShow commands. 

Configure the syslogd facility as a management tool for error logs. This is particularly important for 
dual-domain switches, because the syslogd facility saves messages from two control processors (CPs) as 
a single file and in sequential order. See "System logging daemon" on page 31 for more information. 



Audit messages are enhanced to record more information for security purposes. They are flagged audit 
in the system message log. Currently, the only messages that have the audit flag set are SEC-3001 
through SEC-3017. 

These messages provide the following information: 



• Event Name: The name of the event that occurred. 

• Status: The status of the event that occurred as success or failure. 

• Event Info: Information about the event. If you are creating an SCC_POLICY and use wild cards such 
as the asterisk (*), which means all the switches in the current fabric, these wild cards are displayed 
in the audit error message. 

The following is an example of an audit message: 

2004/07/09-02:09:40, [SEC-3001], 181, AUDIT, INFO, User:rick, role: admin, Event: 
secpolicy create, status : success , Info: Create SCC_POLICY policy, with * entries. 

Only certain commands generate an AUDIT message in the system message log. The commands that 
generate AUDIT messages are: 

• secModeEnable and secModeDisable 

• secPolicyCreate, secPolicyDelete, secPolicyRemove, secPolicyActivate, and 
secPolicySave 

• login and logout 

• secFCSFailover 

• secTransAbort 

• secStatsReset 

• secTempPasswdSet and secTempPasswdReset 

• aaaConfig 

• authutil 




User Name: the name of the user who triggered the action. 
Role: The role of the user; for example, root or admin. 
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Dual-CP systems 

For both the Core Switch 2/64 and the SAN Director 2/128, each CP has a unique error log, 
depending on which CP was is when a message is reported. To fully understand message logging on the 
Core Switch 2/64 or the SAN Director 2/1 28, you should enable the system logging daemon, because 
the logs on the host computer are maintained in a single merged file for both CPs and are in sequential 
order. Otherwise, you must examine the error logs in both CPs, particularly for events such as 
f irmwareDownload or haFailover, for which the active CP changes. 

For both the Core Switch 2/64 and the SAN Director 2/1 28, security violations such as telnet, HTTP, 
and serial connection violations are not propagated between CPs. Security violations on the active CP 
are not propagated to the standby CP counters in the event of a failover, nor do security violations on the 
standby CP get propagated to the active CP counters. 

System logging daemon 

The system logging daemon (syslogd) is a process on UNIX®, Linux®, and some Windows® systems that 
reads and logs messages as specified by the system administrator. 

Fabric OS can be configured to use a UNIX-style syslogd process to forward system events and error 
messages to log files on a remote host system. 

The host system can be running UNIX, Linux, or any other operating system that supports the standard 
syslogd functionality. 

Configuring for syslogd involves configuring the host, enabling syslogd on the HP StorageWorks model, 
and, optionally, setting the facility level. 

For information on configuring syslogd functionality, refer to the HP StorageWorks Fabric OS 4.x 
procedures user guide. 

Port logs 

Fabric OS maintains an internal log of all port activity. Each switch or logical switch maintains a log file 
for each port. Port logs are circular buffers that can save up to 8000 entries per logical switch. When the 
log is full, the newest log entries overwrite the oldest log entries. Port logs capture switch-to-device, 
device-to-switch, switch-to-switch, some device A-to-device B, and control information. Port logs are not 
persistent and are lost over power cycles and reboots. 

Use the portLogShow command to display the port logs for a particular port. Use the 
portLogEventShow command to display the specific events reported for each port. Refer to the HP 
StorageWorks Fabric OS 4.x procedures user guide for information on interpreting results of the 
portLogDump command. 



NOTE: Port log functionality is completely separate from the system message log. Port logs are typically 
used to troubleshoot device connections. 



Panic dump and core dump files 

Fabric OS creates panic dump files and core files when problems occur in the Fabric OS kernel. These 
files can build up in the kernel partition (typically because of failovers) and may need to be periodically 
deleted or downloaded using the saveCore command. In case of a panic dump, view the files by 
issuing the pdShow command. 

The software watchdog process (SWD) is responsible for monitoring daemons critical to the function of a 
healthy switch. The SWD holds a list of critical daemons that ping the SWD periodically at a 
predetermined interval defined for each daemon. 
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If a daemon fails to ping the SWD within the defined interval, or if the daemon terminates unexpectedly, 
the SWD dumps information to the panic dump files, which helps to diagnose the root cause of the 
unexpected failure. 

Use the pdShow command to view these files or the saveCore command to send them to a host 
workstation using FTP. The panic dump files and core files are intended for support personnel use only. 

Trace dumps 

Fabric OS produces trace dumps when problems are encountered within Fabric OS modules. Initiate the 
sending of trace dump files to support personnel using the supportSave or traceFtp command. 
Fabric OS trace dump files are intended for use only by support personnel. 

The supportSave command 

The supportSave command can be used to send by FTP the output of the system messages (RASLog), 
the trace files, and the output of the supportShow command to a support location. Before running the 
supportSave command, you can, as an option, set up the FTP parameters using the supportFtp 
command. The supportShow command runs a large number of dump and show commands to provide 
a global output of the status of the switch. Refer to the HP StorageWorks Fabric OS 4.x command 
reference guide for more information on these commands. 

System console 

The system console displays messages only through the serial port. If you log in to a switch through the 
Ethernet port or modem port, you do not receive system console messages. 

The errFilterSet command can be used by administrators to filter messages that appear on the 
system console by severity level. All messages are still sent to the system message log and to the syslog, if 
enabled. 

The system console displays both system messages and panic dump messages. These messages are 
mirrored to the system console; they are always saved in one of the system logs. 



Viewing and configuring the system message logs 

Use the commands in Table 3 to view or configure the system message logs. Many of these commands 
require admin login privileges to execute. 



Table 3 Commands to view and configure system logs 



Command 


Description 


agtCfgDef ault 


Resets the SNMP recipients to default values. 


agtCfgSet 


Configures the SNMP recipients. 


agtCf gShow 


Displays the current configuration of the SNMP recipients. 


errClear 


Clears the error log. 


errDelimterSet 


Sets the error log start and end delimiter for messages pushed to the 
console. 


errDump 


Displays the entire error log without page breaks. Use the -r option to 
show the messages in reverse order, from newest to oldest. 


errFilterSet 


Sets an error severity filter for the system console. 
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Table 3 Commands to view and configure system logs (continued) 
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show the messages in reverse order, from newest to oldest. 


pdShow 


Displays the contents of the panic dump and core dump files. 


portErrShow 


Displays the port error summary. 


portLogClear 


Clears the port log. If the port log is disabled, this commands enables it. 


portLogDi sable 


Disables the port log facility. 


portLogDump 


Displays the port log without page breaks. 


portLogDumpPort 


Displays the port log of the specified port without page breaks. 


portLogEventShow 


Displays which port log events are currently being reported. 


portLoginShow 


Displays port logins. 


portLogPdisc 


Sets or clear the debug pdisc_f lag. 


portLogReset 


Enables the port log facility. 


portLogResize 


Resizes the port log to the specified number of entries. 


portLogShow 


Displays the port log with page breaks. 
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portLogTypeDi sable 


Disables an event from reporting to the port log. Port log events are 
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by the portLogEventShow command. 


saveCore 


Saves or removes core files created by the kernel. 
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supportFtp 


Sets, clears, or displays support FTP parameters or a time interval to 
check the FTP server. 


supportSave 


Collects RASLog, trace files, and supportShow (active CP only) 
information for the local CP and then transfers the files to an FTP server. 
The operation can take several minutes. 


supportShow 


Executes a list of diagnostic and error display commands. The output is 

i icaH o\/ \/oiir c\A/ifY~n cor\/i/~^ nrouinor fo ninnnnco nnn /~orr^r*t o ro o o m c 
uocu uy yuui dwiium ociviuc uiuviuci iu uiuyiiuoc umu ujiicli uiuuiciiio 

with the switch. The output from this command is very long. 


syslogDIpAdd 


Adds an IP address as a recipient of system messages. 


syslogDIpRemove 


Removes an IP address as a recipient of system messages. 
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Table 3 Commands to view and configure system logs (continued) 
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system messages. 


syslogdFacility 


Changes the syslogd facility. 
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tira.CGF tp 


Displays, enables, or disables the trace auto-FTP or retrieves the trace 
dump file. 


traceTrig 


Sets, removes, or displays trace triggers. 



Reading a system message 

This section provides information about reading system messages. 

Example system message 

The following example shows a sample message from the error log: 

2004/07/22-10:12:33, [EM-1031], 4,, ERROR, switchname, Slot 7 ejector not closed 



The fields in the error message are described in Table 4. 
Table 4 Error message field description 



Example 


Variable name 


Description 


2004/07/22-10:12:33 


Date and Time Stamp 


The system time (UTC) when the message 
was generated on the switch. The RASLog 
subsystem supports an internationalized 
timestamp format base on the local 
setting. 


[EM-1031] 


Message Module and 
Message Number 


Displays the message module and number. 
These values uniquely identify each 
message in Fabric OS and reference the 
cause and actions in this manual. 
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Table 4 Error message field description (continued) 



Example 


Variable name 


Description 


4 


Sequence Number 


The error message position in the log. When 
any messages are added to the log, this 
number is incremented. When this message 
reaches the last position in the error log and 
becomes the oldest message, it is deleted 
when a new message is added. 

In Fabric OS v4.4.0, the message sequence 
number starts at 1 after a 
f irmwareDownload and increases up to a 
value of 2, 147,483,647 (0x7ffffff). 

The sequence number continues to increase 
beyond the storage limit of 1 024 messages. 
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using the errClear command. The 
sequence number is persistent across power 
cycles and switch reboots. 


, <AUDIT>, 

(not shown in the previous 
example) 


Audit Flag 


Indicates that this message is an AUDIT 
message for a security issue. The only 
messages that have the audit flag set are 
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messages, this field is blank. The commas 
still appear, so many messages have two 
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SEVERITY 


Severity Level 


Displays the severity of the error as 

Critical, Error, Warning, or Info 


swi tchname 


Switch name or 
chassis name, 
depending on the 
action. For example, 
HA messages typically 

chou/ f ncs rhnccic 
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name; login failures 
typically show the 
logical switch name. 


Displays the defined switch name or the 
chassis name of the switch. The value is 
truncated if it is more than 1 6 characters. 
Use either the chassisName command to 
name the chassis or the switchName 
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Slot 7 ejector not closed 


Error Description 


Displays a text string explaining the error 
encountered and providing parameters 
supplied by the software at runtime. 



Viewing system messages from Advanced Web Tools 

This procedure is valid for the HP StorageWorks SAN Switch 2/8V, SAN Switch 2/1 6V, SAN Switch 
2/1 6N, SAN Switch 2/32, SAN Switch 4/32, Core Switch 2/64, and SAN Director 2/128. 

To view the system message log for a switch from Advanced Web Tools: 

1. Launch Advanced Web Tools. 

2. Select the desired switch from the Fabric Tree. 
The Switch View displays. 
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3. Click the Switch Events button. 
A Switch Events Report opens. 

4. View the switch events and messages. 

In dual-domain switches, an Event button exists for each logical switch. Only messages relating to that 
switch (and chassis) are displayed. 



This procedure is valid for the HP StorageWorks SAN Switch 2/8V, SAN Switch 2/ 16V, SAN Switch 
2/1 6N, SAN Switch 2/32, SAN Switch 4/32, Core Switch 2/64, and SAN Director 2/128. 

To display the system message log with no page breaks: 

1. Log in to the switch as the admin user. 

2. Issue the errDump command: 

switch : admin> errDump 
Version: 4.4.0 

2004/07/28-17:04:59, [FSSM-1002], 1,, INFO, switch, HA State is in sync 
2004/07/28-17:04:59, [FSSM-1003], 2,, WARNING, switch, HA State out of 



2004/07/28-17:04:51, [EM-1055], 3,, WARNING, switch, Media 27: Port 
media incompatible. Reason: Configured port speed. 

2004/07/28-17:04:54, [FABR-1001], 4,, WARNING, switch, port 4, ELP 
rejected by the other switch 

2004/07/28-17:05:06, [FW-1050] , 5,, WARNING, switch, Sfp Supply Voltage 
0, is below low boundary (High=3 600 , Low=3150). Current value is 0 mV. 

switch : admin> 



Viewing the system messages with page breaks 

This procedure is valid for the HP StorageWorks SAN Switch 2/8V, SAN Switch 2/ 16V, SAN Switch 
2/1 6N, SAN Switch 2/32, SAN Switch 4/32, Core Switch 2/64, and SAN Director 2/128. 




messages 



sync 



To display the system message log with page breaks: 
1. Log in to the switch as the admin user. 
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2. Issue the errShow command: 



switch : admin> errShow 
Version: 4.4.0 

2004/07/28-17:04:59, [FSSM-1002], 1,, INFO, switch, HA State is in sync 
Type <CR> to continue, Q<CR> to stop: 

2004/07/28-17:04:59, [FSSM-1003], 2,, WARNING, switch, HA State out of 
sync 

Type <CR> to continue, Q<CR> to stop: 

2004/07/28-17:04:51, [EM-1055], 3,, WARNING, switch, Media 27: Port 
media incompatible 

e. Reason: Configured port speed. 
Type <CR> to continue, Q<CR> to stop: 

Clearing the system message log 

This procedure is valid for the HP StorageWorks SAN Switch 2/8V, SAN Switch 2/1 6V, SAN Switch 
2/1 6N, SAN Switch 2/32, SAN Switch 4/32, Core Switch 2/64, and SAN Director 2/128. 

To clear the system message log for a particular switch instance: 

1. Log in to the switch as the admin user. 

2. Issue the errClear command to clear all messages from memory. 
The following example shows how to clear the system message log: 

switch : admin> errclear 
switch : admin> 



Responding to a system message 

This section provides procedures on gathering information about system messages. 

Looking up a system message 

Error messages are arranged in this guide alphabetically. To look up an error message, copy down the 
message module (see Table 4 on page 34) and the message number and compare these with the Table 
of Contents to determine the location of the information for that error message. Table 5 describes each of 
the message modules. 

Gathering information about the problem 

Steps to take when troubleshooting include the following: 

1. Determine the current Fabric OS level. 

2. Determine the switch hardware version. 

3. Determine whether the switch is operational. 

4. Assess impact and urgency: 

• Is the switch down? 

• Is it a standalone switch? 
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• How large is the fabric? 

• Is the fabric redundant? 

5. Issue the errDump command on each logical switch. 

6. Issue the supportFtp command as needed to set up automatic FTP transfers and then issue the 
supportSave command. 

7. Document the sequence of events by answering the following questions: 

• What happened just prior to the problem? 

• Is the problem repeatable? 

• If so, what are the steps to produce the problem? 

• What configuration was in place when the problem occurred? 

8. Determine whether a failover occurred. 

9. Determine whether security was enabled. 

10. Determine whether power-on self test (POST) was enabled. 

1 1. Determine whether serial port (console) logs are available. 

12. Determine which CP was master (applicable only to the Core Switch 2/64 or SAN Director 2/128). 
13. Identify the last actions or changes made to the system. 

System module descriptions 

Table 5 provides a summary of the system modules for which messages are documented in this reference 
guide in "Messages" on page 47; the system modules are listed alphabetically by name. 

Table 5 System module descriptions 



System module 


Description 


AUTH 


Authentication error messages indicate problems with the 
authentication module of Fabric OS. 


BL 


Blade error messages are a result of faulty hardware, 
transient out-of-memory conditions, ASIC errors, or 
inconsistencies in the software state between a blade and 
the environment monitor (EM) module. 


BLL 


Bloom is the name of the ASIC used as the building block 
for third-generation hardware platforms. 


CER 


The core edge routing module on the SAN Director 2/1 28 
platform. 
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Table 5 System module descriptions (continued) 



System module 


Description 


EM 


The EM manages and monitors the various field 
replaceable units (FRUs), including the port cards, CP 
blades, blower assemblies, power supplies, and World 
Wide Name (WWN) cards. EM controls the state of the 
FRUs during system startup, hot-plug sequences, and fault 
recovery. 

EM provides access to and monitors the sensor and status 
data from the FRUs and maintains the integrity of the system 

i icinri fno o n \/ 1 ro n m c± n In nnn nn\A/o r nn in^c F\^ rotloctc 

Uolliy IIIC CI 1 V 1 1 \J\ 1 1 1 1 tr 1 1 \KJ 1 LJIILJ LJLJWt;! kJ^IH_lt;b. I_JVI icIICLIo 

system status through telnet commands, system LEDs, and 

ctfifi ic nnn nlnrm moccnrioc F\^ n kn mnnnn^c com^ 

bUJIUo UIUIII1 IHUooUUCO. I_ I V i H 1 o W M IUI ot-JIIlt 

component-related data. 


EVMD 


Event management module. 


FABR 


A fabric is a network of Fibre Channel switches. The FABR 
error messages come from the fabric daemon. The fabric 
daemon follows the FC-SW-3 standard for the fabric 
initialization process, such as determining the E_Ports, 

nccinninn i mini i a nnmnin IDc tc\ c\A/itfn^c t~ yc^cs 1 1 n n n 

tlbbiyillliy UlliyUt; LJL^IIILJIM IL/D IU oWMLIICj, ^ICLJIIIiy KJ 

spanning tree, throttling the trunking process, and 

t~\ i cfri r\i iti nn tnts nnmnin nnn n inc icfc rt c\A/it/~n^c: in fho 

KJ 1 bl 1 1 kJU 1 1 ( ILj lilt; ULJIIILJIII UIIU tllUJb Nolo l\J dWIILIICj III lilt 

fabric. 


FABS 


Fabric OS system driver module. 


FCMC 


Fibre Channel miscellaneous messages relate to problems 
with the physical layer used to send Fibre Channel traffic to 
and from the switch. 


FCPD 


The Fibre Channel Protocol daemon is responsible for 

nmhmn In <^ ri^x/if^c a Ha t~ n c±r\ \c\ \\~\c± Ann T\r\ t\ Pmninn ic n 
LjiukJiiiy tiic UCVH.CO \x i iuu icu \\j nie i icuiiiy \o \j 

process the switch uses to find the devices attached to the 
loop ports and to update the Name Server with the 

i nfrirmntion 
1 1 1 1 1 \ i . 


FCPH 

1 v_» 1 1 1 


Fir\r^ l nnnn^ Pn\/cirn n\/^r ic iicoH to c^nri Fir\r^ i nnnn^ 
I lUlc v^llUllllci I llyolL.Ul LUyui Id UouU l\J ouiiu I IIJI c \_l ILJI II itN 

traffic to and from the switch. 


FKLB 


Fabric OS I/O kernel library module. 


FLOD 


A part of the Fabric Shortest Path First (FSPF) protocol that 
handles synchronization of the Link State Database (LSDB) 
and propagation of the Link State Records (LSRs). 


FSPF 


Fabric shortest path first is a link state routing protocol that 
determines how frames should be routed. These messages 
are about protocol errors. 
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Table 5 System module descriptions (continued) 



System module 


Description 


FSS 


The Fabric OS state synchronization framework provides 
facilities by which the active CP can synchronize with the 
standby CP, enabling the standby CP to take control of the 
switch non-disruptively during failures and software 
upgrades. These facilities include version negotiation, state 
information transfer, and internal synchronization functions, 
enabling the transition from standby to active operation. 

FSS is defined both as a component and a service. A 

/-Arr) nnnonr ic n mnni i ^ in Frinnr l)S imn ftmontinn n 

LUf 7 IL/kJI JC/ II \o \J II ICLJ U IC III 1 ClkJI 1 C IIIILJICIIICMIIIiy \J 

related set of functionality. A service is a collection of 
components grouped together to achieve a modular 
software architecture. 


FSSM 


The Fabric OS state synchronization management module 
is defined both as a component and a service. A 

rnmnnnonf ic n mc^riii lo in Fnhnr t)S i m r~\ & m o n 1 1 nn n 

CCMIIkJCIICMI lo U 1 1 ICCIU IC 111 1 LJ U 1 IC IIIILJlCIIICIIIIIiy \J 

related set of functionality. A service is a collection of 
components grouped together to achieve a modular 
software architecture. 


FW 

1 V V 


In pi Fnr\rif~ XA/nfr-n mr^Hii momrfirc thr^cho nc trsr mnn\/ 

1 1 Ic 1 UUI IL V VUILI 1 II ICO U IC IIIUIMIUIb llll Col ICMLJo l\J\ 1 1 \ KJ II y 

switch subsystems: for example, temperature, voltage, fan 
speed, and switch status. Any changes that cross a 

iUCll 1 ICU HHCollC'ICI Ulc IC|JC1ICCI IC IMC ovolCIII [IIUOOU^JU '^H* 


HAM 


A i icpr cnnro nriAmnn rocnnncin o for hmh-nuni nhi itu 

r\ UoUl oUULc UUCIIIUII 1 Co|JCl lb 1 UIC IUI lliyil CI VCI 1 IUU 1 1 1 1 y 

management. 


HAMK 


The kernel module for the HAM daemon. 


HIL 


Hardware Independent Layer. 


HLO 


Part of FSPF protocol that handles the HELLO protocol 

l-\of\A/^^n nri in/~^nf c\A/iff~n^c In c± HFIIt) rt~\{(~\(~ r\ acfnh licnoc 

UCIWUUll UU ULClll jWIILMCo. IMC 1 ll_LI_V_/ L/ 1 CI CCC 1 Col CI kJI loll Co 

connectivity with a neighbor switch to determine the identity 

(~it tn£i nDinnnnr c\A/ifr-n nnn f/~\ ovrhnnnp FSPF nnmm^f^rc 

\J\ IMC MCI y M U\J\ o W 1 1 CM Ul IU IU CACI IUI IUC 1 Jl 1 kJCl 1 \J 1 1 ICICI O 

and capabilities. 


HMON 


Health monitor. 


HTTP 


HTTP error message. 
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Table 5 System module descriptions (continued) 



System module 


Description 


KSWD 


The Kernel Software Watchdog monitors daemons for 




unexpected terminations and hang conditions; KSWD 




informs the HAM module to take corrective actions, such as 




fa i lover or reboot. 




Thp fn nwinn Hnpmnni nrp monitorpH nv KSNA/D* 

lilt- I \ ji I \ j vv 1 1 iu uutii iui 10 uiu II iu I 1 1 y I w T I ' , 




• Diagnostics daemon (DIAGD) 




• Environment Monitor daemon (EMD) 




• EVM daemon (EVMD) 




• Fabric daemon (FABRICD) 




• FCPD daemon (FCPD) 

1 V__- 1 IS \ m A \-A w 1 1 1 V*/ II II S— - 1 IS J 




• FDMI daemon (FDMID) 

1 l— ^ f V 1 1 \*l \*fl 1 1 1 V*/ II 11 IS f V 1 1 I—' J 




• FSPF daemon (FSPFD) 




• Fnbric \A/ntch dnemon fF\A/D) 

1 UUI l\_ V YUIV.I 1 U CI 1 1 II V V IS J 




• Monogement S6rver dosmon (MSD) 




• Nome Ssrver do6mon (NSD) 




• PDM daemon (PDMD) 

1 IS i VI UUCI 1 \ \J\ 1 1 1 IS 1 V 1 IS 1 




• PS daemon (PSD) 

1 S \JK \JK ^ 1 1 IV*/ II II S IS J 




• Reliable Commit Service daemon (RCSD) 




• FA-API RPC daemon (RPCD) 




• Security daemon (SECD) 




• SNMP daemon (SNMPD) 




• Track Chanaes daemon (TRACK CHANGES) 

1 1 \*l V_ IX \ 1 1 \JK 1 1 \*l \JK \JK *w 1 1 1 \-J II \ 1 1 \ / \ N — - 1 \ N 1 1 / \ 1 M ^S 1 S J 




• Time Service daemon (TSD) 




• Web Tools daemon (WEBD) 




• Zone daemon (ZONED) 


KTRC 


Kernel RAS trace module. 


LOG 


RASLog subsystem. 


LSDB 


The link state database is a part of the FSPF protocol that 




maintains records on the status of port links. This database 




is used to route frames. 


MPTH 


Multicast path uses the Shortest Path First (SPF) algorithm to 




dynamically compute a broadcast tree. 
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Table 5 System module descriptions (continued) 



System module 


Description 


MQ 


Message queues are used for interprocess communication. 

Moccnn^ mi i ai i nllo\A/ mnn\/ moccnnpc onrh rsx vnnnn & 

IVlCooUUC UUCUCO U 1 IUW IllUlly 1 1 IcooUUcb, CULM \Jl V\J\ IUUIC 

length, to be queued. Any process or Interrupt Service 
Routine (ISR) can write messages to a message queue. Any 
process can read messages from a message queue. 


MS 


The Management Service enables the user to obtain 
information about the Fibre Channel fabric topology and 
attributes by providing a single management access point. 
MS provides for both monitoring and control of the 
following areas: 

• Fabric Configuration Server, which provides for the 
configuration management of the fabric. 

• Unzoned Name Server, which provides access to Name 
Server information that is not subject to zone constraints. 

• Fabric Zone Server, which provides access to and 
control of zone information. 


NBFS 


NBFSM is a part of the FSPF protocol that handles a 
neighboring or adjacent switch's Finite State Machine 
(FSM). 

Input to the FSM changes the local switch from one state to 
another, based on specific events. For example, when two 
switches are connected to each other using an interswitch 
link (ISL) cable, they are in the Init state. After both switches 
receive HELLO messages, they move to the Database 
Exchange state, and so on. 

NBFSM states are Down (0), Init (1), Database Exchange 

(0\ Dntnhnsp Arknowlprlnp Wait Dntnhnsp Wnit (A\ 

and Full (5). 


NS 


Indicates problems with the Simple Name Server module. 


PDM 


lUiiiy uuiu iiiunuyei io u Uoui bpu^t; uu ei i \ i i coljlji to i uie 

for the replication of persistent configuration files from the 
primary partition to the secondary partition and from the 

nr*fi\/<s l P h nnc fc\ fno ctnnrirw/ i P h nno 
UIL.IIVC v— 1 IJIUUc \\J llIC siuiiuuy V—l uiuue. 


PDTR 


These messages indicate that panic dump trace files have 
been created. 


PORT 


PORT error messages refer to the front-end user ports on the 
switch. Front-end user ports are directly accessible by users 
to connect end devices or to connect to other switches. 
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Table 5 System module descriptions (continued) 



System module 


Description 


PLAT 


Platform (Service) errors are generated from the port blade 
and CP blade of the Core Switch 2/64, the SAN Director 
2/1 28, and the ASICs or motherboard components of all 

r^fnor c\A/it^"noc Thoco &rrt~\r mocc nnoc iiciin \/ inHir*nt^ 

UN ICI jWMLMCO. 1 1 ICiC tM 1 KJ\ lllCOOUUCo UoUUIIy IIIUIL-Ult; 

hardware problems in these components, including 
problems resulting from the PCI buses, i2c bus, 
field-programmable gate array (FPGA), and power supply. 


PS 


In r"\£^ rrnrmn n/~o can/or r\r^c± m r\ n monci iroc fn^ nmrn int r^t 

lilt; Ucl IUI 1 1 IUI ILc ocl vcl UUUIIIUII MlUUoUlCO IMC UIIIUUMI \Jl 

traffic between end points or traffic with particular frame 
formats, such as SCSI frames, IP frames, and 

CUoiCiiid UCMI leu iitiiiit^o. 


PSWP 


The portswap feature and associated commands generate 
these error messages. 


RCS 


The Reliable Commit Service daemon generates log entries 
when it receives a request from the zoning, security, or 
management server for passing data messages to switches 

in tn <^ fnhnr P( S tn^n r<^n 1 1 octc inh o Trnncnnrf \A/nt^ 

III lilt; ltlUIH_. IXV^J Midi lUUUUolO IxtMIUUIt; IIUMolJUII VVlllt; 

and Read (RTWR) to deliver the message. RCS also acts as 
a gatekeeper, limiting the number of outstanding requests 

rr\r fho /nninn S^/~iirit\/ r\r Mnnnnftm^nt S^n/or mnni i 

\\J\ lilt; Z_t^llllltj / -Jt^L-Ullly, Ul IVlUIIUUClllClll Jul VUl 1 1 1 Utl U 1 t;b . 


RPCD 


The Remote Procedure Call Daemon (RPCD) is used by 
Fabric Access for API-related tasks. 


RTWR 


The Reliable Transport Write and Read daemon helps 
deliver data messages either to specific switches in the 
fabric or to all of the switches in the fabric. For example, if 

com c± r\r tn o c\A/if/~n^c nro nnl 1 ronrnnhb t~\r nra c^tt mo RT\A/R 
oUI IIC Ul lilt jWIILI ICO \J 1 C? 1 IUI I CUtl 1 tl Ul t; Ul tl 1 1; Ul 1 1 1 1 1 1^ l\ 1 V V l\ 

returns an unreachable message to the caller, allowing 
the caller to take the appropriate action. If a switch is not 
responding, RTWR retries 1 00 times. 


SCN 


The internal state change notification daemon is used for 
state change notifications from the kernel to the daemons 
within Fabric OS. 


SEC 


The security daemon generates security errors, warnings, or 

i n tcm' m fi 1 1 n Hiinnn caf~\ iriKz-r^ /-if^ri r\ n mnnnnomont r\r 
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fabric merge operations. Administrators should watch for 
these messages, to distinguish between internal switch and 
fabric operation errors, and external attack. 


SNMP 


Simple Network Management Protocol is a universally 
supported low-level protocol that allows simple get, get 
next, and set requests to go to the switch (acting as an 
SNMP agent). It also allows the switch to send traps to the 
defined and configured management station. HP 
StorageWorks switches support six management entities 
that can be configured to receive these traps. 
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Table 5 System module descriptions (continued) 



Cucto m mnn i ilo 

«Jy JltTII 1 1 1 


nocrnnhnn 


SS 


The supportSave command generates these error 
messages if problems are encountered. 


SULB 


The software upgrade library provides 
f irmwareDownload command capability, which enables 
firmware upgrades to both CP blades with a single 
command, as well as nondestructive code load to all 4.x 
switches. These messages display if problems occur during 
the f irmwareDownload procedure. Most messages are 

i n fri r m nf innn on u nnn nro rionftrnton n Hiinnn 

1 II 1 KJ\ 1 1 \KJ 1 \KJ\ IU 1 KJiWy UIIU UlU UCIICIUICU cvcll UUI IIIU 

successful firmware download. For additional information, 
refer to the HP StorageWorks Fabric OS 4.x procedures 

UoCI LjUILiC 


SWCH 


These messages are generated by the switch driver module 

IIILJI IIIUIIUUCo \J 1 IUI c \_IIUIIIId oWMLII HlolUMLC 


SYSC 


S\/cf^m f~c\ ntro or ic c\ rln^mnn fnnf cfnrfc 1 1 r~\ nnn cniifc rirMA/n 

JyolclM 1 1 1 1 1 tM \o \J UUCIIIUII IMUI bILJIIb UkJ UIIU oMUlO UUWM 

all Fabric OS modules in the proper sequence. 


SYSM 


General system messages. 


TRCE 


RAS TRACE error messages. 


TRCK 


The track change feature tracks the following events: 

• Turning on or off the track change feature 
' CONFIG_CHANGE 

• LOGIN 

• LOGOUT 

• FAILEDJOGIN 

If any of these events occurs, a message is sent to the 
system message log. If the SNMP trap option is enabled, an 
SNMP trap is also sent. 

f-/-\ r i nfr^rmnf ir^n t~\r~\ ronfini innn tn^ fmr*l^ rhnnno fonfiiro 

1 Ul IIIILJMIILJIIlJII Ul 1 LUI IIIUUl IMU IMC IIUUx *~l ILJ 1 iy t; ICUIUI 

refer to the HP StorageWorks Fabric OS 4.x command 
reference guide or the HP StorageWorks Fabric OS 4.x 
procedures user guide. 


TS 


Time Service provides fabric time-synchronization by 
synchronizing all clocks in the fabric to the clock time on the 

L/l 1 1 Id UU 1 a VV 1 1 l_l 1 . 


UCST 


UCAST is a part of the FSPF protocol that manages the 
Unicast routing table. 


UPTH 


UPATH is a part of the FSPF protocol that uses the SPF 
algorithm to dynamically compute a Unicast tree. 
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Table 5 System module descriptions (continued) 



System module 


Description 


USWD 


The User-space Software Watchdog Daemon informs the 

kSXa/D nhni it \A/nir*n rln^monc f no \a//~i it~ hnon ci ir\c\/cforn 
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monitors. The USWD daemon also helps the KSWD 

nn^mnn \r\ nrinf rl^hi in inrnrmnfinn it n /~riTi/~nl c\ fi om o n hnc 
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an unexpected termination. 


WEBD 


Indicates problems with the Web Tools module. 


ZOLB 


Indicates problems with the zone library module. 


ZONE 


The zone module messages indicate any problems 
associated with the zoning features, including commands 
associated with aliases, zones, and configurations. 
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Introduction to system messag' 



2 Messages 



Authentication error messages 
AUTH-1001 

Message 

timestamp, [AUTH-1001], sequence-number, , INFO, system-name, 
Operation-type has been successfully done. 

Probable cause 

The secret database operation has been updated using the secAuthSecret command. The values for 

Operation -type are set and remove. 

Recommended action 

No action is required. 

Severity 

INFO 



AUTH-1002 

Message 



timestamp, [AUTH-1002], sequence-number, , ERROR, system-name, 
Operation-type has failed. 

Probable cause 

The specified action failed to update the secret database using the secAuthSecret command. The 
values for Operation- type are set and remove. 

Recommended action 

1. Retry the secAuthSecret command. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 
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AUTH-1003 



Message 



timestamp, [AUTH-1003], sequence-number, , INFO, system-name, data-type 
type has been successfully set to setting value. 

Probable cause 

An authentication configuration value was set to a specified value. The data type is either 

authentication type or DH group type. 

Recommended action 

No action is required. 



Severity 

INFO 



AUTH-1004 

Message 



timestamp, [AUTH-1004], sequence-number, , ERROR, system-name, Failed to 
set data type type to setting-value. 

Probable cause 

The authutil command failed to set the authentication configuration value. The data type can be either 

authentication type or DH group type. 

Recommended action 

1. Retry the authutil command. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



AUTH-1005 

Message 



timestamp, [AUTH-1005], sequence-number, , ERROR, system-name, 
Authentication file does not exist: error-code. 



Probable cause 

Authentication file corruption. 
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Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



AUTH-1006 

Message 

timestamp, [AUTH-1006], sequence-number, , WARNING, system-name, Failed to 
open authentication configuration- file . 

Probable cause 

An internal problem with the Secure Fabric OS. 

Recommended action 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



AUTH-1007 

Message 

timestamp, [AUTH-1007], sequence-number,, ERROR, system-name, The proposed 
authentication protocol (s) are not supported: port port-number. 

Probable cause 

The proposed authentication protocol type or types are not supported by the local port. 

Recommended action 

Run the authutil command to make sure the local switch supports the specified protocols: FCAP or 
DHOHAP. 

Severity 

ERROR 
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AUTH-1008 



Message 

timestamp, [AUTH-1008], sequence-number, , ERROR, system-name, No security 
license, operation failed. 

Probable cause 

The switch does not have a security license. 

Recommended action 

Verify that the security license is installed using the licenseShow command. If necessary, reinstall the 
license using the licenseAdd command. 

Severity 

ERROR 

AUTH-1010 

Message 

timestamp, [AUTH-1010], sequence-number,, ERROR, system-name, Failed to 
initialize security policy: switch switch-number, error error-code . 

Probable cause 

An internal problem with the Secure Fabric OS. 

Recommended action 

1 . Reboot or power cycle the switch. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

AUTH-1011 

Message 

timestamp, [AUTH-1011], sequence-number, , WARNING, system-name, Failed to 
register for failover operation: switch switch-number error error-code 

Probable cause 

An internal problem with the Secure Fabric OS. 
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Recommended action 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



AUTH-1012 

Message 

timestamp, [AUTH-1012], sequence-number, , WARNING, system-name, 
Authentication code is rejected: port port-number explain explain-code 
reason reason-code 

Probable cause 

An authentication is rejected because the remote entity does not support authentication. 

Recommended action 

Make sure the entity at the other end of the link supports authentication. 

Severity 

WARNING 

AUTH-1 01 3 

Message 

timestamp, [AUTH-1013], sequence-number, , WARNING, system-name, Can not 
perform authentication request message: port port-number, message code 
message-code 

Probable cause 

The system is running low on resources when receiving an authentication request. 

Recommended action 

Usually this problem is transient. The authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 
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AUTH-1014 



Message 

timestamp , [AUTH-1014] , sequence-number , , ERROR, system-name , Invalid port 
value to operation: port port-number 

Probable cause 

Internal problem with the Secure Fabric OS. 

Recommended action 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

AUTH-1017 

Message 

timestamp, [AUTH-1017], sequence-number, , ERROR, system-name, Invalid 
value to start authentication request: port port-number, opcode 
operation-code 

Probable cause 

Internal problem with the Secure Fabric OS. 

Recommended action 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 
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AUTH-1 01 8 



Message 

timestamp, [AUTH-1018], sequence-number, , ERROR, system-name, Invalid 
value to check protocol type: port port -number 

Probable cause 

Internal problem with the Secure Fabric OS. 

Recommended action 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

AUTH-1 020 

Message 

timestamp, [AUTH-1020], sequence-number, , INFO, system-name, Failed to 
create timer for authentication: port port-number 

Probable cause 

An authentication message's timer was not created. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

INFO 
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AUTH-1 022 



Message 

timestamp, [AUTH-1022], sequence-number, , ERROR, system-name, Failed to 
extract data-type from message payload: port port-number . 

Probable cause 

The authentication process failed to extract a particular value from the receiving payload. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



AUTH-1 023 

Message 



timestamp, [AUTH-1023], sequence-number, , ERROR, system -name, Failed to 
operation-type during authentication-phase: port port-number . 

Probable cause 

An authentication operation failed for a certain authentication phase. 
Operation-type varies depending on authentication type: 

• Some operations for SLAP are certificate retrieve, certificate verification signature verification, and 
nonce signing. 

• Some operations for FCAP are certificate retrieve, certificate verification, signature verification, and 
nonce singing. 

• Some operations for DH-CHAP are response calculation, challenge generation, and secret retrieve. 
The authentication-phase specifies the phase of a particular authentication protocol that failed. 
A nonce is a single-use, usually random value used in authentication protocols to prevent replay attacks. 

Recommended action 

1. The error may indicate that an invalid entity tried to connect to the switch. Check the connection port 
for possible unauthorized access attack. 

2. It may indicate that the PKI object for SLAP or FCAP or the secret value for DH-CHAP on the local entity 
is not set up properly. Reinstall all PKI objects or reset the secret value for DH-CHAP properly. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 
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4. Run the supportSave command and contact your switch service provider. 



Severity 

ERROR 

AUTH-T 025 

Message 

timestamp, [AUTH-1025], sequence -number , , ERROR, sy stem- name , Failed to 
get data-type during authentication-phase: port port-number 

Probable cause 

The authentication process failed to get expected information during the specified authentication phase. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

AUTH-1027 

Message 

timestamp, [AUTH-1027], sequence-number, , ERROR, system-name, Failed to 
select authentication-value during authentication-phase: value value port 
port-number . 

Probable cause 

The authentication process failed to select an authentication value (that is, DH Group, hash value, or 
protocol type) from a receiving payload for a particular authentication phase. This indicates that the local 
switch does not support the specified authentication value. 

Recommended action 

1. Check the authentication configuration and reset the supported value if needed using the authutil 
command. 

2. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 
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Severity 

ERROR 

AUTH-1028 

Message 

timestamp, [AUTH-1028], sequence-number, , ERROR, system-name, Failed to 
allocate data-type for operation-phase: port port-number 

Probable cause 

The authentication process failed because the system is low on memory. 
Data-type is the payload or structure that failed to get memory. 

Operation-phase specifies which operation of a particular authentication phase failed. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

AUTH-1029 

Message 

timestamp, [AUTH-1029], sequence-number, , ERROR, system-name, Failed to 
get data-type for message-phase message: port port-number, retval 
error-code 

Probable cause 

The authentication process failed to get a particular authentication value at certain phase. 
Data-type is the payload or structure that failed to get memory. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 
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Severity 

ERROR 

AUTH-1030 

Message 

timestamp, [AUTH-1030], sequence-number, , ERROR, sy stem- name , Invalid 
message code for message-phase message: port port-number 

Probable cause 

The receiving payload does not have a valid message code for a particular authentication phase. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

AUTH-103T 

Message 

timestamp, [AUTH-1031] , sequence -number , , ERROR, system-name, Failed to 
retrieve secret value: port port-number 

Probable cause 

The secret value was not set properly for the authenticated entity. 

Recommended action 

1. Reset the secret value by using secAuthSecret command. 

2. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

Severity 

ERROR 
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AUTH-1 032 



Message 

timestamp, [AUTH-1032], sequence-number, , ERROR, system-name, Failed to 
generate data-type for message-payload payload: length data-length, error 
code error-code , port port-number 

Probable cause 

The authentication process failed to generate a particular data (that is, challenge, nonce, or response 
data) for an authentication payload. This usually relates to internal failure. A nonce is a single-use, usually 
random value used in authentication protocols to prevent replay attacks. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



AUTH-1 033 

Message 

timestamp, [AUTH-1033], sequence-number, , ERROR, system-name, Disable port 
port-number due to unauthorized switch swi tch-WWN- value 

Probable cause 

An entity was not configured in the SCC policy and tried to connect to the port. 

Recommended action 

Add the entity's WWN to the SCC policy and reinitialize authentication by using the portDisable and 
portEnable commands or the switchDisable and switchEnable commands. 

Severity 

ERROR 
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AUTH-1034 



Message 

timestamp, [AUTH-1034], sequence-number, , ERROR, sy stem- name , Failed to 
validate name entity-name in authentication-message: port port-number 

Probable cause 

The entity name in the payload is not in the right format. 

Recommended action 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



AUTH-1035 

Message 



timestamp, [AUTH-1035], sequence -number , , ERROR, system-name, Invalid 
data-type length in message-phase message: length data-length, port 
port-number 

Probable cause 

A data field in the authentication message has an invalid length field. This error usually indicates internal 
failure. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 
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AUTH-1036 



Message 

timestamp, [AUTH-1036], sequence-number, , ERROR, system -name, Invalid 
state state-value for authentication-phase: port port-number 

Probable cause 

The switch received an unexpected authentication message. 

Recommended action 

This problem is usually transient, although the authentication may fail. 

1. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers, 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



AUTH-1037 

Message 



timestamp, [AUTH-1037], sequence-number, , ERROR, system-name, Failed to 
operation-type response for authentication-message: init_len data-length, 
resp_len data-length, port port -number . 



Probable cause 



A DH-CHAP authentication operation failed on the specified port due to mismatched response values 
between two entities. 



Recommended action 



1. The error may indicate that an invalid entity tried to connect to the switch. Check the connection port 
for a possible security attack. 

2. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 



Severity 

ERROR 
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AUTH-1038 



Message 

timestamp, [AUTH-1038], sequence-number, , ERROR, system-name, Failed to 
retrieve certificate during authentication-phase: port port-number 

Probable cause 

The PKI certificate is not installed properly. 

Recommended action 

1. Reinstall the PKI certificate using the pkiCreate command. 

2. Reinitialize authentication using the portDisable and portEnable commands or the 

switchDisable and switchEnable commands. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



Blade error messages 
BL-1000 

Message 

timestamp, [BL-1000], sequence-number, , INFO, system-name, Initializing 
Ports . . . 

Probable cause 

The switch has started initializing the ports. This message occurs only on the HP StorageWorks SAN 
Switch 4/32. 

Recommended action 

No action is required. 

Severity 

INFO 
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BL-1001 



Message 

timestamp , [BL-1001] , sequence -number , , INFO, system-name , Port 
Initialization Completed 

Probable cause 

The switch has completed initializing the ports. This message occurs only on the SAN Switch 4/32. 

Recommended action 

No action is required. 

Severity 

INFO 



BL-1002 

Message 



timestamp, [BL-1002], sequence-number, , CRITICAL, system-name, Init 
Failed: DISABLED because internal ports were not ONLINE, Slot: slot-number 

Probable cause 

The blade initiation failed because one or more of the internal ports was not online. The blade is faulted. 
This message occurs only on the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

1 . Make sure that the blade is seated correctly. If the blade is seated correctly, reboot or power cycle the 
blade. 

2. Run the systemVerif ication command to verify that the blade does not have hardware 
problems. Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more 
information on this command. 

3. Additional blade fault messages precede and follow this error, providing more information. See other 
error messages for recommended action. 



4. If the message persists, replace the blade. 

Severity 



CRITICAL 
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BL-T003 



Message 

timestamp, [BL-1003], sequence-number, , CRITICAL, system-name, Faulting 
blade in slot slot-number 

Probable cause 

A faulty blade in the specified slot number. This message occurs only on the Core Switch 2/64 and SAN 
Director 2/128. 

Recommended action 

1 . Make sure that the blade is seated correctly. If the blade is seated correctly, reboot or power cycle the 
blade. 

2. Run the systemVerif ication command to verify that blade does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

3. If the message persists, replace the blade. 

Severity 

CRITICAL 

BL-T004 

Message 

timestamp, [BL-1004], sequence-number, , CRITICAL, system-name, Suppressing 
blade fault in slot slot-number 

Probable cause 

The specified blade experienced a failure, but was not faulted due to a user setting. This message occurs 
only on the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

1. Reboot or power cycle the blade, using the slotPowerOf f and slotPowerOn commands. 

2. Run the systemVerif ication command to verify that the blade does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

3. If the message persists, replace the blade. 

Severity 

CRITICAL 
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BL-1006 



Message 

timestamp , [BL-1006] , sequence -number , , INFO, system-name , Blade 
slot-number NOT faulted. Peer blade slot-number experienced abrupt 
failure . 



Probable cause 

The errors (mostly synchronization errors) on this blade are harmless. Probably, the standby CP blade 
connected to the active CP blade has experienced transitory problems. This message occurs only on the 
Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

Check the standby CP. No action is required if the other blade is already removed or faulted. 

Severity 

INFO 



BL-1007 

Message 

timestamp, [BL-1007], sequence-number, , WARNING, system-name, blade 
^blade-number: blade state is inconsistent with EM. bl_cflags 
Oxblade-control- flags , slot_on slot-on- flag, slot_off slot-off -flag, 
faulty faulty- flag, status blade-status 



Probable cause 

A failover occurred while a blade was initializing on the previously active CP. This message occurs only on 
the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

No action is required. The blade is reinitialized. Because reinitializing a blade is a disruptive operation 
and can stop I/O traffic, you may have to stop and restart the traffic during this process. 

Severity 

WARNING 
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BL-1008 



Message 

timestamp, [BL-1008], sequence-number,, CRITICAL, system-name, Slot 
slot-number control-plane failure. Expected value: Oxvalue-1, Actual: 
Oxvalue-2 



Probable cause 



Possibly the blade has experienced a hardware failure or was removed without following the 
recommended removal procedure. This message occurs only on the Core Switch 2/64 and SAN Director 
2/128. 



Recommended action 



1 . Make sure that the blade is seated correctly. If the blade is seated correctly, reboot or power cycle the 
blade. 

2. Run the systemVerif ication command to verify that the blade does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

3. If the message persists, replace the blade. 



Severity 

CRITICAL 



BL-1009 

Message 

timestamp, [BL-1009], sequence-number, , CRITICAL, system-name, Blade in 
slot slot-number timed out initializing the chips. 

Probable cause 

The blade has failed to initialize the ASIC chips. This message occurs only on the Core Switch 2/64 and 
SAN Director 2/128. 

Recommended action 

1 . Make sure that the blade is seated correctly. If the blade is seated correctly, reboot or power cycle the 
blade. 

2. Run the systemVerif ication command to verify that the blade does not have hardware problems. 
Refer to the HP StorgeWorks Fabric OS 4.x command reference guide for more information on this 
command. 

3. If the message persists, replace the blade. 

Severity 

CRITICAL 
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BL-1010 



Message 

timestamp, [BL-1010], sequence-number, , WARNING, system-name, Blade in 
slot slot-number inconsistent with the hardware settings. 

Probable cause 

A failover occurred while some hardware changes were being made on the previously active CP (such as 
changing the domain ID). This message occurs only on the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

No action is required. This blade has been reinitialized. Because reinitializing a blade is a disruptive 
operation and can stop I/O traffic, you may have to stop and restart the traffic during this process. 

Severity 

WARNING 



BL-1011 

Message 

timestamp, [BL-1011], sequence-number, , CRITICAL, system-name, Busy with 
emb-port int. for chip chip-number in minis minis-number on blade 
slot-number, chip int. is disabled, interrupt status = 0xir2terr-upt-status 

Probable cause 

Too many interrupts in the embedded port caused the specified chip to be disabled. The probable cause is 
too many abnormal frames; the chip is disabled to prevent the CP from becoming too busy. 

Recommended action 

Capture the console output during the following process: 

1. Check for a faulty cable, SFP, or device attached to the specified port. 

2. Run the systemVerification command to verify that the blade or switch does not have hardware 
problems. 

3. On a bladed switch, run the slotPowerOf f and slotPowerOn commands. 

4. On a non-bladed switch, reboot or power cycle the switch. 

5. If the message persists, replace the blade. 

Severity 

CRITICAL 
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BL-1012 



Message 

timestamp, [BL-1012], sequence-number, , INFO, system-name, bport 
port-number port int. is disabled. status=Qxinterrupt-status Port 
port-number will be re-enabled in 1 minute. 

Probable cause 

The port generated an excessive number of interrupts that may prove fatal to the switch operation. The port 
is disabled to prevent the CP from becoming too busy. The port-number is the blade port; this number 
may not correspond to a user port number. 

Recommended action 

Capture the console output during the following process: 

1. Check for a faulty cable, SFP, or device attached to the specified port. 

2. On a bladed switch, run the slotPowerOf f and slotPowerOn commands. 

3. On a non-bladed switch, reboot or power cycle the switch. 

4. If the message persists, replace the blade. 

Severity 

INFO 

BL-1013 

Message 

timestamp, [BL-1013], sequence-number, , INFO, system-name, bport 
port-number port is faulted. status=Oxirzterrupt-status Port port-number 
will be re-enabled in 1 minute. 

Probable cause 

The port generated an excessive number of interrupts that may prove fatal to the switch operation. The port 
is disabled to prevent the CP from becoming too busy. The port -number is the blade port; this number 
may not correspond to a user port number. 

Recommended action 

Capture the console output during the following process: 

1. Check for a faulty cable, SFP, or device attached to the specified port. 

2. On a bladed switch, run the slotPowerOf f and slotPowerOn commands. 

3. On a non-bladed switch, reboot or power cycle the switch. 

4. If the message persists, replace the blade. 

Severity 

INFO 
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BL-1014 



Message 

timestamp, [BL-1014], sequence-number, , INFO, system-name, bport 
port-number port int. is disabled. status=Qxinterrupt- status 

Probable cause 

The port generated an excessive number of interrupts that may prove fatal to the switch operation. The port 
is disabled to prevent the CP from becoming too busy. The port-number is the blade port; this number 
may not correspond to a user port number. 

Recommended action 

Capture the console output during the following process: 

1. On a bladed switch, run the slotPowerOf f and slotPowerOn commands. 

2. On a non-bladed switch, reboot the switch. 

3. Run the systemVerif ication command to determine whether a hardware error exists. 

4. If a hardware error does exist, or if the slotPowerOf f or slotPowerOn fails on the bladed switch, 
or if errors are encountered again: 

• On the Core Switch 2/64 or SAN Director 2/1 28, replace the blade FRU. 

• On the SAN Switch 2/32, replace the motherboard FRU. 

• On the HP StorageWorks SAN Switch 2/8V, SAN Switch 2/1 6V, or SAN Switch 2/1 6N, SAN 
Switch 4/32, replace the switch. 

Severity 

INFO 



BL-1015 

Message 



timestamp, [BL-1015], sequence-number, , INFO, system-name, bport 
port-number port is faulted. status=Oxi.nter:rupt:-status 



Probable cause 

The port generated an excessive number of interrupts that may prove fatal to the switch operation. The port 
is disabled to prevent the CP from becoming too busy. The port -number is the blade port; this number 
may not correspond to a user port number. 

Recommended action 

Capture the console output during the following process: 

1. On a bladed switch, run the slotPowerOf f and slotPowerOn commands. 

2. On a non-bladed switch, reboot the switch. 

3. Run the systemVerif ication command to determine if a hardware error exists. 
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4. If a hardware error exists, or if the slotPowerOf f or slotPowerOn fails on the bladed switch, or if 
errors are encountered again: 

• On the Core Switch 2/64 or SAN Director 2/1 28, replace the blade FRU. 

• On the SAN Switch 2/32, replace the motherboard FRU. 

• On the HP StorageWorks SAN Switch 2/8V, SAN Switch 2/1 6V, or SAN Switch 4/32, replace 
the switch. 

Severity 

INFO 



BL-1016 

Message 

timestamp, [BL-1016], sequence-number, , CRITICAL, system-name, Blade port 
port-number in slot slot-number failed to enable. 

Probable cause 

The specified blade port failed to get enabled. 

Recommended action 

1. Make sure that the blade is seated correctly. 

2. If the blade is seated correctly, reboot or power cycle the blade. 

3. Run the systemVerif ication command to verify that the blade does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

4. If the message persists, replace the blade. 

Severity 

CRITICAL 



Bloom error messages 
BLL-1000 

Message 



timestamp, [BLL-1000], sequence-number, , CRITICAL, system-name, ASIC 
driver detected Slot slot-number port port-number as faulty (reason: 
reason) 



Probable cause 



A blade regulation problem was reported on the specified slot number. The blade is faulted. All blade 
register fault codes are associated with BLOOM error messages. This message is always paired with a 
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BLOOM message that provides more information on the specific error. This message occurs only on the 
Core Switch 2/64 and SAN Director 2/1 28. 

The reason codes are as follows: 

• 1 = Available buffer overflow 

• 2 = Backend port buffer timeout 

• 3 = Backend port got shut down 

• 4 = Embedded port buffer timeout 

• 5 = Excessive busy mini buffer 

• 6 = Excessive RCC VC on E Port 

• 7 = Excessive RCC VC on FL Port 

• 8 = Fail detection buffer tag error 

• 9 = Fail detection TX parity error 

• 1 0 = EPI CMEM interrupt error 

• 11= CMI interrupt error 

• 12 = Interrupt overrun 

• 13 = FDET interrupt 

• 14 = Interrupt suspended 

• 15 = Filter LISTD error 

• 16 = Unknown filter LIST error 

• 17 = Wait for LPC open state 

• 18 = Wait for Old port state 

• 19 = Wait for Open init state 

• 20 = TX parity error 

• 21 = RAM parity error 

• 22 = BISR or RAMINIT error 

Recommended action 

1. Make sure that the blade is seated correctly. 

2. If the blade is seated correctly, reboot or power cycle the blade. 

3. Run the systemVerif ication command to verify that the blade does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

4. If the message persists, replace the blade. 

Severity 

CRITICAL 
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Core edge routing module error messages 
CER-100T 



Message 

timestamp, [CER-1001], sequence-number, , ERROR, system-name, HA Sync 
broken, since standby Advanced Performance Tuning module does not support 
Management Server (FMS) . 

Probable cause 

The HA synchronization between the active and standby control processors (CPs) is broken because 
downlevel firmware is loaded on the standby CP. . 

Recommended action 

Run the f irmwareDownload command to upgrade the firmware on the standby CP. You can also 
disable FMS on the active CP. 

Severity 

ERROR 



Environment monitor error messages 
EM-1001 

Message 

timestamp, [EM-1001], sequence-number, , CRITICAL, system-name, FRU Id is 
over heating: Shutting down 

Probable cause 

A field replaceable unit (FRU) is shutting down due to overheating. This is typically due to a faulty fan but 
can also be caused by the switch environment. 

Recommended action 

1 . Verify that the location temperature is within the operational range of the switch. Refer to the hardware 
reference manual for the environmental temperature range of your switch. 

2. Run the f anShow command to verify that all fans are running at normal speeds. If any fans are 
missing or are not performing at high-enough speed, they should be replaced. Healthy fan speeds are 
as follows: 

• SAN Director 2/1 28 fans run at approximately 2500 RPM. 

• Core Switch 2/64 fans run at approximately 2500 RPM. 

• SAN Switch 4/32 fans run at approximately 6000 RPM. 

• SAN Switch 2/32 fans run at approximately 3500 RPM. 
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• SAN Switch 2/1 6V fans run at approximately 9000 RPM. 

• SAN Switch 2/8V fans run at approximately 5500 RPM. 

The SAN Switch 2/8V has three fans, and the SAN Switch 2/1 6V has four fans. Values for the individual 
fans may appear in this message, but these parts cannot be replaced. The switch itself is a FRU. 

Severity 

CRITICAL 



EM-1 002 

Message 



timestamp, [EM-1002], sequence-number, , CRITICAL, system-name, System 
fan(s) status fan-fru 



Probable cause 

A non-bladed system has overheated and is going to shut down. Before doing so, all fan speeds are 
dumped to the console. 

Recommended action 

1 . Verify that the location temperature is within the operational range of the switch. Refer to the hardware 
reference manual for the environmental temperature range of your switch. 

2. Run the f anShow command to verify that all fans are running at normal speeds. If any fans are 
missing or are not performing at high enough speed, they should be replaced. Healthy fan speeds are 
as follows: 

• SAN Director 2/1 28 fans run at approximately 2500 RPM. 

• Core Switch 2/64 fans run at approximately 2500 RPM. 

• SAN Switch 4/32 fans run at approximately 6000 RPM. 

• SAN Switch 2/32 fans run at approximately 3500 RPM. 

• SAN Switch 2/1 6V fans run at approximately 9000 RPM. 

• SAN Switch 2/8V fans run at approximately 5500 RPM. 

The SAN Switch 2/8V has three fans, and the SAN Switch 2/1 6V has four fans. Values for the individual 
fans may display in this message, but these parts cannot be replaced. The switch itself is a FRU. 

Severity 

CRITICAL 



EM-1 003 

Message 



timestamp, [EM-1003], sequence-number, , CRITICAL, system-name, FRU-Id has 
unknown hardware identifier: FRU is being faulted. 
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Probable cause 

Indicates that a fan FRU header could not be read or is not valid. The FRU is faulted. 

Recommended action 

1. On Core Switch 2/64 or SAN Director 2/1 28, try reseating the specified FRU. 

2. Reboot or power cycle the switch. 

3. Run the systemVerif ication command to verify that the switch does not have hardware 
problems. Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more 
information on this command. 

4. On the Core Switch 2/64 and SAN Director 2/1 28, replace the specified FRU. 

5. On the SAN Switch 2/32 and SAN Switch 4/32, replace the motherboard FRU. 

6. On the HP StorageWorks SAN Switch 2/8V and SAN Switch 2/1 6V, replace the switch. These 
switches do not have FRUs; the switch itself is a FRU. 

Severity 

CRITICAL 



EM-1004 

Message 



timestamp, [EM-1004] , sequence-number, , CRITICAL, system-name , FRU-Id 
failed to power on 



Probable cause 

A FRU failed to power on and is not being used. The type of FRU is specified in the message. 

The FRU ID value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU ID value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN 
Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

Try reseating the FRU. If this fails to correct the error, replace the unit. 
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Severity 

CRITICAL 



EM-1005 

Message 



timestamp, [EM-1005], sequence-number, , CRITICAL, system -name, FRU-Id is 
shutting down 

Probable cause 

A blade in the specified slot or the switch (for non-bladed switches) is being shut down for environmental 
reasons; its temperature or voltage is out of range. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed-port-count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

1. Check the environment and make sure the room temperature is within the operational range of the 
switch. Use the f anShow command to verify fans are operating properly. Make sure that airflow is 
not blocked around the chassis. If the temperature problem is isolated to the blade itself, replace the 
blade. 

2. Voltage problems on a blade are probably a hardware problem on the blade itself; replace the 
blade. 

Severity 

CRITICAL 
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EM-1006 



Message 

timestamp , [EM-1006] , sequence-number , , CRITICAL, system-name , FRU-Id has 
faulted. Sensor (s) below minimum limits 

Probable cause 

The sensors show the voltage is below minimum limits. The blade in the specified slot is being shut down 
for environmental reasons; the voltage is too low. 

Recommended action 

Voltage problems on a blade are likely a hardware problem on the blade itself; replace the blade. 

Severity 

CRITICAL 



EM-1007 

Message 



timestamp, [EM-1007], sequence-number, , CRITICAL, system-name, FRU-Id is 
being reset. Sensor (s) has exceeded max limits 

Probable cause 

The voltage on a switch has exceeded environmental limits. A reset is sent to the faulty slot or the switch for 
non-bladed switches. 

Recommended action 

1. A voltage hardware problem may exist on the blade or motherboard of the switch. 

2. For the Core Switch 2/64 and SAN Director 2/1 28, replace the blade FRU. 

3. For the SAN Switch 2/32, replace the motherboard FRU. 

4. For the HP StorageWorks SAN Switch 2/8V, SAN Switch 2/1 6V, and SAN Switch 4/32 you must 
replace the switch. 

Severity 

CRITICAL 
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EM-1008 



Message 

timestamp, [EM-1008], sequence-number, , CRITICAL, system-name, 
Incompatible unit in FRU-Id is being faulted 

Probable cause 

A FRU inserted in the specified slot is not compatible with the switch software. The blade is not used. This 
message occurs only on the Core Switch 2/64 and SAN Director 2/128. 

Recommended action 

Replace the blade. Make sure the replacement is compatible with your switch type. 

Severity 

CRITICAL 



EM-1009 

Message 



timestamp, [EM-1009] , sequence-number, , CRITICAL, system-name , FRU-Id 
powered down unexpectedly 

Probable cause 

The environmental monitor (EM) received an unexpected power-down notification from the specified FRU. 
This may indicate a hardware malfunction in the FRU. This message occurs only on the Core Switch 2/64 
and SAN Director 2/1 28. 

The FRU-Id value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-id value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28. 
Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

Try reseating the blade. If this fails to correct the error, replace the FRU unit. 

Severity 

CRITICAL 
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EM-1010 



Message 

timestamp, [EM-1010], sequence-number, , CRITICAL, system-name, Received 
unexpected power down for FRU-Id But FRU-Id still has power 

Probable cause 

The environmental monitor received an unexpected power-down notification from the specified FRU. 
However, the specified FRU still appears to be powered up after four seconds. This message occurs only 
on the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

Try reseating the blade. If this fails to correct the error, replace the FRU unit. 

Severity 

CRITICAL 

EM-1011 

Message 

timestamp, [EM-1011], sequence-number, , CRITICAL, system-name, Can not 
determine if FRU-Id has powered down 

Probable cause 

The environmental monitor (EM) received an unexpected power-down notification from the FRU specified; 
however, after four seconds the monitor cannot determine whether the FRU has powered down. This 
message occurs only on the Core Switch 2/64 and SAN Director 2/128. 

Recommended action 

Try reseating the blade. If this fails to correct the error, replace the unit. 

Severity 

CRITICAL 

EM-1012 

Message 

timestamp, [EM-1012], sequence-number, , CRITICAL, system-name, FRU-Id 
failed state transition 

Probable cause 

A switch blade failed to transition from one state to another. It is faulted. The specific failed target state 
is displayed in the message. Serious internal Fabric OS configuration or hardware problems exist on the 
switch. 
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The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

1. On Core Switch 2/64 and SAN Director 2/1 28, try reseating the indicated FRU. 

2. If the message persists, reboot or power cycle the switch. 

3. Run the systemVerif ication command to verify that the switch does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

4. If the message persists, replace the FRU. 

Severity 

CRITICAL 



EM-1 01 3 

Message 



timestamp, [EM-1013], sequence-number, , ERROR, system-name, Failed to 
update FRU information for FRU-ld 



Probable cause 

The environmental monitor was unable to update the time alive or OEM data in the memory on a FRU. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

If the f rulnf oSet command was being run, try the command again; otherwise, the update is 
automatically reattempted. If it continues to fail, try reseating the FRU. 
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If the message persists, replace the unit. 



Severity 

ERROR 



EM-1014 

Message 

timestamp, [EM-1014], sequence-number, , ERROR, system-name, Unable to read 
sensor on FRU-Id (return-code) 

Probable cause 

The environmental monitor was unable to access the sensors on the specified FRU. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/ 16V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

If the message persists, replace the unit. 

Severity 

ERROR 
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EM-1015 



Message 

timestamp, [EM-1015], sequence-number, , WARNING, system -name, Warm 
recovery failed (.Re turn -code) 



Probable cause 

A problem was discovered when performing consistency checks during a warm boot. 

Recommended action 

Perform a reboot or power cycle to clear the problem. 

Severity 

WARNING 



EM-1016 

Message 

timestamp, [EM-1016], sequence-number, , WARNING, system-name, Cold 
recovery failed (Return-code) 

Probable cause 

Consistency checks during a cold boot discovered a problem. 

Recommended action 

1. Monitor the switch. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



EM-1017 

Message 



timestamp, [EM-1017], sequence-number,, WARNING, system-name, Uncommitted 
WWN change detected. Cold reboot required. 



Probable cause 



A user did not commit a changed WWN value before executing a reboot, power cycle, or 
f irmwareDownload operation. 
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Recommended action 

Change and commit the new WWN value. 

Severity 

WARNING 



EM-1028 

Message 



timestamp, [EM-1028], sequence-number, , ERROR, system-name, HIL Error: 
function failed to access FRU: FRU-Id (tc- return- code) . 

Probable cause 

Problems were encountered when the software attempted to write to the memory of the FRU specified in 
the error message. The return code is for internal use only. This is a serious FRU hardware problem. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/ 16V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64 SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/ 16V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

1. Try reseating the FRU, if possible. 

2. If this fails to correct the error, replace the specified unit. 

Severity 

ERROR 
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EM-1029 



Message 



timestamp, [EM-1029], sequence-number, , ERROR, system-name, FRU-Id I2C 
access problems (error-code) : state current-state 

Probable cause 

Indicates that the I2C bus had problems and a timeout occurred. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

This is often a transient error. 

1. Watch for the EM-1048 message, which indicates that the problem has been resolved. 

2. If the error persists, check for loose or dirty connections. Remove all dust and debris prior to reseating 
the FRU. 

3. If it continues to fail, replace the unit. 

Severity 

ERROR 



EM-1031 

Message 



timestamp, [EM-1031], sequence-number, , ERROR, system-name, FRU-ld ejector 
not closed 
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Probable cause 



The environmental monitor (EM) found a switch blade that is inserted, but at least one ejector switch is not 
latched. The blade in the specified slot is treated as not inserted. This message occurs only on the Core 
Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

Close the ejector switch if the FRU is intended for use. 

Severity 

ERROR 



EM-1033 

Message 

timestamp, [EM-1033], sequence-number, , ERROR, system-name, CP in FRU-Id 
set to faulty because CP ERROR asserted 

Probable cause 

The standby CP has been detected as faulty. The High Availability feature is not available. This message 
occurs every time the other CP reboots, even as part of a clean warm failover. In most situations, this 
message is followed by the EM-1047 message, and no action is required for the CP; however, you may 
want to find out why the failover occurred. This message occurs only on the Core Switch 2/64 and SAN 
Director 2/128. 

Recommended action 

1 . If the standby CP was just rebooted, wait for the error to clear; run slotShow to determine whether it 
has cleared. Watch for the EM-1047 message to verify this error cleared. 

2. If the standby CP continues to be faulty or if it was not intentionally rebooted, check the error logs on 
the other CP (using the errDump command) to determine the cause of the error state. 

3. If the state persists, try reseating the FRU. 

4. If the message persists, replace the FRU. 

Severity 

ERROR 

EM-1034 

Message 

timestamp, [EM-1034], sequence-number, , ERROR, system-name, FRU-Id set to 
faulty, rc- return- code 

Probable cause 

The specified FRU has been marked as faulty for the specified reason. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 83 



The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

1. Try reseating the FRU. 

2. Run the systemVerif ication command to verify that the switch does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

3. If the fault persists, replace the FRU. 

Severity 

ERROR 



EM-1036 

Message 

timestamp, [EM-1036], sequence-number, , WARNING, system -name, 
FRU-ld is not accessible. 



Probable cause 

The specified FRU does not seem to be present on the switch. 

If the FRU is a WWN card, then default WWN and IP addresses are used for the switch. 

Recommended action 

1. Reseat the FRU card. 

2. If the message persists, reboot or power cycle the switch. 

3. Run the systemVerif ication command to verify that the switch does not have hardware problems. 
Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information on this 
command. 

4. If the message persists, replace the FRU. 
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Severity 

WARNING 



EM-1041 

Message 



timestamp , [EM-1041] , sequence-number , , WARNING, system-name , Sensor 
values for FRU-Id: Sensor-Value Sensor-Value Sensor-Value Sensor-Value 
Sensor-Value Sensor-Value Sensor-Value 



Probable cause 

Sensors detected a warning condition. All significant sensors for the FRU are displayed; each contains a 
header. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/ 16V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

This message can display: 

• Voltages in volts 

• Temperature in degrees Celsius 

• Fan speeds in RPMs 

Recommended action 

If the message is isolated, monitor the error messages on the switch. If the message is associated with 
other messages, follow the recommended action for those messages. 

Severity 

WARNING 
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EM-1042 



Message 



timestamp, [EM-1042], sequence-number, , WARNING, system-name, Important 
FRU header data for FRU-Id is not valid) . 

Probable cause 

The indicated FRU has an incorrect number of sensors in its FRU header-derived information. This could 
mean that the FRU header was corrupted or read incorrectly or corrupted in the object database, which 
contains information about all FRUs. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

1. Try reseating the FRU. 

2. If the condition persists, replace the FRU unit. 

Severity 

WARNING 



EM-1043 

Message 



timestamp, [EM-1043], sequence-number, , WARNING, system-name, Can't power 
FRU-ld state (on or off) . 

Probable cause 

The specified FRU cannot be powered on or off. 
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Recommended action 

The specified FRU is not responding to commands and should be replaced. 

Severity 

WARNING 



EM-1 044 

Message 



timestamp, [EM-1044], sequence-number, , WARNING, system-name, Can't power 
on FRU-Id, its logical switch is shut down 



Probable cause 

The specified FRU cannot be powered on because the associated logical switch is shut down. 

Recommended action 

Run the switchStart command on the associated logical switch. 

Severity 

WARNING 



EM-1 045 

Message 



timestamp, [EM-1045], sequence-number, , WARNING, system-name, 
FRU-Id is being powered new-state 



Probable cause 

An automatic power adjustment is being made because of the (predicted) failure of a power supply or the 
insertion or removal of a port blade. If new_state is On, a port blade is being powered on because 
more power is available (either a power supply was inserted or a port blade was removed or powered 
down). 

If new_state is Off, a port blade has been powered down because a power supply has been faulted, 
because it is indicating a predicted failure. 

If new_state is Down (not enough power), a newly inserted port blade was not powered on because 
insufficient power is available. 

Recommended action 

The Core Switch 2/64 requires two power supplies for a fully populated chassis; however, you should 
always operate the system with four operating power supplies for redundancy. 

The SAN Director 2/1 28 requires only a single power supply for a fully populated chassis; however, you 
should always operate the system with at least two power supplies for redundancy. 
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Severity 

WARNING 

EM-1046 

Message 

timestamp, [EM-1046], sequence-number, , WARNING , system-name, Sysctrl 
reports error status for blade ID id-value for the blade in slot 
slot-number 

Probable cause 

The system controller encountered a blade with an unknown ID in the slot specified. This message occurs 
only on the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

If the blade ID listed is not correct, then the FRU header for the blade is corrupted and the blade must be 
replaced. For the Core Switch 2/64, the blade ID should be 1 for a CP blade and 2 for a port blade. For 
the SAN Director 2/1 28, the blade ID should be 5 for a CP blade and 4 for a port blade. 

Severity 

WARNING 



EM-1047 

Message 



timestamp, [EM-1047], sequence -number , , INFO, sy stem- name , CP in slot 
slot-number not faulty, CP ERROR deasserted 

Probable cause 

The EM-1033 message has been turned off. The new standby CP is in the process of rebooting and has 
turned off the CP_ERR signal. This message occurs only on the Core Switch 2/64 and SAN Director 
2/128. 

Recommended action 

No action is required. 

Severity 

INFO 
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EM-T048 



Message 

timestamp, [EM-1048], sequence-number, , INFO, sy stem- name , FRU-Id I2C 
access recovered: state current-state 

Probable cause 

The I2C bus problems have been resolved and I2C access to the FRU has become available again. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

9 Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

The EM-1 029 error can be a transitory error; if the problem resolves, the EM-1 048 message is displayed. 

Severity 

INFO 



EM-1 049 

Message 



timestamp, [EM-1049], sequence-number, , INFO, system-name, FRU FRU-ld 
insertion detected. 



Probable cause 



Indicates that a FRU of the type and location specified by the FRU ID was detected as having been 
inserted into the chassis. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 
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Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 



• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

Verify that the unit is in service. 

Severity 

INFO 



EM-1050 

Message 

timestamp, [EM-1050], sequence-number, , INFO, system-name, FRU FRU-Id 
removal detected. 



Probable cause 

Indicates that a FRU of the specified type and location was removed from the chassis. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/ 16V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 
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Recommended action 

Verify that the unit was intended to be removed. Replace the unit as soon as possible. 

Severity 

INFO 



EM-1051 

Message 



timestamp, [EM-1051], sequence-number, , INFO, system-name, FRU-Id: 
Inconsistency detected, FRU re-initialized 



Probable cause 

An inconsistent state was found in the FRU. This occurs if the state of the FRU was changing during a 
failover. The FRU is reinitialized and traffic may have been disrupted. 

Recommended action 

No action is required. 



Severity 

INFO 



EM-1052 

Message 

timestamp, [EM-1052], sequence-number, , WARNING, system-name, 
FRU-Id sensor OxSensor-code value out of range: 
Raw-sensor-value/ Retry-count 



Probable cause 

One or more sensor values for a FRU are radically out of range. This may be a environmental problem or 
a problem with the sensor hardware. 

The FRU-Id value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-id value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/16V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/ 16V are not field replaceable. 
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• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 

The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

This message can display: 

• Voltage in volts 

• Temperature in degrees Celsius 

• Fan speeds in RPMs 

Recommended action 

If the message is isolated, it may be a transient problem with the sensor hardware; monitor the error 
messages on the switch. If the message is persistent, without other environmental errors, replace the FRU. 

If the message is persistent, and other associated environmental messages are displayed, follow the 
actions for those messages. 

Severity 

WARNING 



EM-1053 

Message 



timestamp, [EM-1053], sequence-number, , WARNING, system-name, No cached 
sensor values available for FRU-Id 



Probable cause 

No cached sensor values exist for the sensor and software was unable to read new values. 

The FRU-ld value is composed of a FRU-type string and an optional number to identify the unit, slot, or 
port. The FRU-ld value can be: 

• Switch for fixed port count switches. 

• Slot 1 through Slot 10 for the Core Switch 2/64 and SAN Director 2/1 28. 

• PS 1 through PS 4 (power supplies) for the Core Switch 2/64 and SAN Director 2/1 28, or PS 1 
through PS 2 for the SAN Switch 2/32 and SAN Switch 4/32. The power supplies on the SAN Switch 
2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• Fan 1 through Fan 3 for the Core Switch 2/64, SAN Director 2/1 28, and SAN Switch 4/32 (six 
fans in three FRUs). Fan 1 through Fan 6 for the SAN Switch 2/32 (six fans in three FRUs). The fans 
on the SAN Switch 2/8V and the SAN Switch 2/1 6V are not field replaceable. 

• WWN 1 or WWN 2 for the Core Switch 2/64 and SAN Director 2/1 28. Only bladed switches have 
removable WWN cards. All other switches have a non-removable WWN component on the main 
logic board. 
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The SAN Switch 2/8V has one power supply and three fans, and the SAN Switch 2/1 6V has two power 
supplies and four fans. Values for the individual fans and power supplies for these switches may appear, 
but these parts cannot be replaced. The switch itself is a FRU. 

Recommended action 

If the message is isolated, it may be a transient problem with the sensor hardware; monitor the error 
messages on the switch. 

If the message is persistent, replace the FRU. 

Severity 

WARNING 



EM-1055 

Message 

timestamp, [EM-1055], sequence-number, , WARNING, system-name, 
FRU-Id: Port media incompatible. Reason: Reason- for- incompatibility 

Probable cause 

An incompatible port media has been detected. 
The possible causes are: 

• The port media is not capable of running at the configured port speed. 

• The port media generates too much heat to be used in the slot. 

Recommended action 

1. Verify that the media can be run at the configured port speed. 

2. If the port media is extended long wavelength, move it to a port that can support the heat generated. 

Severity 

WARNING 

EM-1056 

Message 

timestamp, [EM-1056], sequence-number, , WARNING, system-name, 
FRU-Id: Port faulted. Reason: Reason-code- for-the- fault 

Probable cause 

A faulty port media has been detected. The reason code for this message is for internal use only. This 
message is valid only for the SAN Switch 4/32. 

Recommended action 

Replace the defective port media. 
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Severity 

WARNING 



Event management module error messages 
EVMD-1001 

Message 

timestamp, [EVMD-1001], sequence-number, , WARNING, system-name, Event 
session killed, host IP = Host-IP-address , port = Host-TCP-port-number 

Probable cause 

The TCP socket is closed because of a TCP write error. Possible causes for this loss of connection include 
the following: 

The API host application exits without notifying the switch. 

• The API host computer is shut down. 

• A network problem exists. 

• The Ethernet cable is not properly connected to the switch. 

• A user has unplugged the Ethernet cable and then plugged it back in. 

Recommended action 

This problem can be transient; try to reestablish the connection. 

If the cause is a network or Ethernet cable problem, you must fix the problem before you can reestablish 
an API session. Verify that your workstation has a TCP connection to the switch. 

The Fabric OS automatically kills unused sessions to prevent resource leaking. 

Severity 

WARNING 



Fabric error messages 
FABR-1001 

Message 

timestamp, [FABR-1001], sequence-number, , WARNING, system-name, port 
port-number , segmentation-reason 
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Probable cause 

The specified switch port is isolated because of a segmentation due to mismatched configuration 
parameters. 

Recommended action 

1. Based on the segmentation reason displayed with the message, look for a possible mismatch of 
relevant configuration parameters in the switches at both ends of the link. 

2. Run the configure command to modify the appropriate switch parameters on both the local and 
remote switch. 



Severity 

WARNING 



FABR-T002 

Message 



timestamp, [FABR-1002], sequence-number, , WARNING, system-name, fabGaid: 
no free multicast alias IDs 



Probable cause 

The fabric does not have any available multicast alias IDs to assign to the alias server. 

Recommended action 

Verify alias IDs using the f abricShow command on the principal switch. 

Severity 

WARNING 



FABR-1003 

Message 

timestamp, [FABR-1003], sequence-number, , WARNING, system-name, port 
port-number: ILS command bad size payload-size , wanted 
expected-payl oad-size 



Probable cause 

An internal link service (ILS) information unit of invalid size has been received. The neighbor switch has 
sent an invalid sized payload. 

Recommended action 

1. Investigate the neighbor switch for problems. Run the errShow command on the neighbor switch to 
view the error log for additional messages. 

2. Check for a faulty cable or deteriorated SFP. Replace the cable or SFP if necessary. 

3. Run the portLogDumpPort command on both the receiving and transmitting ports. 
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4. Run the f abStateShow command on both the receiving and transmitting switches. 

5. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

6. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



FABR-1004 

Message 



timestamp, [FABR-1004], sequence-number, , WARNING, system-name, port: 
port-number, req iu : Oxaddress-of-IU-request-sent, state: Oxcommand-sent , 
resp iu : Oxaddress-of-response-IU-received, state Oxresponse-IU-state , 
addi tional -description 

Probable cause 

The information unit response is invalid for the specified command sent. The fabric received an unknown 
response. This message is rare and usually indicates a problem with the Fabric OS kernel. 

Recommended action 

If this message is due to a one-time event because of the incoming data, the system discards the frame. If 
it is due to problems with the kernel, the system recovers by performing a failover. 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

WARNING 



FABR-1005 

Message 

timestamp, [FABR-1005], sequence-number, , WARNING, system-name, 
command-sent: port port-number: status Qxreason- for- failure 
{description-of- failure-reason) xid = Oxexchange-ID-of -command 

Probable cause 

The application failed to send an async command for the specified port. The message provides additional 
details regarding the reason for the failure and the exchange ID of the command. This can occur if a port 
is about to go down. 

Recommended action 

This message is often transitory. No action is required. 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 
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Severity 

WARNING 



FABR-1006 

Message 



timestamp , [FABR-1006] , sequence-number , , WARNING, system-name , Node free 
error, caller: error-description 

Probable cause 

Fabric OS is trying to free or deallocate memory space that has already been deallocated. This message 
is rare and usually indicates a problem with Fabric OS. 

Recommended action 

In case of severe memory corruption, the system may recover by performing an automatic failover. 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

WARNING 



FABR-1007 

Message 



timestamp, [FABR-1007], sequence-number, , WARNING, system-name, IU free 
error, caller: f unction-attempting-to-deallocate-IU 



Probable cause 

A failure occurred when deallocating an information unit. This message is rare and usually indicates a 
problem with Fabric OS. 

Recommended action 

In case of severe memory corruption, the system may recover by performing an automatic failover. 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

WARNING 
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FABR-1008 



Message 



timestamp, [FABR-1008], sequence-number, , WARNING, system-name, 
error -description 

Probable cause 

Errors occurred during the request domain ID state; the information unit cannot be allocated or sent. If this 
message occurs with FABR-1005, the problem is usually transitory. Otherwise, this message is rare and 
usually indicates a problem with Fabric OS. The error descriptions are as follows: 

fab rdi: cannot allocate IU 

fab rdi : cannot send IU 

Recommended action 

No action is required if the message appears with the FABR1 005 message. 

1. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

2. Run the supportSave command and contact your switch service provider. 



Severity 

WARNING 



FABR-1009 

Message 



timestamp, [FABR-1009], sequence-number, , WARNING, system-name, 
error -des crip tion 

Probable cause 

Errors were reported during the exchange fabric parameter state; cannot allocate domain list due to a 
faulty EFP type. This message is rare and usually indicates a problem with Fabric OS. 

Recommended action 

The fabric daemon discards the EFP. The system recovers through the EFP retrial process. 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

WARNING 
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FABR-TOTO 



Message 

timestamp, [FABR-1010], sequence-number, , WARNING, system-name, 
error -des crip tion 



Probable cause 



Errors occurred while cleaning up the RDI (request domain ID). The error description provides further 
details. This message is rare and usually indicates a problem with Fabric OS. 



Recommended action 



If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 



Severity 

WARNING 



FABR-1011 



Message 

timestamp, [FABR-1011], sequence -number , , ERROR, system-name, 
error -description 



Probable cause 

Fabric OS is unable to inform the Fabric OS State Synchronization Management (FSSME) module that the 
fabric is stable or unstable. This message is rare and usually indicates a problem with Fabric OS. 

Recommended action 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 



Severity 

ERROR 



FABR-1012 

Message 



timestamp, [FABR-1012], sequence-number, , WARNING, system-name, 
function- stream: no such type, invalid-type 



Probable cause 

The fabric is not in the appropriate state for the specified process. This message is rare and usually 
indicates a problem with Fabric OS. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 99 



Recommended action 

The fabric daemon takes proper action to recover from the error. 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

WARNING 

FABR-1013 

Message 

timestamp, [FABR-1013], sequence-number,, CRITICAL, system-name, No 
Memory: pid- fabric-process- ID f ile=source- file-name 
line= line-number -wi thin-the-source-file 

Probable cause 

The switch has insufficient memory for the fabric module to allocate. This message is rare and usually 
indicates a problem with Fabric OS. 

Recommended action 

The system recovers by failing over to the standby CP. 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

CRITICAL 

FABR-1014 

Message 

timestamp, [FABR-1014], sequence -number , , ERROR, system-name, Port 
port-number Disabled: Insistent Domain ID domain-ID could not be obtained. 
Principal Assigned Domain ID = domain-ID 

Probable cause 

The specified port received an RDI (request domain ID) accept message containing a 
principal-switch-assigned domain ID that is different from the insistent domain ID (IDID). If an RDI response 
has a different domain ID, then the port is disabled. 

Recommended action 

1 . Run the conf igShow command to view the fabric . ididmode. 

A value of 0 means the IDID mode is disabled; a value of 1 means it is enabled. 

2. Set the switch to insistent domain ID mode. This mode is set under the configure command or in 
Web Tools on the Switch Admin > configure window. 
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Severity 

ERROR 



FABR-1015 

Message 

timestamp, [FABR-1015], sequence-number, , ERROR, system -name, Insistent 
DID max retry exceeded: All E-Ports will be disabled. Switch is isolated. 

Probable cause 

The application exceeded RDI (request domain ID) requests for the insistent domain ID. All EPorts are 
disabled, isolating the specified switch from the fabric. 

Recommended action 

Verify that the insistent domain ID is unique in the fabric and then reenable the E Ports. Run the 
f abricShow command to view the domain IDs across the fabric and the configure command to 
change the insistent domain ID mode. Refer to the HP StorageWorks Fabric OS 4.x command reference 
guide for more information on these commands. 

Severity 

ERROR 



FABR-1018 

Message 

timestamp, [FABR-1018] , sequence-number , , WARNING, system-name, PSS 
principal failed (reason- for-not-becoming-the-principal-switch: 
WWN-of -new-principal -swi tch) 

Probable cause 

A failure occurred during attempt to set the principal switch using the f abricPrincipal command. 
The message notifies the user that the switch failed to become the principal switch due to one of the 
following reasons: 

• The switch joined an existing fabric and bypassed the FO state. 

The fabric already contains a principal switch that has a lower WWN. 

Recommended action 

1. Make sure that no other switches are configured as the principal switch. 

2. Force a fabric rebuild by using the switchDisable and switchEnable commands. 

Refer to the HP StorageWorks Fabric OS 4.x command reference guide for more information the 

f abricPrincipal command. 
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Severity 

WARNING 

FABR-1019 

Message 

timestamp, [FABR-1019], sequence-number,, CRITICAL, system -name, Critical 
fabric size (current-domains) exceeds supported configuration 
( supported-domains) 

Probable cause 

The switch is a value-line switch and has exceeded the limited fabric size; that is, a specified limit to the 
number of domains. This limit is defined by your specific value-line license key. The fabric size exceeds 
this specified limit and the grace period counter has started. If the grace period is complete and the size 
of the fabric is still outside the specified limit, Web Tools is disabled. 

Recommended action 

Bring the fabric size within the licensed limits. Either a full fabric license must be added or the size of the 
fabric must be changed to within the licensed limit. Contact your switch provider to obtain a full fabric 
license. 

Severity 

CRITICAL 

FABR-T 020 

Message 

timestamp, [FABR-1020], sequence-number, , CRITICAL, system-name, Webtool 
will be disabled in #days days #hours hours and #minutes minutes 

Probable cause 

The switch has a value-line license and has a limited number of domains. If more than the specified 
number of domains are in the fabric, a counter is started to disable Web Tools. This message displays the 
number of days, hours, and minutes remaining in the grace period. After this time, Web Tools is 
disabled. 

Recommended action 

Bring the fabric size within the licensed limits. Either a full fabric license must be added or the size of the 
fabric must be changed to within the licensed limit. Contact your switch provider to obtain a full fabric 
license. 

Severity 

CRITICAL 
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FABR-1 021 



Message 

timestamp, [FABR-1021] , sequence-number, , CRITICAL, system-name, Webtool 
is disabled 



Probable cause 

The switch has a value-line license and has a limited number of domains. If more than the specified 
number of domains are in the fabric, a counter is started to disable Web Tools. This grace period expired 
and Web Tools is disabled. 

Recommended action 

Bring the fabric size within the licensed limits. Either a full fabric license must be added or the size of the 
fabric must be changed to within the licensed limit. Contact your switch provider to obtain a full fabric 
license. 



Severity 

CRITICAL 



FABR-1 022 

Message 

timestamp, [FABR-1022], sequence-number, , CRITICAL, system-name, Fabric 
size (actual-domains) exceeds supported configuration {supported-domains) . 
Fabric limit timer (type) started from grace-period-in-seconds . 



Probabl 



e cause 



The fabric size exceeds the value-line limit and the grace period counter has started. If the grace period is 
complete and the size of the fabric is still outside the specified limit, Web Tools is disabled. 



Recommended action 



Bring the fabric size within the licensed limits. Either a full fabric license must be added or the size of the 
fabric must be changed to within the licensed limit. Contact your switch provider to obtain a full fabric 
license. 



Severity 

CRITICAL 



FABR-1 023 



Message 



timestamp, [FABR-1023], sequence-number, , INFO, system-name, Fabric size 
is within supported configuration (supported-domains) . Fabric limit timer 
(type) stopped at grace-period-in-seconds . 
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Probable cause 

The fabric size is within specified limits. Either a full fabric license was added or the size of the fabric was 
changed to within the licensed limit. 

Recommended action 

No action is required. 

Severity 

INFO 

FABR-1024 

Message 

timestamp, [FABR-1024], sequence-number,, INFO, system-name, Initializing 
fabric size limit timer grace-period 

Probable cause 

The fabric size exceeds the limit set by your value-line switches. Value-line switches have a limited fabric 
size, a specified limit to the number of domains. This value is defined by your specific value-line license 
key. The fabric size exceeds this specified limit. The grace-period timer has been initialized. If the grace 
period is complete and the size of the fabric is still outside the specified limit, Web Tools is disabled. 



Recommended action 

Bring the fabric size within the licensed limits. Either a full fabric license must be added or the size of the 
fabric must be changed to within the licensed limit. Contact your switch provider to obtain a full fabric 
license. 

Severity 

INFO 



FABR-1029 



Message 

timestamp, [FABR-1029], sequence -number , , INFO, system-name, Port 
port-number negotiated flow-control-mode-description (mode = 
received- flow-control -mode) 



Probable cause 

A different flow control mode, as described in the message, is negotiated with the port at the other end of 
the link. The flow control is a mechanism of throttling the transmitter port to avoid buffer overrun at the 
receiving port. The following are three types of flow control modes: 

• VC_RDY mode: Virtual-channel flow control mode. This is a proprietary protocol. 

R_RDY mode: Receiver-ready flow control mode. This is the Fibre Channel standard protocol, which 
uses R RDY primitive for flow control. 
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DUAL_CR mode: Dual-credit flow control mode. In both of the previous modes, the buffer credits are 
fixed, based on the port configuration information. In this mode, the buffer credits are negotiated as 
part of ELP exchange. This mode also uses the RRDY primitive for flow control. 



Recommended action 

No action is required. 

Severity 

INFO 



Fabric OS system driver module error messages 
FABS-1001 

Message 

timestamp, [FABS-1001], sequence-number, , CRITICAL, system-name, 
function-name description- of -memory-need 

Probable cause 

The system is low on memory and cannot allocate more memory for new operations. This is usually an 
internal Fabric OS problem or file corruption. The variable description-of-memory-need indicates 
the amount requested as a whole number. 

Recommended action 

Reboot or power cycle the switch. 

Severity 

CRITICAL 



FABS-1002 

Message 

timestamp, [FABS-1002], sequence-number, , WARNING, system-name, 
function -name descrip t ion- of -probl em 

Probable cause 

An internal problem has been detected by the software. This is usually an internal Fabric OS problem or 
file corruption. 

Recommended action 

1 . Reboot or power cycle the switch. 

2. If the message persists, run the firmwareDownload command to update the firmware. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 1 05 



Severity 

WARNING 



FABS-1004 

Message 



timestamp, [FABS-1004], sequence-number, , WARNING, system-name, 

f : unct ion-name- and- des crip t ion- of -problem process process -ID-number 

( current -command-name) pending-signal -number 

Probable cause 

An operation has been interrupted by a signal. This is usually an internal Fabric OS problem or file 
corruption. 

Recommended action 

Reboot or power cycle the switch. 



Severity 

WARNING 



FABS-T005 

Message 



timestamp, [FABS-1005], sequence-number, , WARNING, system-name, 
function-name-and-description-of -problem (ID-type= ID-number) 

Probable cause 

An unsupported operation has been requested. This is usually an internal Fabric OS problem or file 
corruption. The possible values for function-name-and-description-of -problem are: 

fabsys write: Unsupported write operation: process xxx 

where xxx is the process ID (PID), expressed as a whole number. 

Recommended action 

1 . Reboot or power cycle the active CP (for modular systems) or the switch (for single-board systems). 

2. If the message persists, run the f irmwareDownload command to update the firmware. 

Severity 

WARNING 
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FABS-1006 



Message 

timestamp, [FABS-1006], sequence-number, , WARNING, system-name, 
function-name-and-description-of -problem: object object-type-ID unit slot 

Probable cause 

There is no device in the slot with the specified object type ID in the system module record. This could 
indicate that a serious Fabric OS data problem on the switch. The possible values for 

f unct ion-name -and-description-of -problem are: 

• setSof tstate: bad object 

• setSof tstate: invalid type or unit 

• media_sync: Media OID mapping failed 

• f absys_media_i2c_op: Media OID mapping failed 

• f absys_media_i2c_op: object is not media type 

• media_class_hndlr: failed sending media state to blade driver 

Recommended action 

If the message is isolated, monitor the error messages on the switch. 

2. If the error is repetitive or if the fabric failed, fail over or reboot the switch. 

3. If the message persists, run the f irmwareDownload command to update the firmware. 

Severity 

WARNING 

FABS-T007 

Message 

timestamp, [FABS-1007], sequence-number, , WARNING, system-name, 
function-name: Media state is invalid - status=status-value 

Probable cause 

Fabric OS has detected an invalid value in an object's status field. This is usually an internal Fabric OS 
problem or file corruption. 

Recommended action 

1 . Reboot or power cycle the switch. 

2. If the message persists, run the f irmwareDownload command to update the firmware. 

Severity 

WARNING 
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FABS-T008 



Message 

timestamp, [FABS-1008], sequence-number, , WARNING, system-name, 
function-name: Media oid mapping failed 

Probable cause 

Fabric OS was unable to locate a necessary object handle. This is usually an internal Fabric OS problem 
or file corruption. 

Recommended action 

Reboot or power cycle the switch. 

Severity 

WARNING 

FABS-1009 

Message 

timestamp, [FABS-1009], sequence-number, , WARNING, system-name, 
function-name: type is not media 

Probable cause 

Fabric OS was unable to locate an appropriate object handle. This is usually an internal Fabric OS 
problem or file corruption. 

Recommended action 

Reboot or power cycle the switch. 

Severity 

WARNING 

FABS-1010 

Message 

timestamp, [FABS-1010], sequence-number, , WARNING, system-name, 
function-name: Wrong media_event event-number 

Probable cause 

Fabric OS has detected an unknown event type. This is usually an internal Fabric OS problem or file 
corruption. 

Recommended action 

1 . Reboot or power cycle the switch. 
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2. If the message persists, run the f irmwareDownload command to update the firmware. 

Severity 

WARNING 



Fibre Channel miscellaneous error messages 
FCMC-1001 

Message 

timestamp, [FCMC-1001], sequence-number, , CRITICAL, system-name, function: 
failed- function-call failed, out of memory condition 

Probable cause 

The switch is low on memory and failed to allocate new memory for an information unit (IU). 

Recommended action 

A non-bladed switch reboots. For a bladed switch, the active CP blade fails over and the standby CP 
becomes the active CP. 

Severity 

CRITICAL 



Fibre Channel protocol daemon error messages 
FCPD-1001 

Message 

timestamp , [FCPD-1001] , sequence-number , , WARNING, system-name , Probing 
failed on error-string 

Probable cause 

An FCP switch probed devices on a loop port; probing failed on the either the LPort, ALPA address, or 
the F_Port. For the AL PA, the valid range is 00 through FF. The error string can be either: 

• L_Port port_number ALPA alpa_number 

F_Port port_number 

Recommended action 

This can happen when the firmware on the device controller on the specified port has a defect. Check 
with the device vendor for a firmware upgrade containing a defect fix. 

The SAN Switch 4/32 does not support private loop devices. 
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Severity 

WARNING 

FCPD-1002 

Message 

timestamp, [FCPD-1002], sequence-number, , WARNING, system-name, port 
port-number, bad R_CTL for fcp probing: OxR_CTL- value 

Probable cause 

The response frame received on the specified port for an inquiry request contains an invalid value in the 
routing control field. 

Recommended action 

This can happen only if the firmware on the device controller on the specified port has a defect. Check 
with the device vendor for a firmware upgrade containing a defect fix. 

Severity 

WARNING 

FCPD-1003 

Message 

timestamp, [FCPD-1003], sequence-number, , INFO, system-name, Probing 
failed on error-string which is possibly a private device which is not 
supported in this port type 

Probable cause 

Private devices do not respond to the switch port login (PLOGI) during probing. 

Recommended action 

Refer to the switch vendor for a list of other port types that support private devices for inclusion into the 
fabric. 

Severity 

INFO 
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Fibre Channel physical layer error messages 
FCPH-1001 

Message 

timestamp, [FCPH-1001], sequence-number, , CRITICAL, system-name, function: 
failed- function-call failed, out of memory condition 

Probable cause 

The switch is low on memory and failed to allocate new memory for a Fibre Channel driver instance. 

The function can only be f c_create. This function creates a Fibre Channel driver instance. 

The failed- function-call is kmalloc_wrapper failed. This function call is for kernel memory 
allocation. 

Recommended action 

A non-bladed switch reboots. For a bladed switch, the active CP blade fails over and the standby CP 
becomes the active CP. 

Severity 

CRITICAL 



Fabric OS I/O kernel library module error messages 
FKLB-1001 

Message 

timestamp, [FKLB-1001], sequence -number , , WARNING, system-name, exchange 
xid overlapped, pid=pid 

Probable cause 

The FC kernel driver has timed out the exchange while the application is still active. When the FC kernel 
driver reuses the exchange, the application overlaps. This happens on a timed-out exchange; it recovers 
after the application times the exchange out. 

Recommended action 

No action is required. 

Severity 

WARNING 
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FLOOD error messages 
FLOD-1001 



Message 

timestamp, [FLOD-1001], sequence-number, , WARNING, system-name, Unknown 
LSR type: port port-number, type LSR-header-type 

Probable cause 

The link state record (LSR) type is unknown. The only LSR header types are 1 for Unicast and 3 for 
Multicast. 

Recommended action 

No action is required. The record is discarded. 

Severity 

WARNING 



FLOD-1003 

Message 



timestamp, [FLOD-1003], sequence-number,, WARNING, system -name, Link count 
exceeded in received LSR, value = link-count -number 



Probable cause 

The acceptable link count received is exceeded in the link state record (LSR). 

Recommended action 

No action is required. The record is discarded. 

Severity 

WARNING 



FLOD-1004 

Message 



timestamp, [FLOD-1004], sequence-number, , ERROR, system-name, Excessive 
LSU length = LSU-length 
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Probable cause 

The LSU size exceeds what the system can support. 

Recommended action 

Reduce the number of switches in the fabric or reduce the number of redundant intersite links (ISLs) 
between two switches. 

Severity 

ERROR 

FLOD-1005 

Message 

timestamp, [FLOD-1005], sequence-number, , WARNING, system-name, Invalid 
received domain ID: domain-number 

Probable cause 

The received LSR contained an invalid domain number. 

Recommended action 

No action is required. The LSR is discarded. 

Severity 

WARNING 

FLOD-T006 

Message 

timestamp, [FLOD-1006], sequence-number, , WARNING, system-name, 
Transmitting invalid domain ID: domain-number 

Probable cause 

The transmit LSR contains an invalid domain number. 

Recommended action 

No action is required. The LSR is discarded. 

Severity 

WARNING 
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Fabric shortest path first error messages 
FSPF-1001 

Message 

timestamp, [FSPF-1001], sequence-number, , ERROR, system-name, Input Port 
port-number out of range 

Probable cause 

The specified input port number is out of range; it does not exist on the switch. 

Recommended action 

No action is required. 

Severity 

ERROR 



FSPF-1002 



Message 

timestamp, [FSPF-1002], sequence-number, , INFO, system-name, Wrong 

neighbor ID (domain-ID) in Hello message from port port-number, expected 
ID = domain-ID 



Probable cause 

The switch received the wrong domain ID from an adjacent switch in the HELLO message from a 
specified port. This may happen when a domain ID for a switch is changed. 

Recommended action 

No action is required. 



Severity 

INFO 



FSPF-1003 

Message 



timestamp, [FSPF-1003], sequence-number, , ERROR, system -name, Remote 
Domain ID domain-number out of range, input port = port-number 

Probable cause 

The specified remote domain ID is out of range. 
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Recommended action 

No action is required. The frame is discarded. 

Severity 

ERROR 

FSPF-1005 

Message 

timestamp, [FSPF-1005], sequence-number, , ERROR, system-name, Wrong 
Section Id section-number , should be section-number , input port = 
port -number 

Probable cause 

An incorrect section ID has been reported from the specified input port. The section ID identifies a set of 
switches that share an identical topology database. The section ID is implemented inside the protocol. 
The error message itself indicates the mismatched section ID. It should be set to 0 for a non hierarchical 
fabric. HP StorageWorks switches support only section ID 0. 

Recommended action 

Use a frame analyzer to verify that the reported section ID is 0. Any connected (other manufacturer) 
switch with a section ID other than 0 is incompatible in a fabric of HP StorageWorks switches. Disconnect 
the offending switch. 

Severity 

ERROR 

FSPF-1006 

Message 

timestamp, [FSPF-1006], sequence-number,, ERROR, system-name, 
FSPF Version FSFP-version not supported, input port = port-number 

Probable cause 

The FSPF version is not supported on the specified input port. 

Recommended action 

Update the FSPF version by running the f irmwareDownload command to update the firmware to the 
latest version. All current versions of the Fabric OS support FSPF version 2, which is the correct version. 

Severity 

ERROR 
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Fabric OS state synchronization framework error 
messages 

FSS-100T 

Message 

timestamp, [FSS-1001], sequence-number, , WARNING, system-name, Application 
dropping HA data update . 

Probable cause 

An application dropped a high-availability (HA) data update. 

Recommended action 

1. Run the haSyncStart command if the system is a dual-CP system; reboot the switch if it is a 
non-bladed system. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 

FSS-1002 

Message 

timestamp, [FSS-1002], sequence-number, , WARNING, system-name, Application 
sending too many concurrent HA data updates 

Probable cause 

An application sent too many concurrent high-availability (HA) data updates. 

Recommended action 

1. Run the haSyncStart command if the system is a dual-CP system; reboot the switch if it is a 
non-bladed system. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 
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FSS-T003 



Message 

timestamp, [FSS-1003], sequence-number, , WARNING, system-name, Application 
missing first HA data update 

Probable cause 

The FSS has dropped the update because an application has not set the transaction flag correctly. 

Recommended action 

1. Run the haSyncStart command if the system is a dual-CP system; reboot the switch if it is a 
non-bladed system. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 

FSS-1004 

Message 

timestamp, [FSS-1004], sequence-number, , ERROR, system-name, Memory 
shortage 

Probable cause 

The system ran out of memory. 

Recommended action 

1. Run the memShow command to view memory usage. 

2. Run the haSyncStart command if the system is a dual-CP system; reboot the switch if it is a 
non-bladed system. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

FSS-1005 

Message 

timestamp, [FSS-1005], sequence-number, , WARNING, system-name, FSS read 
failure 
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Probable cause 

The read system call to the FSS device failed. 

Recommended action 

Run supportFtp as needed to set up automatic FTP transfers and then run the supportSave command 
and contact your switch service provider. 

Severity 

WARNING 



FSS-1006 

Message 



timestamp , [FSS-1006] , sequence-number , , WARNING, system-name , No message 
available 

Probable cause 

Data is not available on the FSS device. 

Recommended action 

Run supportFtp as needed to set up automatic FTP transfers and then run the supportSave command 
and contact your switch service provider. 

Severity 

WARNING 



Fabric OS state synchronization management 
module error messages 

FSSM-1 002 

Message 

timestamp, [FSSM-1002], sequence-number, , INFO, system-name, HA State is 
in sync 

Probable cause 

The high-availability (HA) state for the active CP is in synchronization with the HA state of the standby CP. 
If the standby CP is healthy, a failover is nondisruptive. For more information on the haFai lover 
command, refer to the HP StorageWorks Fabric OS 4.x command reference guide. 

Recommended action 

No action is required. 
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Severity 

INFO 

FSSM-1 003 

Message 

timestamp, [FSSM-1003], sequence-number, , WARNING, system-name, HA State 
out of sync 

Probable cause 

The high-availability (HA) state for the active CP is out of synchronization with the HA state of the standby 
CP. If the active CP failover occurs when the HA state is out of sync, the failover is disruptive. 

Recommended action 

If this message was logged as a result of a user-initiated action (such as running the switchReboot 
command), then no action is required. 

1. Otherwise, issue the haSyncStart command on the active CP and try resynchronizing the HA state. 

2. If the HA state does not become synchronized, run the haDump command to diagnose the problem. 

Severity 

WARNING 

FSSM-1 004 

Message 

timestamp, [FSSM-1004], sequence-number, , CRITICAL, system-name, Active 
and the standby CP have incompatible software. 

Probable cause 

The active CP and the standby CP are running firmware incompatible with each other. If the active CP 
fails, the failover is disruptive. 

Recommended action 

Run the f irmwareDownload command to load compatible firmware on the standby CP. For details on 
this command, refer to the HP StorageWorks Fabric OS 4.x command reference guide. 

Severity 

CRITICAL 
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Fabric Watch module error messages 
FW-1 001 

Message 

timestamp, [FW-1001], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value , Low=low- value) . Current value is value unit. 

Probable cause 

The internal temperature of the switch changed. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

1. To prevent recurring messages, disable the changed alarm for this threshold. 

2. If you receive a temperature-related message, check for an accompanying fan-related message and 
check fan performance. 

3. If all fans are functioning normally, check the climate control in your lab. 

Severity 

INFO 

FW-1 002 

Message 

timestamp, [FW-1002], sequence-number, , WARNING, system-name, label, is 
below low boundary (Kigh=high-value , Low= low-value) . Current value is value 
uni t . 

Probable cause 

The internal temperature of the switch has fallen below the low boundary. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. Typically, low temperatures mean that the fans and airflow of a switch are functioning 
normally. 

Verify that the location temperature is within the operational range of the switch. Refer to the hardware 
reference manual for the environmental temperature range of your switch. 

Severity 

WARNING 
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FW-1003 



Message 

timestamp, [FW-1003], sequence-number, , WARNING, system -name, label, is 
above high boundary (Kigh-high-value , Low= low-value) . Current value is 
value unit. 



Probable cause 

The internal temperature of the switch rose above the high boundary to a value that may damage the 
switch. This message generally appears when a fan fails. If so, a fan-failure message accompanies this 
message. 



Recommended action 

Replace the fan. 

Severity 

WARNING 



FW-1004 

Message 

timestamp, [FW-1004], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=hig.fr- value, Low=loiv- value) . Current 
value is value unit. 



Probable cause 



The internal temperature of the switch has changed from a value outside the acceptable range to a value 
within the acceptable range. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. If you receive a temperature-related message, check for an accompanying fan-related 
message and check fan performance. If all fans are functioning normally, check the climate control in 
your lab. 



Severity 

INFO 



FW-1005 



Message 

timestamp, [FW-1005], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value, Low=loiv- value) . Current value is value unit. 
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Probable cause 

The speed of the fan has changed. Fan problems usually contribute to temperature problems. Consistently 
abnormal fan speeds generally indicate that the fan is malfunctioning. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1006 

Message 

timestamp, [FW-1006], sequence-number, , WARNING, system -name, label, is 
below low boundary {Hlgh=high-value , Low= low- value) . Current value is value 
uni t . 

Probable cause 

The speed of the fan has fallen below the low boundary. Fan problems usually contribute to temperature 
problems. Consistently abnormal fan speeds generally indicate that the fan is failing. 

Recommended action 

Replace the fan FRU. 

Severity 

WARNING 

FW-1 007 

Message 

timestamp, [FW-1007], sequence-number, , WARNING, system -name, label, is 
above high boundary (High^hi^h-value, Low=low- value) . Current value is 
value unit. 

Probable cause 

The speed of the fan has risen above the high boundary. Fan problems usually contribute to temperature 
problems. Consistently abnormal fan speeds generally indicate that the fan is failing. 

Recommended action 

Replace the fan FRU. 

Severity 

WARNING 
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FW-1008 



Message 

timestamp, [FW-1008], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (Righ-high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The speed of the fan has changed from a value outside the acceptable range to a value within the 
acceptable range. Fan problems usually contribute to temperature problems. Consistently abnormal fan 
speeds generally indicate that the fan is failing. 

Recommended action 

No action is required. If this message occurs repeatedly, replace the fan FRU. 

Severity 

INFO 

FW-1 009 

Message 

timestamp, [FW-1009], sequence-number, , INFO, system-name, label, value 
has changed (H.±gh=high-value , Low= low- value) . Current value is value unit. 

Probable cause 

The state of the power supply has changed from faulty to functional or from functional to faulty. 

Recommended action 

If the power supply is functioning correctly, no action is required. 

1. If the power supply is functioning below the acceptable boundary, verify that it is seated correctly in 
the chassis. 

2. Run the psShow command to view the status of the power supply. 
If the power supply continues to be a problem, replace it. 

Severity 

INFO 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 1 23 



FW-1 01 0 



Message 

timestamp, [FW-1010], sequence-number, , WARNING, system-name, label, is 
below low boundary {lligh=high-value , how- low-value) . Current value is value 
uni t . 

Probable cause 

The power supply is faulty. It is not producing enough power. 

Recommended action 

1. Verify that you have installed the power supply correctly and that it is correctly seated in the chassis. 

2. If the problem persists, replace the faulty power supply. 

Severity 

WARNING 



FW-1 01 1 

Message 

timestamp, [FW-1011] , sequence-number, , INFO, system-name, label, is above 
high boundary (High=high-value, Low=low-value) . Current value is value 
uni t . 



Probable cause 

The power supply is functioning properly. 

Recommended action 

Set the high boundary above the normal operation range. 

Severity 

INFO 



FW-1 01 2 



Message 

timestamp, [FW-1012], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=hig"h-value, Low=2oiv- value) . Current 
value is value unit. 



Probable cause 

The power supply counter changed from a value outside the acceptable range to a value within the 
acceptable range. 
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Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1 033 

Message 

timestamp, [FW-1033], sequence-number, , INFO, system-name, label, value 
has changed (Kigh=high-value , how- low-value) . Current value is value unit. 

Probable cause 

The temperature of the SFP changed. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. Frequent fluctuations in SFP temperature may indicate a deteriorating SFP. 

Severity 

INFO 



FW-1 034 

Message 

timestamp, [FW-1034], sequence-number, , WARNING, system-name, label, is 
below low boundary {Uigh=high-value , how- low-value) . Current value is value 
uni t . 

Probable cause 

The temperature of the SFP fell below the low boundary. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

WARNING 
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FW-1035 



Message 

timestamp, [FW-1035], sequence-number, , WARNING, system -name, label, is 
above high boundary {High-high-value, Low= low-value) . Current value is 
value unit. 

Probable cause 

The temperature of the SFP rose above the high boundary. Frequent fluctuations in temperature may 
indicate a deteriorating SFP. 

Recommended action 

Replace the SFP. 

Severity 

WARNING 

FW-1 036 

Message 

timestamp, [FW-1036] , sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higr.h-value, ~Lovi= low-value) . Current 
value is value unit. 

Probable cause 

The temperature of the SFP changed from a value outside the acceptable range to a value within the 
acceptable range. Frequent fluctuations in temperature may indicate a deteriorating SFP. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 037 

Message 

timestamp, [FW-1037], sequence-number, , INFO, system-name, label, value 
has changed (High=hig.h-value, Low=loiv-va2ue) . Current value is value unit. 

Probable cause 

The receive power value of the SFP changed. The receive performance area measures the amount of 
incoming laser to help determine whether the SFP is in good working condition. If the counter often 
exceeds the threshold, the SFP is deteriorating. Incoming laser fluctuations usually indicate a deteriorating 
SFP. 
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Recommended action 

If this message occurs repeatedly, replace the SFP. 

Severity 

INFO 

FW-1 038 

Message 

timestamp, [FW-1038], sequence-number, , WARNING, system-name, label, is 
below low boundary (H.igh=high-value , Low= low-value) . Current value is value 
uni t . 

Probable cause 

The receive power value of the SFP fell below the low boundary. The receive performance area measures 
the amount of incoming laser to help determine whether the SFP is in good working condition. If the 
counter often exceeds the threshold, the SFP is deteriorating. 

Recommended action 

1. Verify that your optical components are clean and function properly. 

2. Check for damage from heat or age. 

3. Replace deteriorating cables or SFPs. 

Severity 

WARNING 

FW-1 039 

Message 

timestamp, [FW-1039], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=high-value, Low=Iow- value) . Current value is 
value unit. 

Probable cause 

The receive power value of the SFP rose above the high boundary. The receive performance area 
measures the amount of incoming laser to help determine whether the SFP is in good working condition. 
If the counter often exceeds the threshold, the SFP is deteriorating. 

Recommended action 

Replace the SFP before it deteriorates. 

Severity 

WARNING 
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FW-T 040 



Message 

timestamp, [FW-1040], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High-high- value, Low= low-value) . Current 
value is value unit. 



Probable cause 

The receive power value of the SFP changed from a value outside the acceptable range to a value within 
the acceptable range. The receive performance area measures the amount of incoming laser to help 
determine whether the SFP is in good working condition. If the counter often exceeds the threshold, the 
SFP is deteriorating. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1 041 

Message 



timestamp, [FW-1041], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The transmit power value of the SFP changed. The transmit-performance area measures the amount of 
outgoing laser to help determine whether the SFP is in good working condition. If the counter often 
exceeds the threshold, the SFP is deteriorating. Transmitting laser fluctuations usually indicates a 
deteriorating SFP. 

Recommended action 

If this message occurs repeatedly, replace the SFP. 

Severity 

INFO 



FW-1 042 



Message 



timestamp, [FW-1042], sequence-number, , WARNING, system-name, label, is 
below low boundary (High=higrh-value, Low= low- value) . Current value is value 
uni t . 
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Probable cause 

The transmit power value of the SFP fell below the low boundary. The transmit-performance area 
measures the amount of outgoing laser to help determine whether the SFP is in good working condition. If 
the counter often exceeds the threshold, the SFP is deteriorating. 

Recommended action 

1. Verify that your optical components are clean and function properly. 

2. Check for damage from heat or age. 

3. Replace deteriorating cables or SFPs. 

Severity 

WARNING 

FW-1 043 

Message 

timestamp, [FW-1043], sequence-number, , WARNING, system-name, label, is 
above high boundary (High-high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The transmit power value of the SFP rose above the high boundary. The transmit-performance area 
measures the amount of outgoing laser to help determine whether the SFP is in good working condition. If 
the counter often exceeds the threshold, the SFP is deteriorating. 

Recommended action 

Replace the SFP. 

Severity 

WARNING 

FW-1 044 

Message 

timestamp, [FW-1044], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=high-value, L,ow= low-value) . Current 
value is value unit. 

Probable cause 

The transmit power value of the SFP changed from a value outside the acceptable range to a value within 
the acceptable range. The transmit-performance area measures the amount of outgoing laser to help 
determine whether the SFP is in good working condition. If the counter often exceeds the threshold, the 
SFP is deteriorating. 
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Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1 045 

Message 



timestamp, [FW-1045], sequence-number, , INFO, system-name, label, value 
has changed {H.±gh=high-value , Low= 1 ow-val ue ) . Current value is value unit. 

Probable cause 

The value of the SFP voltage changed. If the supplied voltage of the SFP transceiver is outside the normal 
range, this may indicate a hardware failure. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. Frequent messages indicate that you must replace the SFP. 

Severity 

INFO 



FW-1 046 

Message 

timestamp, [FW-1046], sequence-number, , WARNING, system-name, label, is 
below low boundary (High-high-value, Low=l ow-val ue) . Current value is value 
uni t . 

Probable cause 

The value of the SFP voltage fell below the low boundary. 

Recommended action 

1. Verify that your optical components are clean and function properly. 

2. Check for damage from heat or age. 

3. Replace deteriorating cables or SFPs. 

Severity 

WARNING 
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FW-1047 



Message 

timestamp, [FW-1047], sequence-number, , WARNING, system-name, label, is 
above high boundary (Kigh-high-value , Low= low-value) . Current value is 
value unit. 



Probable cause 

The value of the SFP voltage rose above the high boundary. The supplied current of the SFP transceiver is 
outside the normal range, indicating possible hardware failure. 

Recommended action 

Replace the SFP. 



Severity 

WARNING 



FW-1 048 



Message 

timestamp, [FW-1048], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (Kigh-high-value , Low= low-value) . Current 
value is value unit. 



Probable cause 



The value of the SFP voltage changed from a value outside the acceptable range to a value within the 
acceptable range. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1 049 



Message 

timestamp, [FW-1049], sequence-number, , INFO, system-name, label, value 
has changed (High=hig r h-value, Low=Iow- value) . Current value is value unit. 



Probable cause 

The value of the SFP voltage changed. Frequent voltage fluctuations are an indication that the SFP is 
deteriorating. 
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Recommended action 

Replace the SFP. 

Severity 

INFO 

FW-1050 

Message 

timestamp, [FW-1050], sequence-number, , WARNING, system -name, label, is 
below low boundary {H.lgh=high-value , how- low-value) . Current value is value 
uni t . 

Probable cause 

The SFP voltage fell below the low boundary. 

Recommended action 

1. Configure the low threshold to 1 so that the threshold triggers an alarm when the value falls to 0 

(Out_o f _Range) . 

2. If continuous or repeated alarms occur, replace the SFP before it deteriorates. 

Severity 

WARNING 

FW-1051 

Message 

timestamp, [FW-1051], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=higrh-value, Low= low-value) . Current value is 
value unit. 

Probable cause 

The value of the SFP voltage has risen above the high boundary. High voltages indicate possible 
hardware failures. Frequent voltage fluctuations are an indication that the SFP is deteriorating. 

Recommended action 

Replace the SFP. 

Severity 

WARNING 
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FW-1052 



Message 

timestamp, [FW-1052], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higrh-value, LiOVi= low-value) . Current 
value is value unit. 

Probable cause 

The value of the SFP voltage changed from a value outside the acceptable range to a value within the 
acceptable range. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1113 

Message 

timestamp, [FW-1113], sequence-number, , INFO, system-name, label, value 
has changed (High=hign-value, Low= low- value) . Current value is value unit. 

Probable cause 

The number of times EPorts have gone down has changed. EPorts go down each time you remove a 
cable or SFP. SFP failures also cause E Ports to go down. E Ports going down may be caused by 
transient errors. 

Recommended action 

Check both ends of the physical connection and verify that the SFPs and cables are functioning properly. 

Severity 

INFO 

FW-1114 

Message 

timestamp, [FW-1114], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value, Low= low-value) . Current value is value unit. 
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Probable cause 

The number of times E_Ports have gone down has fallen below the low boundary. E_Ports go down each 
time you remove a cable or SFP. SFP failures also cause EPorts to go down. EPorts going down may be 
caused by transient errors. A low number of E_Port failures means that the switch is functioning normally. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 



FW-1115 

Message 



timestamp, [FW-1115], sequence-number, , INFO, system-name, label, is above 
high boundary (High=high-value, "Lovi- low-value) . Current value is value 
uni t . 



Probable cause 



The number of times E_Ports have gone down has risen above the high boundary. E_Ports go down each 
time you remove a cable or SFP. SFP failures also cause E Ports to go down. E Ports going down may be 
caused by transient errors. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. Check both ends of the physical connection and verify that the SFP functions properly. 



Severity 

INFO 



FW-1116 

Message 



timestamp, [FW-1116], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=hig.h- value, Low=low- value) . Current 
value is value unit. 



Probable cause 



The number of times E Ports have gone down has changed from a value outside the acceptable range to 
a value within the acceptable range. E Ports go down each time you remove a cable or SFP. SFP failures 
also cause E Ports to go down. E Ports going down may be caused by transient errors. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 
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Severity 

INFO 

FW-1117 

Message 

timestamp, [FW-1117], sequence-number, , INFO, system-name, label, value 
has changed (H.±gh=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of fabric reconfigurations changed. The following actions can cause a fabric reconfiguration: 

• Two switches with the same domain ID have connected to one another. 

• Two fabrics are joined. 

• An EPort went offline. 

• A principal link segmented from the fabric. 

Recommended action 

An inexplicable fabric reconfiguration may be a transient error and may not require troubleshooting. 

1. Verify that the cable is properly connected at both ends. 

2. Verify that the SFPs have not become faulty. 

Severity 

INFO 



FW-1118 

Message 



timestamp, [FW-1118], sequence-number,, INFO, system-name, label, is below 
low boundary {Kigh=high-value , Low= low-value) . Current value is value unit. 



Probable cause 



The number of fabric reconfigurations fell below the low boundary. A low number of fabric 
reconfigurations means that the fabric is functioning normally. The following occurrences can cause a 
fabric reconfiguration: 

• Two switches with the same domain ID are connected to one another. 

• Two fabrics are joined. 

• An E Port went offline. 

• A principal link segmented from the fabric. 
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Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1119 

Message 

timestamp, [FW-1119], sequence-number, , INFO, system-name, label, is above 
high boundary {H±gh.=high-value , Low= low-value) . Current value is value 
uni t . 

Probable cause 

The number of fabric reconfigurations rose above the high boundary. The following occurrences can 
cause a fabric reconfiguration: 

• Two switches with the same domain ID are connected to one another. 

• Two fabrics are joined. 

• An E_Port went offline. 

• A principal link segmented from the fabric. 

Recommended action 

An inexplicable fabric reconfiguration may be a transient error and may not require troubleshooting. 

1. Verify that all ISL cables are properly connected at both ends. 

2. Verify that the SFP has not become faulty. 

Severity 

INFO 



FW-1120 

Message 



timestamp, [FW-1120], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higrh-value, Low= low-value) . Current 
value is value unit. 



Probable cause 



The number of fabric reconfigurations has changed from a value outside the acceptable range to a value 
within the acceptable range. The following occurrences can cause a fabric reconfiguration: 

• Two switches with the same domain ID are connected to one another. 

• Two fabrics are joined. 
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• An EPort went offline. 

• A principal link segmented from the fabric. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 



FW-1121 

Message 



timestamp, [FW-1121], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value , Low= low-value) . Current value is value unit. 



Probable cause 



The number of domain ID changes changed. Domain ID changes occur when a conflict of domain IDs 
occur in a single fabric and the principal switch has to assign another domain ID to the switch. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1122 

Message 



timestamp, [FW-1122], sequence-number, , INFO, system -name, label, is below 
low boundary (High=high-value, Low=2ow-value) . Current value is value unit. 



Probable cause 



The number of domain ID changes fell below the low boundary. Domain ID changes occur when a 
conflict of domain IDs occur in a single fabric and the principal switch has to assign another domain ID to 
the switch. A low number of domain ID changes means that the fabric is functioning normally. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1123 



Message 

timestamp, [FW-1123], sequence-number, , INFO, system-name, label, is above 
high boundary (High-high-value, Low= low- value) . Current value is value 
uni t . 



Probable cause 



The number of domain ID changes rose above the high boundary. Domain ID changes occur when a 
conflict of domain IDs occur in a single fabric and the principal switch has to assign another domain ID to 
the switch. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1124 

Message 

timestamp, [FW-1124], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higrh-value, Low=loiv- value) . Current 
value is value unit. 



Probable cause 



The number of domain ID changes changed from a value outside the acceptable range to a value within 
the acceptable range. Domain ID changes occur when a conflict of domain IDs occur in a single fabric 
and the principal switch has to assign another domain ID to the switch. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1125 

Message 



timestamp, [FW-1125], sequence -number , , INFO, system-name, label, value 
has changed (High=high-value , Low= low- value) . Current value is value unit. 
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Probable cause 

The number of segmentations changed. Segmentation changes may occur due to: 

* Zone conflicts. 

• Domain conflicts. 

• Segmentation of the principal link between two switches. 

* Incompatible link parameters. During E_Port initialization, ports exchange link parameters. Rarely, 
incompatible parameters result in segmentation. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1126 

Message 



timestamp, [FW-1126], sequence-number , , INFO, system-name, label, is below 
low boundary {High=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of segmentations fell below the low boundary. Segmentation changes may occur due to: 

• Zone conflicts. 

• Domain conflicts. 

• Segmentation of the principal link between two switches. 

• Incompatible link parameters. During E_Port initialization, ports exchange link parameters. Rarely, 
incompatible parameters result in segmentation. A low number of segmentation errors means that the 
fabric is functioning normally. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1127 



Message 

timestamp, [FW-1127], sequence-number, , INFO, system-name, label, is above 
high boundary (Righ-high-value , Low= low-value) . Current value is value 
uni t . 

Probable cause 

The number of segmentations rose above the high boundary. Segmentation changes may occur due to: 

• Zone conflicts. 

• Domain conflicts. 

• Segmentation of the principal link between two switches. 

Incompatible link parameters. During E Port initialization, ports exchange link parameters. Rarely, 
incompatible parameters result in segmentation. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1128 

Message 

timestamp, [FW-1128], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higr.fr-value, Low=Ioiv-vaIue) . Current 
value is value unit. 

Probable cause 

The number of segmentations changed from a value outside the acceptable range to a value within the 
acceptable range. Segmentation changes may occur due to: 

• Zone conflicts. 

• Domain conflicts. 

• Segmentation of the principal link between two switches. 

Incompatible link parameters. During E_Port initialization, ports exchange link parameters. Rarely, 
incompatible parameters result in segmentation. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 
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Severity 

INFO 



FW-1129 

Message 



timestamp, [FW-1129], sequence-number, , INFO, system-name, label, value 
has changed (Kigh=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of zone changes changed. Zone changes occur when a change is made to the effective zone 
configuration. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1130 



Message 



timestamp, [FW-1130], sequence-number, , INFO, system-name, label, is below 
low boundary (High=iiigh-value, Low=low-value) . Current value is value unit. 



Probable cause 



The number of zone changes fell below the low boundary. Zone changes occur when a change is made 
to the effective zone configuration. A low number of zone configuration changes means that the fabric is 
functioning normally. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1131 



Message 

timestamp, [FW-1131], sequence-number, , INFO, system-name, label, is above 
high boundary (High-high-value, Low= low- value) . Current value is value 
uni t . 



Probable cause 

The number of zone changes rose above the high boundary. Zone changes occur when a change is 
made to the effective zone configuration. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1132 



Message 

timestamp, [FW-1132], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High.=high-value , Low= low-value) . Current 
value is value unit. 



Probable cause 

The number of zone changes changed from a value outside the acceptable range to a value within the 
acceptable range. Zone changes occur when a change is made to the effective zone configuration. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 



FW-1133 

Message 



timestamp, [FW-1133], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of fabric logins changed. Fabric logins occur when a port or device initializes with the 
fabric. The event is called a fabric login or FLOGI. 



1 42 Messages 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1134 

Message 



timestamp, [FW-1134], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value , Low= low-value) . Current value is value unit. 



Probable cause 



The number of fabric logins fell below the low boundary. Fabric logins occur when a port or device 
initializes with the fabric. The event is called a fabric login or FLOGI. A low number of fabric logins 
means that the fabric is functioning normally. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1135 



Message 

timestamp, [FW-1135], sequence-number, , INFO, system-name, label, is above 
high boundary (High=hig.h-value, ~Lovi= low-value) . Current value is value 
uni t . 



Probable cause 

The number of fabric logins rose above the high boundary. Fabric logins occur when a port or device 
initializes with the fabric. The event is called a fabric login or FLOGI. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1136 



Message 

timestamp, [FW-1136], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higrh-value, Low=Icw- value) . Current 
value is value unit. 



Probable cause 



The number of fabric logins changed from a value outside the acceptable range to a value within the 
acceptable range. Fabric logins occur when a port or device initializes with the fabric. The event is called 
a fabric login or FLOGI. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1137 



Message 

timestamp, [FW-1137], sequence-number, , INFO, system-name, label, value 
has changed (H.igh=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of SFP state changes changed. SFP state changes occur when the SFP is inserted or removed. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1138 

Message 



timestamp, [FW-1138], sequence-number, , INFO, system-name, label, is below 
low boundary (High=higrh-value, Low= low- value) . Current value is value unit. 



Probable cause 

The number of SFP state changes fell below the low boundary. SFP state changes occur when the SFP is 
inserted or removed. A low number of SFP state changes means that the switch is functioning normally. 
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Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1139 



Message 



timestamp, [FW-1139], sequence-number, , INFO, system-name, label, is above 
high boundary (High=high-value , Low=Iow- value) . Current value is value 
uni t . 



Probable cause 



The number of SFP state changes rose above the high boundary. SFP state changes occur when the SFP is 
inserted or removed. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1140 

Message 

timestamp, [FW-1140], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higrh-value, Low=Iow- value) . Current 
value is value unit. 



Probable cause 

The number of SFP state changes changed from a value outside the acceptable range to a value within 
the acceptable range. SFP state changes occur when the SFP is inserted or removed. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1141 



Message 

timestamp, [FW-1141], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of QuickLoop changes changed. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1142 

Message 

timestamp, [FW-1142], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value, ~Low= low-value) . Current value is value unit. 

Probable cause 

The number of QuickLoop changes fell below the low boundary. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1143 

Message 

timestamp, [FW-1143], sequence-number, , INFO, system-name, label, is above 
high boundary (High-high-value, Low= low- value) . Current value is value 
uni t . 

Probable cause 

The number of QuickLoop changes rose above the high boundary. 
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Recommended action 



Verify that the cable is properly connected at both ends. This may be a transient error and may not 
require troubleshooting. 



Severity 

INFO 



FW-1144 



Message 



timestamp, [FW-1144], sequence-number, , INFO, system-name, label, is 
between high and low boundaries ( High=high- value, Low= low-value) . Current 
value is value unit. 



Probable cause 

The number of QuickLoop changes changed from a value outside the acceptable range to a value within 
the acceptable range. 

Recommended action 

Respond to this message as is appropriate for the relevant policy of the end-user installation. 

Severity 

INFO 



FW-1160 



Message 

timestamp, [FW-1160], sequence-number, , INFO, system-name, port-name, 
label, value has changed (High=high-value, Low= low- value) . Current value is 
value unit. 

Probable cause 

The number of link failures that the port experiences changed. Link loss errors occur when a link 
experiences a loss of signal and fails. Both physical and hardware problems can cause link loss errors. 
Link loss errors frequently occur due to a loss of synchronization. Check for concurrent 
loss-of-synchronization errors and, if applicable, troubleshoot them. 

Recommended action 

1 . Check both ends of your cable connection. 

2. Verify that the cable and SFPs are not faulty. 

3. If you receive concurrent loss-of-synchronization errors, troubleshoot the loss of synchronization. 



Severity 

INFO 
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FW-1161 



Message 

timestamp, [FW-1161], sequence-number, , INFO, system-name, 
port-name, label, is below low boundary {Uigh.=high- value, 
Low=Iow- value) . Current value is value unit. 



Probable cause 

The number of link failures that the port experiences fell below the low boundary. Link loss errors occur 
when a link experiences a loss of signal and fails. Both physical and hardware problems can cause link 
loss errors. Link loss errors frequently occur due to a loss of synchronization. Check for concurrent 
loss-of-synchronization errors and, if applicable, troubleshoot them. A low number of link loss errors 
means that the switch is functioning normally. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1162 



Message 

timestamp, [FW-1162], sequence-number, , WARNING, system-name, 
port-name, label, is above high boundary (High=hig".h-value, 
Low=Iow- value) . Current value is value unit. 



Probable cause 

The number of link failures that the port experiences rose above the high boundary. Link loss errors occur 
when a link experiences a loss of signal and fails. Both physical and hardware problems can cause link 
loss errors. Link loss errors frequently occur due to a loss of synchronization. Check for concurrent 
loss-of-synchronization errors and, if applicable, troubleshoot them. 

Recommended action 

1 . Check both ends of your cable connection. 

2. Verify that the cable and SFPs are not faulty. 

3. If you receive concurrent loss-of-synchronization errors, troubleshoot the loss of synchronization. 

Severity 

WARNING 
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FW-1163 



Message 

timestamp, [FW-1163], sequence-number, , INFO, system-name, 
port-name, label, is between high and low boundaries (H.igh=high-value , 
Low= low-value) . Current value is value unit. 



Probable cause 



The number of link failures that the port experiences changed from a value outside the acceptable range 
to a value within the acceptable range. Link loss errors occur when a link experiences a loss of signal and 
fails. Link loss errors frequently occur due to a loss of synchronization. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. Check for concurrent loss-of-synchronization errors and, if applicable, troubleshoot them. 



Severity 

INFO 



FW-1164 



Message 

timestamp, [FW-1164], sequence-number, , INFO, system-name, 
port-name, label, value has changed (High=higrh-value, LiOvt= low-value) . 
Current value is value unit. 



Probable cause 

The number of synchronization losses that the port experiences changed. Loss-of-synchronization errors 
frequently occur due to a faulty SFP or cable. Signal losses often create synchronization losses. 

Recommended action 

1 . Check both ends of your cable connection. 

2. Verify that the cable and SFPs are not faulty. 

3. If you continue to experience synchronization loss errors, troubleshoot your HBA and contact your 
switch service provider. 



Severity 

INFO 
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FW-1165 



Message 

timestamp, [FW-1165], sequence-number, , INFO, system-name, 
port-name , label, is below low boundary {Uigh.=high- value, 
Low=Iow- value) . Current value is value unit. 



Probable cause 

The number of synchronization losses that the port experiences fell below the low boundary. 
Loss-of -synchronization errors frequently occur due to a faulty SFP or cable. Signal losses often create 
synchronization losses. A low number of synchronization losses means that the switch is functioning 
normally. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1166 



Message 

timestamp, [FW-1166], sequence-number, , WARNING, system-name, 

port-name, label, is above high boundary (High=higrh-value, Low=low-value) . 

Current value is value unit. 



Probable cause 

The number of synchronization losses that the port experiences rose above the high boundary. 
Loss-of-synchronization errors frequently occur due to a faulty SFP or cable. Signal losses often create 
synchronization losses. 

Recommended action 

1 . Check both ends of your cable connection. 

2. Verify that the cable and SFPs are not faulty. 

3. If you continue to experience loss-of-synchronization errors, troubleshoot your HBA and contact your 
switch service provider. 

Severity 

WARNING 
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Message 



timestamp, [FW-1167], sequence-number, , INFO, system-name, 
port-name, label, is between high and low boundaries {lligh=high-value , 
~Low= low-value) . Current value is value unit. 



Probable cause 



The number of synchronization losses that the port experiences changed from a value outside the 
acceptable range to a value within the acceptable range. Loss-of-synchronization errors frequently occur 
due to a faulty SFP or cable. Signal losses often create synchronization losses. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1 168 



Message 

timestamp, [FW-1168], sequence-number, , INFO, system-name, 
port-name, label, value has changed (High=higrh-value, IjOvi= low-value) . 
Current value is value unit. 



Probable cause 

The number of signal losses that the port experiences changed. Loss of signal generally indicates a 
physical problem. 

Recommended action 

Check both ends of your cable connection. Verify that the cable and SFPs are not faulty. 

Severity 

INFO 



FW-1 169 



Message 

timestamp, [FW-1169], sequence-number, , INFO, system-name, 

port-name , label, is below low boundary (High=high-value, IjOvj= low-value) . 

Current value is value unit. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 151 



Probable cause 

The number of signal losses that the port experiences fell below the low boundary. Loss of signal 
generally indicates a physical problem. A low number of signal loss errors means that the switch is 
functioning normally. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1170 

Message 

timestamp, [FW-1170], sequence-number, , WARNING, system-name, 

port-name , label, is above high boundary (High=higrh- value, Low=loiv- value) . 

Current value is value unit. 

Probable cause 

The number of signal losses that the port experiences rose above the high boundary. Loss of signal 
generally indicates a physical problem. 

Recommended action 

Check both ends of your cable connection and verify that the cable is not faulty. 

Severity 

WARNING 

FW-1171 

Message 

timestamp , [FW-1171] , sequence-number , , INFO, system-name , 
port-name, label, is between high and low boundaries {H.igh=high-value , 
how- low-value) . Current value is value unit. 

Probable cause 

The number of signal losses that the port experiences changed from a value outside the acceptable range 
to a value within the acceptable range. Loss of signal generally indicates a physical problem. Frequent 
loss of signal generally indicates a physical problem. 

Recommended action 

Respond to this message as is appropriate for the relevant policy of the end-user installation. 
Check both ends of your cable connection and verify that the cable and SFPs are not faulty. 
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Severity 

INFO 



FW-1 1 72 

Message 



timestamp, [FW-1172], sequence-number, , INFO, system-name, 
port-name, label, value has changed {High=high-value , 
Low= low-value) . Current value is value unit. 

Probable cause 

The number of protocol errors that the port experiences changed. Occasional protocol errors occur due 
to software glitches. Persistent protocol errors occur due to hardware problems. 

Recommended action 

Check both ends of your cable connection and verify that the cable and SFPs are not faulty. 

Severity 

INFO 



FW-1 173 

Message 

timestamp, [FW-1173], sequence-number, , INFO, system-name, 
port-name , label, is below low boundary {High=high-value , 
how- low-value) . Current value is value unit. 



Probable cause 



The number of protocol errors that the port experiences fell below the low boundary. Occasional protocol 
errors occur due to software glitches. Persistent protocol errors occur due to hardware problems. A low 
number of protocol errors means that the switch is functioning normally. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1174 



Message 

timestamp, [FW-1174], sequence-number, , WARNING, system-name, port-name, 
label, is above high boundary (High=high- value, Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of protocol errors that the port experiences rose above the high boundary. Occasional 
protocol errors occur due to software glitches. Persistent protocol errors occur due to hardware problems. 

Recommended action 

Check both ends of your connection and verify that your cable and SFP are not faulty. 

Severity 

WARNING 

FW-1175 

Message 

timestamp, [FW-1175], sequence-number, , INFO, system-name, port-name, 
label, is between high and low boundaries {Hig~h=high-value , Low= low-value) . 
Current value is value unit. 

Probable cause 

The number of protocol errors that the port experiences changed from a value outside the acceptable 
range to a value within the acceptable range. Occasional protocol errors occur due to software glitches. 
Persistent protocol errors occur due to hardware problems. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1176 

Message 

timestamp, [FW-1176], sequence-number, , INFO, system-name, port-name, 
label, value has changed (High=high-value, Low= low- value) . Current value is 
value unit. 
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Probable cause 

The number of invalid words that the port experiences changed. Invalid words usually indicate a 
hardware problem with an SFP or cable. 

Recommended action 

Check both ends of your connections, your SFP, and your cable to verify that they are not faulty. 

Severity 

INFO 



FW-1177 



Message 



timestamp, [FW-1177], sequence-number, , INFO, system-name, port-name, 
label, is below low boundary (High=high-value , Low= low-value) . Current 
value is value unit. 



Probable cause 



The number of invalid words that the port experiences fell below the low boundary. Invalid words usually 
indicate a hardware problem with an SFP or cable. A low number of invalid words means that the switch 
is functioning normally. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1 1 78 



Message 

timestamp, [FW-1178], sequence-number, , WARNING, system-name, port-name, 
label, is above high boundary {Kigh=high-value , ~Low= low-value) . Current 
value is value unit. 



Probable cause 

The number of invalid words that the port experiences rose above the high boundary. Invalid words 
usually indicate a hardware problem with an SFP or cable. 

Recommended action 

Check both ends of your connections, your SFP, and your cable to verify that they are not faulty. 

Severity 

WARNING 
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FW-1179 



Message 

timestamp, [FW-1179], sequence-number, , INFO, system-name, port-name, 
label, is between high and low boundaries (High=higrh- value, Liovi- low-value) . 
Current value is value unit. 



Probable cause 



The number of invalid words that the port experiences changed from a value outside the acceptable 
range to a value within the acceptable range. Invalid words usually indicate a hardware problem with an 
SFP or cable. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1180 



Message 

timestamp, [FW-1180], sequence-number, , INFO, system-name, port-name, 
label, value has changed (Kigh=high-value, LiOw= low-value) . Current value is 
value unit. 



Probable cause 

The number of invalid CRCs that the port experiences changed. Frequent fluctuations in CRC errors 
generally indicate an aging fabric. 

Recommended action 

Respond to this message as is appropriate for the relevant policy of the end-user installation. 

1. Check your SFPs, cables, and connections for faulty hardware. 

2. Verify that all optical hardware is clean. 



Severity 

INFO 
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FW-1181 



Message 

timestamp , [FW-1181] , sequence-number, , INFO, system-name, port-name , 

label, is below low boundary (H.lgh=high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of invalid CRCs that the port experiences fell below the low boundary. A low number of 
invalid CRCs means that the switch is functioning normally. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1182 

Message 

timestamp, [FW-1182], sequence-number, , WARNING, system -name, port-name, 
label, is above high boundary (High^higrh-value, Low= low- value) . Current 
value is value unit. 

Probable cause 

The number of invalid CRCs that the port experiences rose above the high boundary. This error generally 
indicates deteriorating fabric hardware. 

Recommended action 

1. Check your SFPs, cables, and connections for faulty hardware. 

2. Verify that all optical hardware is clean. 

Severity 

WARNING 

FW-1183 

Message 

timestamp, [FW-1183], sequence-number, , INFO, system-name, port-name, 
label, is between high and low boundaries {E.igh=high-value , Low= low-value) . 
Current value is value unit. 
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Probable cause 

The number of invalid CRCs that the port experiences changed from a value outside the acceptable range 
to a value within the acceptable range. Frequent fluctuations in CRC errors generally indicate an aging 
fabric. 

Recommended action 

Respond to this message as is appropriate for the relevant policy of the end-user installation. 

1. Check your SFPs, cables, and connections for faulty hardware. 

2. Verify that all optical hardware is clean. 

Severity 

INFO 

FW-1184 

Message 

timestamp, [FW-1184], sequence-number, , INFO, system-name, port-name, 
label, value has changed (Kigh=high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The percentage of incoming traffic that the port experiences changed. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1185 

Message 

timestamp , [FW-1185] , sequence-number , , INFO, system-name , port-name , 

label, is below low boundary (High=high-value, Low=loiv- value) . Current 
value is value unit. 

Probable cause 

The percentage of incoming traffic that the port experiences fell below the low boundary. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 
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Severity 

INFO 



FW-1186 

Message 



timestamp, [FW-1186], sequence-number, , INFO, system-name, port-name, 
label, is above high boundary (B.lgh=high-value , Low=low- value) . Current 
value is value unit. 



Probable cause 

The percentage of incoming traffic that the port experiences rose above the high boundary. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1187 

Message 



timestamp, [FW-1187], sequence-number, , INFO, system-name, port-name, 
label, is between high and low boundaries (High=hig"h- value, Low=low-value) 
Current value is value unit. 



Probable cause 

The percentage of incoming traffic that the port experiences changed from a value outside the acceptable 
range to a value within the acceptable range. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1188 



Message 

timestamp, [FW-1188], sequence-number, , INFO, system-name, port-name, 
label, value has changed (Kigh=high-value, Low= low-value) . Current value is 
value unit. 

Probable cause 

The percentage of outgoing traffic that the port experiences changed. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1189 

Message 

timestamp, [FW-1189], sequence-number, , INFO, system-name, port-name, 

label, is below low boundary {Kigh=high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The percentage of outgoing traffic that the port experiences fell below the low boundary. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1190 

Message 

timestamp, [FW-1190], sequence-number, , INFO, system-name, port-name, 
label, is above high boundary (High=high- value, Low= low-value) . Current 
value is value unit. 

Probable cause 

The percentage of outgoing traffic that the port experiences rose above the high boundary. 
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Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1191 



Message 



timestamp, [FW-1191], sequence-number, , INFO, system-name, port-name, 
label, is between high and low boundaries (K±gh=high-value , Low= low-value) . 
Current value is value unit. 



Probable cause 

The percentage of outgoing traffic that the port experiences changed from a value outside the acceptable 
range to a value within the acceptable range. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1192 



Message 



timestamp, [FW-1192], sequence-number, , INFO, system-name, port-name, 
label, value has changed (H.igh=high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The number of state changes that the port experiences changed. The state of the port has changed for 
one of the following reasons; the port: 

Has gone offline 

Has come online 

• Is testing 

• Is faulty 

9 Has become an E Port 
■ Has become an F Port 
Has segmented 
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Has become a trunk port 

Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 



INFO 



FW-1193 

Message 



timestamp, [FW-1193], sequence-number, , INFO, system-name, port-name, 
label, is below low boundary (B.lgh= hi gh-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of state changes that the port experiences fell below the low boundary. A low number of port 
state changes means that the switch is functioning normally. The state of the port has changed for one of 
the following reasons; the port: 

Has gone offline 

Has come online 

Is testing 

Is faulty 

Has become an E Port 
Has become an F Port 
Has segmented 
Has become a trunk port. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 



INFO 



FW-1194 

Message 



timestamp, [FW-1194], sequence-number, , WARNING, system-name, port-name, 
label, is above high boundary (High=high- value, ~Lovi= low-value) . Current 
value is value unit. 
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Probable cause 

The number of state changes that the port experiences rose above the high boundary. The state of the 
port has changed for one of the following reasons; the port: 

Has gone offline 

Has come online 

Is testing 

Is faulty 

Has become an EPort 
Has become an FPort 
Has segmented 
Has become a trunk port. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 



WARNING 



FW-1195 



Message 



timestamp, [FW-1195], sequence-number, , INFO, system-name, port-name, 
label, is between high and low boundaries (High=high-value, Low=low-value) . 
Current value is value unit. 



Probable cause 

The number of state changes that the port experiences changed from a value outside the acceptable 
range to a value within the acceptable range. The state of the port has changed for one of the following 
reasons; the port: 

Has gone offline 

• Has come online 



Is testing 
Is faulty 

Has become an E Port 
Has become an F Port 
Has segmented 
Has become a trunk port 
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Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1216 

Message 

timestamp, [FW-1216], sequence-number, , INFO, system-name, label, value 
has changed (H.igh=high-value , ~Low= low-value) . Current value is value unit. 

Probable cause 

The number of AL PA CRC errors changed. This indicates that errors were detected in the FC frame. 
Invalid CRC messages occur when the number of CRC errors in Fibre Channel frames for specific source 
ID (SJD) and destination ID (D ID) pairs change. These messages may also be caused by dirty 
equipment, temperature fluctuations, and aging equipment. 

Recommended action 

1. Set your high boundaries to five- or six-digit figures; only large numbers of messages indicate a 
problem in this area. 

2. Verify that your optical components are clean and function properly. 

3. Check for damage from heat and age. 

4. Replace deteriorating cables or SFPs. 

Severity 

INFO 



FW-1217 

Message 



timestamp, [FW-1217], sequence-number, , INFO, system-name, label, is below 
low boundary (B.lgh=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of AL_PA CRC errors fell below the low boundary. This indicates that errors were detected in 
the FC frame. Invalid CRC messages occur when the number of CRC errors in Fibre Channel frames for 
specific source ID (SJD) and destination ID (D ID) pairs change. These messages may also be caused by 
dirty equipment, temperature fluctuations, and aging equipment. A low level of invalid CRC errors means 
that the switch is functioning normally. 

Recommended action 

Set your high boundaries to five- or six-digit figures; only large numbers of messages indicate a problem 
in this area. Respond to this message as is appropriate for the relevant policy of the end-user installation. 
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Severity 

INFO 

FW-1218 

Message 

timestamp, [FW-1218], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=high-value , ~Lovr= low-value) . Current value is 
value unit. 

Probable cause 

The number of CRC errors rose above the high boundary. This indicates that errors were detected in the 
FC frame. Invalid CRC messages occur when the number of CRC errors in Fibre Channel frames for 
specific source ID (S_ID) and destination ID (D ID) pairs change. These messages may also be caused by 
dirty equipment, temperature fluctuations, and aging equipment. 

Recommended action 

1. Set your high boundaries to five- or six-digit figures; only large numbers of messages indicate a 
problem in this area. 

2. When an above-the-boundary message is received, check for a faulty cable or deteriorated SFP. 

3. Replace the cable or SFP if necessary. 

4. Try cleaning the connectors. 

5. Check for damage from heat and deterioration from age. 

Severity 

WARNING 



FW-1219 

Message 

timestamp, [FW-1219], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=high-value, L,ow= low-value) . Current 
value is value unit. 



Probable cause 

The number of CRC errors changed from a value outside the acceptable range to a value within the 
acceptable range. This indicates that errors have been detected in the FC frame. Invalid CRC messages 
occur when the number of CRC errors in Fibre Channel frames for specific source ID (S_ID) and 
destination ID (D ID) pairs change. These messages may also be caused by dirty equipment, temperature 
fluctuations, and aging equipment. 

Recommended action 

Respond to this message as is appropriate for the relevant policy of the end-user installation. Set your 
high boundaries to five- or six-digit figures; only large numbers of messages indicate a problem in this 
area. 
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Severity 

INFO 

FW-1240 

Message 

timestamp, [FW-1240], sequence-number, , INFO, system-name, label, value 
has changed (Kigh=high-value , Low= 1 ow-val ue ) . Current value is value unit. 

Probable cause 

The number of EE CRC errors changed. Invalid CRC messages occur when the number of CRC errors in 
Fibre Channel frames for specific source ID (S_ID) and destination ID (D ID) pairs change. These 
messages may also be caused by dirty equipment, temperature fluctuations, and aging equipment. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1241 

Message 

timestamp, [FW-1241], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of EE CRC errors fell below the low boundary. Invalid CRC messages occur when the number 
of CRC errors in Fibre Channel frames for specific source ID (S_ID) and destination ID (D ID) pairs 
change. These messages may also be caused by dirty equipment, temperature fluctuations, and aging 
equipment. A low number of CRC errors means that the fabric is functioning normally. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. The CRC error area of the End-to-End Performance Monitor class helps you tune your fabric. 
To reduce CRC messages, experiment with alternative topologies and cabling schemes. 

Severity 

INFO 
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FW-1242 



Message 

timestamp, [FW-1242], sequence-number, , WARNING, system-name, label, is 
above high boundary (Kigh-high-value , Low= low-value) . Current value is 
value unit. 



Probable cause 



The number of EE CRC errors rose above the high boundary. Invalid CRC messages occur when the 
number of CRC errors in Fibre Channel frames for specific source ID (S_ID) and destination ID (DJD) 
pairs change. These messages may also be caused by dirty equipment, temperature fluctuations, and 
aging equipment. 



Recommended action 



The CRC error area of the End-to-End Performance Monitor class helps the user tune the fabric. To reduce 
CRC errors, experiment with alternative topologies and cabling schemes. Clean equipment, check 
temperatures, and replace old hardware. 



Severity 

WARNING 



FW-1243 



Message 

timestamp, [FW-1243], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higrh-value, Low=loiv- value) . Current 
value is value unit. 



Probable cause 

The number of EE CRC errors changed from a value outside the acceptable range to a value within the 
acceptable range. Invalid CRC messages occur when the number of CRC errors in Fibre Channel frames 
for specific source ID (S_ID) and destination ID (D ID) pairs change. These messages may also be caused 
by dirty equipment, temperature fluctuations, and aging equipment. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1244 



Message 

timestamp, [FW-1244], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value, Low= low -value) . Current value is value unit. 



Probable cause 

The number of EE word frames that the switch receives changed. Receive-performance messages appear 
due to the number of word frames that travel from the configured S_ID to the D ID pair. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1245 

Message 



timestamp, [FW-1245], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of EE word frames that the switch receives fell below the low boundary. Receive-performance 
messages appear due to the number of word frames that travel from the configured S_ID to the D ID pair. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1246 



Message 

timestamp, [FW-1246], sequence-number, , INFO, system-name, label, is above 
high boundary (High=hig.h-value, Low=Iow- value) . Current value is value 
uni t . 
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Probable cause 



The number of EE word frames that the switch receives rose above the high boundary. 
Receive-performance messages appear due to the number of word frames that travel from the configured 
S_ID to the D_ID pair. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1247 

Message 



timestamp, [FW-1247], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=high-value, Low=Iow-vaIue) . Current 
value is value unit. 



Probable cause 



The number of EE word frames that the switch receives changed from a value outside the acceptable 
range to a value within the acceptable range. Receive-performance messages appear due to the number 
of word frames that travel from the configured S_ID to the D ID pair. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1248 

Message 



timestamp, [FW-1248], sequence-number, , INFO, system-name, label, value 
has changed (High=hig r h-value, Low= low- value) . Current value is value unit. 



Probable cause 

The number of EE word frames that the switch transmits changed. Transmit-performance messages 
appear due to the number of word frames that travel from the configured S_ID to the D ID pair. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 
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Severity 

INFO 



FW-1249 



Message 

timestamp, [FW-1249], sequence-number, , INFO, system-name, label, is below 
low boundary (Righ=high-value , ~Lovr= low-value) . Current value is value unit. 



Probable cause 



The number of EE word frames that the switch transmits fell below the low boundary. 
Transmit-performance messages appear due to the number of word frames that travel from the configured 
S_ID to the D_ID pair. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1250 



Message 

timestamp, [FW-1250], sequence-number, , INFO, system-name, label, is above 
high boundary (High^higrh-value, Low=low-vaIue) . Current value is value 
uni t . 



Probable cause 

The number of EE word frames that the switch transmits rose above the high boundary. 
Transmit-performance messages appear due to the number of word frames that travel from the configured 
S_ID to the DJD pair. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 
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FW-1251 



Message 

timestamp, [FW-1251], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (Righ-high-value , Low= low-value) . Current 
value is value unit. 



Probable cause 



The number of EE word frames that the switch transmits changed from a value outside the acceptable 
range to a value within the acceptable range. Transmit-performance messages appear due to the number 
of word frames that travel from the configured S_ID to the D ID pair. 



Recommended action 



No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1272 



Message 

timestamp, [FW-1272], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value , ~Lovi= low-value) . Current value is value unit. 



Probable cause 

The number of frame types or commands that the port receives changed. The port received SCSI Read, 
SCSI Write, SCSI Read and Write, SCSI Traffic, or IP commands in a frame. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1273 



Message 

timestamp, [FW-1273], sequence-number, , INFO, system-name, label, is below 
low boundary (High=higrh-value, Low= 1 ow- value) . Current value is value unit. 
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Probable cause 

The number of frame types or commands that the port receives fell below the low boundary. The port 
received SCSI Read, SCSI Write, SCSI Read and Write, SCSI Traffic, or IP commands in a frame. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1274 

Message 

timestamp, [FW-1274], sequence-number, , INFO, system-name, label, is above 
high boundary (High=Fil ter-counter, Low=Low-value) . Current value is value 
uni t . 

Probable cause 

The number of frame types or commands that the port receives rose above the high boundary. The port 
received SCSI Read, SCSI Write, SCSI Read and Write, SCSI Traffic, or IP commands in a frame. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 

FW-1275 

Message 

timestamp, [FW-1275], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {Righ-high-value , Low=2ow- value) . Current 
value is value unit. 

Probable cause 

The number of frame types or commands that the port receives changed from a value outside the 
acceptable range to a value within the acceptable range. The port received SCSI Read, SCSI Write, SCSI 
Read and Write, SCSI Traffic, or IP commands in a frame. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 
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Severity 

INFO 



FW-1296 

Message 



timestamp, [FW-1296], sequence-number, , INFO, system-name, label, value 
has changed (Kigh=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of telnet violations changed. Telnet violations indicate that a telnet connection request was 
received from an unauthorized IP address. The TELNETPOLICY contains a list of TCP/IP addresses that 
are authorized to establish telnet connections to switches in the fabric. The IP addresses use standard dot 
notation (for example, 255. 255. 255. 25 5). 



Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 



Severity 

INFO 



FW-1297 

Message 



timestamp, [FW-1297], sequence-number, , INFO, system -name, label, is below 
low boundary (High=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of telnet violations fell below the low boundary. Telnet violations indicate that a telnet 
connection request was received from an unauthorized IP address. The TELNET POLICY contains a list of 
TCP/IP addresses that are authorized to establish telnet connections to switches in the fabric. The IP 
addresses use standard dot notation (for example, 255.255.255 .255). 

Recommended action 

No action is required. 



Severity 

INFO 
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FW-1298 



Message 

timestamp, [FW-1298], sequence-number, , WARNING, system -name, label, is 
above high boundary {Righ-high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The number of telnet violations rose above the high boundary. Telnet violations indicate that a telnet 
connection request was received from an unauthorized IP address. The TELNETPOLICY contains a list of 
TCP/IP addresses that are authorized to establish telnet connections to switches in the fabric. The IP 
addresses use standard dot notation (for example, 255.255.255. 255). 

Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

WARNING 

FW-1299 

Message 

timestamp, [FW-1299], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higr.h-value, Low=Ioiv- value) . Current 
value is value unit. 

Probable cause 

The number of telnet violations changed from a value outside the acceptable range to a value within the 
acceptable range. Telnet violations indicate that a telnet connection request was received from an 
unauthorized IP address. The TELNET POLICY contains a list of TCP/IP addresses that are authorized to 
establish telnet connections to switches in the fabric. The IP addresses use standard dot notation (for 
example, 255.255.255.255). 

Recommended action 

No action is required. 

Severity 

INFO 
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FW-1300 



Message 

timestamp, [FW-1300], sequence-number, , INFO, system-name, label, value 
has changed (Righ-high-value , ~Lovi= low-value) . Current value is value unit. 

Probable cause 

The number of HTTP violations changed. HTTP violations indicate that a browser connection request was 
received from an unauthorized IP address. The HTTPPOLICY contains a list of TCP/IP addresses that are 
authorized to establish browser connections to the switches in the fabric. The IP addresses use the 
standard dot notation (for example, 255.255.255.255). 

Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

INFO 

FW-1 301 

Message 

timestamp, [FW-1301], sequence-number, , INFO, system-name, label, is below 
low boundary (High=higrh-value, L,ovi= low-value) . Current value is value unit. 

Probable cause 

The number of HTTP violations fell below the low boundary. HTTP violations indicate that a browser 
connection request was received from an unauthorized IP address. The HTTP POLICY contains a list of 
TCP/IP addresses that are authorized to establish browser connections to the switches in the fabric. The IP 
addresses use the standard dot notation (for example, 255.255.255.255). 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 302 

Message 

timestamp, [FW-1302], sequence-number, , WARNING, system -name, label, is 
above high boundary (Higii=high-value , Low= low-value) . Current value is 
value unit. 
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Probable cause 

The number of HTTP violations rose above the high boundary. HTTP violations indicate that a browser 
connection request was received from an unauthorized IP address. The HTTPPOLICY contains a list of 
TCP/IP addresses that are authorized to establish browser connections to the switches in the fabric. The IP 
addresses use the standard dot notation (for example, 255.255.255. 255). 

Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

WARNING 

FW-1303 

Message 

timestamp, [FW-1303], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {High=high-value , Low=2oiv- value) . Current 
value is value unit. 

Probable cause 

The number of HTTP violations changed from a value outside the acceptable range to a value within the 
acceptable range. HTTP violations indicate that a browser connection request was received from an 
unauthorized IP address. The HTTP POLICY contains a list of TCP/IP addresses that are authorized to 
establish browser connections to the switches in the fabric. The IP addresses use the standard dot notation 
(for example, 255.255.255.255). 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 304 

Message 

timestamp, [FW-1304], sequence-number, , INFO, system-name, label, value 
has changed (High=higrh-value, ~Lovi= low-value) . Current value is value unit. 

Probable cause 

The number of API violations changed. API violations indicate that an API connection request was 
received from an unauthorized IP address. The SNMP POLICY contains a list of TCP/IP addresses that 
are authorized to establish API connections to switches in the fabric. The IP addresses use standard dot 
notation (for example, 255. 255. 255. 25 5). 
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Recommended action 



Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

INFO 

FW-1305 

Message 

timestamp, [FW-1305], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high- value, how- low-value) . Current value is value unit. 

Probable cause 

The number of API violations fess below the low boundary. API violations indicate that an API connection 
request was received from an unauthorized IP address. The SNMPPOLICY contains a list of TCP/IP 
addresses that are authorized to establish API connections to switches in the fabric. The IP addresses use 
standard dot notation (for example, 255.255.255.255). 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 306 

Message 

timestamp, [FW-1306], sequence-number, , WARNING, system -name, label, is 
above high boundary (High^high-value, Low=low- value) . Current value is 
value unit. 

Probable cause 

The number of API violations rose above the high boundary. API violations indicate that an API 
connection request was received from an unauthorized IP address. The SNMP POLICY contains a list of 
TCP/IP addresses that are authorized to establish API connections to switches in the fabric. The IP 
addresses use standard dot notation (for example, 255.255.255 .255). 

Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

WARNING 
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FW-1307 



Message 

timestamp, [FW-1307], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High^high- value, Low= low-value) . Current 
value is value unit. 



Probable cause 

The number of API violations changed from a value outside the acceptable range to a value within the 
acceptable range. API violations indicate that an API connection request was received from an 
unauthorized IP address. The SNMP POLICY contains a list of TCP/IP addresses that are authorized to 
establish API connections to switches in the fabric. The IP addresses use standard dot notation (for 
example, 255.255.255.255). 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1308 

Message 



timestamp, [FW-1308], sequence-number, , INFO, system-name, label, value 
has changed (H.igh=high-value , ~Low= low-value) . Current value is value unit. 



Probable cause 

The number of RSNMP violations changed. RSNMP violations indicate that an SNMP get operation 
request was received from an unauthorized IP address. 

Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

INFO 

FW-1 309 



Message 

timestamp, [FW-1309], sequence-number, , INFO, system-name, label, is below 
low boundary (High=higrh-vaJue, L,ow= low-value) . Current value is value unit. 
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Probable cause 

The number of RSNMP violations fell below the low boundary. RSNMP violations indicate that an SNMP 
get operation request was received from an unauthorized IP address. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 31 0 

Message 

timestamp, [FW-1310], sequence-number, , WARNING, system-name, label, is 
above high boundary (High-high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The number of RSNMP violations rose above the high boundary. RSNMP violations indicate that an 
SNMP get operation request was received from an unauthorized IP address. 

Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

WARNING 

FW-1 311 

Message 

timestamp, [FW-1311] , sequence-number, , INFO, system-name, label, is 
between high and low boundaries (Kigh-high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of RSNMP violations changed from a value outside the acceptable range to a value within 
the acceptable range. RSNMP violations indicate that an SNMP get operation request was received from 
an unauthorized IP address. 

Recommended action 

No action is required. 

Severity 

INFO 
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FW-1312 



Message 



timestamp, [FW-1312], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value, Low= low-value) . Current value is value unit. 



Probable cause 



The number of WSNMP violations changed. WSNMP violations indicate that an SNMP get/set 
operation request was received from an unauthorized IP address. 



Recommended action 



Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 



Severity 

INFO 



FW-1313 

Message 



timestamp, [FW-1313], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of WSNMP violations fell below the low boundary. WSNMP violations indicate that an 
SNMP get/set operation request was received from an unauthorized IP address. 

Recommended action 

No action is required. 



Severity 

INFO 



FW-1314 



Message 

timestamp, [FW-1314], sequence-number, , WARNING, system-name, label, is 
above high boundary (High^hi^h-value, Low=low- value) . Current value is 
value unit. 



Probable cause 

The number of WSNMP violations rose above the high boundary. WSNMP violations indicate that an 
SNMP get/set operation request was received from an unauthorized IP address. 
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Recommended action 



Run the errShow command to determine the IP address that sent the request. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

WARNING 

FW-1 31 5 

Message 

timestamp, [FW-1315], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {Righ-high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of WSNMP violations changed from a value outside the acceptable range to a value within 
the acceptable range. WSNMP violations indicate that an SNMP get/set operation request was received 
from an unauthorized IP address. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 31 6 

Message 

timestamp, [FW-1316], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value, Low=Iow-vaIue) . Current value is value unit. 

Probable cause 

The number of SES violations changed. SES violations indicate that a SCSI Enclosure Services (SES) 
request was received from an unauthorized WWN. The SES_POLICY contains a list of WWNs of device 
ports that are allowed to access the SES Server functionality. 

Recommended action 

Run the errShow command to determine the IP address that sent the request. Responses to security class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

INFO 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 1 81 



FW-1 31 7 



Message 

timestamp, [FW-1317], sequence-number, , INFO, system-name, label, is below 
low boundary (H.igh=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of SES violations fell below the low boundary. SES violations indicate that a SCSI Enclosure 
Services (SES) request was received from an unauthorized WWN. The SES_POLICY contains a list of 
WWNs of device ports that are allowed to access the SES Server functionality. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 31 8 

Message 

timestamp, [FW-1318], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=higr.h-value, Low= low-value) . Current value is 
value unit. 

Probable cause 

The number of SES violations rose above the high boundary. SES violations indicate that a SCSI 
Enclosure Services (SES) request was received from an unauthorized WWN. The SES_POLICY contains a 
list of WWNs of device ports that are allowed to access the SES Server functionality. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

WARNING 

FW-1 31 9 

Message 

timestamp, [FW-1319], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (Righ-high-value , Low= low-value) . Current 
value is value unit. 
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Probable cause 



The number of SES violations changed from a value outside the acceptable range to a value within the 
acceptable range. SES violations indicate that a SCSI Enclosure Services (SES) request was received from 
an unauthorized WWN. The SES_POLICY contains a list of WWNs of device ports that are allowed to 
access the SES Server functionality. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1320 

Message 



timestamp, [FW-1320], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value , ~Low= low-value) . Current value is value unit. 



Probable cause 

The number of MS violations changed. MS violations indicate that a Management Server (MS) access 
request was received from an unauthorized WWN. The MS_POLICY contains a list of WWNs of device 
ports that are allowed to access the Management Server functionality. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

INFO 



FW-1321 

Message 



timestamp, [FW-1321], sequence-number, , INFO, system-name, label, is below 
low boundary (Hlg~h=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of MS violations fell below the low boundary. MS violations indicate that a Management 
Server (MS) access request was received from an unauthorized WWN. The MS_POLICY contains a list of 
WWNs of device ports that are allowed to access the Management Server functionality. 

Recommended action 

No action is required. 
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Severity 

INFO 



FW-1322 

Message 



timestamp, [FW-1322], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=high-va2ue, ~Lov/= low-value) . Current value is 
value unit. 



Probable cause 



The number of MS violations rose above the high boundary. MS violations indicate that a Management 
Server (MS) access request was received from an unauthorized WWN. The MS_POLICY contains a list of 
WWNs of device ports that are allowed to access the Management Server functionality. 



Recommended action 



Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 



Severity 

WARNING 



FW-1323 

Message 



timestamp, [FW-1323], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=hig r h-value, Low=Ioiv- value) . Current 
value is value unit. 

Probable cause 

The number of MS violations changed from a value outside the acceptable range to a value within the 
acceptable range. MS violations indicate that a Management Server (MS) access request was received 
from an unauthorized WWN. The MS_POLICY contains a list of WWNs of device ports that are allowed 
to access the Management Server functionality. 

Recommended action 

No action is required. 

Severity 

INFO 
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FW-1 324 



Message 

timestamp, [FW-1324], sequence-number, , INFO, system-name, label, value 
has changed (Righ-high-value , Low=Ioiv- value) . Current value is value unit. 

Probable cause 

The number of serial violations changed. Serial violations indicate that an unauthorized serial port 
request was received. The SERIAL_POLICY contains a list of switch WWNs for which serial port access is 
enabled. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

INFO 

FW-1 325 

Message 

timestamp, [FW-1325], sequence-number, , INFO, system-name, label, is below 
low boundary (High=higrfr-value, ~Lovi= low-value) . Current value is value unit. 

Probable cause 

The number of serial violations fell below the low boundary. Serial violations indicate that an 
unauthorized serial port request was received. The SERIAL POLICY contains a list of switch WWNs for 
which serial port access is enabled. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 326 

Message 

timestamp, [FW-1326], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=hi grh-value, Low=low-value) . Current value is 
value unit. 
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Probable cause 

The number of serial violations rose above the high boundary. Serial violations indicate that an 
unauthorized serial port request was received. The SERIALPOLICY contains a list of switch WWNs for 
which serial port access is enabled. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

WARNING 

FW-1327 

Message 

timestamp, [FW-1327], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {Hlgh=high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of serial violations changed from a value outside the acceptable range to a value within the 
acceptable range. Serial violations indicate that an unauthorized serial port request was received. The 
SERIAL POLICY contains a list of switch WWNs for which serial port access is enabled. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1328 

Message 

timestamp, [FW-1328], sequence-number, , INFO, system-name, label, value 
has changed (High=hig".h-value, Low=loiv- value) . Current value is value unit. 

Probable cause 

The number of front panel violations changed. Front panel violations indicate that an unauthorized front 
panel request was received. The FRONTPANEL POLICY contains a list of switch WWNs for which front 
panel access is enabled. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 
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Severity 

INFO 

FW-1329 

Message 

timestamp, [FW-1329], sequence-number, , INFO, system-name, label, is below 
low boundary {Kigh=high-value , ~Low= low-value) . Current value is value unit. 

Probable cause 

The number of front panel violations fell below the low boundary. Front panel violations indicate that an 
unauthorized front panel request was received. The FRONTPANELPOLICY contains a list of switch 
WWNs for which front panel access is enabled. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1330 

Message 

timestamp, [FW-1330], sequence-number, , WARNING, system-name, label, is 
above high boundary (Higli-high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The number of front panel violations rose above the high boundary. Front panel violations indicate that 
an unauthorized front panel request was received. The FRONTPANEL POLICY contains a list of switch 
WWNs for which front panel access is enabled. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

WARNING 
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FW-1331 



Message 

timestamp, [FW-1331], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {Hlgh=high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of front panel violations changed from a value outside the acceptable range to a value within 
the acceptable range. Front panel violations indicate that an unauthorized front panel request was 
received. The FRONTPANELPOLICY contains a list of switch WWNs for which front panel access is 
enabled. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1332 

Message 

timestamp, [FW-1332], sequence-number, , INFO, system-name, label, value 
has changed {H.±gh=high-value , Low= 1 ow-val ue ) . Current value is value unit. 

Probable cause 

The number of SCC violations changed. SCC violations indicate that an unauthorized switch tried to join 
the fabric. The SCC_POLICY contains a list of switches by WWN that are allowed to be members of a 
fabric. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

INFO 

FW-1333 

Message 

timestamp, [FW-1333], sequence-number, , INFO, system-name, label, is below 
low boundary {H.igh=high-value , Low= low-value) . Current value is value unit. 
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Probable cause 



The number of SCC violations fell below the low boundary. SCC violations indicate that an unauthorized 
switch tried to join the fabric. The SCC_POLICY contains a list of switches by WWN that are allowed to 
be members of a fabric. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 334 

Message 

timestamp, [FW-1334], sequence-number, , WARNING, system -name, label, is 
above high boundary {Kigh-high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The number of SCC violations rose above the high boundary. SCC violations indicate that an 
unauthorized switch tried to join the fabric. The SCC_POLICY contains a list of switches by WWN that 
are allowed to be members of a fabric. 

Recommended action 

Run the errShow command to determine the WWN of the device that sent the request. Responses to 
security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

WARNING 

FW-1 335 

Message 

timestamp, [FW-1335], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {High-high-value , Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of SCC violations changed from a value outside the acceptable range to a value within the 
acceptable range. SCC violations indicate that an unauthorized switch tried to join the fabric. The 
SCC_POLICY contains a list of switches by WWN that are allowed to be members of a fabric. 

Recommended action 

No action is required. 
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Severity 

INFO 



FW-1336 

Message 

timestamp, [FW-1336], sequence-number, , INFO, system-name, label, value 
has changed (Kigh=high-value , Low= 1 ow-val ue ) . Current value is value unit. 

Probable cause 

The number of DCC violations has changed. 

DCC violations indicate that an unauthorized device tried to join the fabric. The DCC_POLICY allows for 
the specification of rules for binding device ports (typically HBA ports) to specific switch ports. DCC 
policies ensure that whenever a device performs a fabric login (FLOGI) request, the WWN specified in 
the FLOGI is validated to be connected to the authorized port. Enforcement for private loop devices not 
performing FLOGI is done through the Name Server. 

Recommended action 

Run the errShow command to determine the device WWN, switch WWN, and switch port. Responses 
to security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 

Severity 

INFO 

FW-1337 

Message 

timestamp, [FW-1337], sequence-number, , INFO, system-name, label, is below 
low boundary (BRign-high-value , Low= 1 ow-val ue ) . Current value is value 
uni t . 

Probable cause 

The number of DCC violations fell below the low boundary. 

DCC violations indicate that an unauthorized device tried to join the fabric. The DCC_POLICY allows for 
the specification of rules for binding device ports (typically HBA ports) to specific switch ports. DCC 
policies ensure that whenever a device performs a fabric login (FLOGI) request, the WWN specified in 
the FLOGI is validated to be connected to the authorized port. Enforcement for private loop devices not 
performing FLOGI is done through the Name Server. 

Recommended action 

No action is required. 

Severity 

INFO 
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FW-1338 



Message 

timestamp, [FW-1338], sequence-number, , WARNING, system-name, label, is 
above high boundary (Righ-high-value , Low= low-value) . Current value is 
value unit. 



Probable cause 

The number of DCC violations rose above the high boundary. 

DCC violations indicate that an unauthorized device tried to join the fabric. The DCC_POLICY allows for 
the specification of rules for binding device ports (typically HBA ports) to specific switch ports. DCC 
policies ensure that whenever a device performs a fabric login (FLOGI) request that the WWN specified 
in the FLOGI is validated to be connected to the authorized port. Enforcement for private loop devices not 
performing FLOGI is done through the Name Server. 

Recommended action 

Run the errShow command to determine the device WWN, switch WWN, and switch port. Responses 
to security-class messages depend on user policies. Consult your security administrator for response 
strategies and policies. 



Severity 

WARNING 



FW-1 339 



Message 



timestamp, [FW-1339], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higr.fr- value, Low= low-value) . Current 
value is value unit. 



Probable cause 

The number of DCC violations changed from a value outside the acceptable range to a value within the 
acceptable range. 

DCC violations indicate that an unauthorized device tried to join the fabric. The DCC_POLICY allows for 
the specification of rules for binding device ports (typically HBA ports) to specific switch ports. DCC 
policies ensure that whenever a device performs a fabric login (FLOGI) request that the WWN specified 
in the FLOGI is validated to be connected to the authorized port. Enforcement for private loop devices not 
performing FLOGI is done through the name server. 

Recommended action 

No action is required. 



Severity 

INFO 
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FW-1 340 



Message 

timestamp, [FW-1340], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value, Low= low-value) . Current value is value unit. 



Probable cause 

The number of login violations changed. Login violations indicate that a login failure was detected. 

Recommended action 

Run the errShow command to determine the IP location of the login attempt. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

INFO 



FW-1 341 



Message 



timestamp, [FW-1341], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of login violations fell below the low boundary. Login violations indicate that a login failure 
was detected. 

Recommended action 

No action is required. 



Severity 

INFO 



FW-1 342 



Message 

timestamp, [FW-1342], sequence-number, , WARNING, system-name, label, is 
above high boundary {High-high-value , ~Lovr= low-value) . Current value is 
value unit. 



Probable cause 



The number of login violations rose above the high boundary. Login violations indicate that a login failure 
was detected. 
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Recommended action 

Run the errShow command to determine the IP location of the login attempt. Responses to security-class 
messages depend on user policies. Consult your security administrator for response strategies and 
policies. 

Severity 

WARNING 

FW-1 343 

Message 

timestamp, [FW-1343], sequence-number, , INFO, system-name, label, 
is between high and low boundaries (High-high-value , Low= low-value) . 
Current value is value unit. 

Probable cause 

The number of login violations changed from a value outside the acceptable range to a value within the 
acceptable range. Login violations indicate that a login failure was detected. 

Recommended action 

No action is required. 

Severity 

INFO 

FW-1 344 

Message 

timestamp, [FW-1344], sequence-number, , INFO, system-name, label, value 
has changed (High=higrfr-value, Low=Ioiv- value) . Current value is value unit. 

Probable cause 

The number of invalid timestamps changed. 

Invalid-timestamp violations indicate that a packet with an invalid timestamp was received from the 
primary fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to other switches in the fabric, the packet is 
tagged with a timestamp. The receiving switch compares this timestamp to its current time. If the 
difference is too great, the receiving switch rejects the packet. This counter keeps track of packets 
rejected due to invalid timestamps. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 
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Severity 

INFO 



FW-1345 



Message 

timestamp, [FW-1345], sequence-number, , INFO, system-name, label, is below 
low boundary {Hig~h=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of invalid timestamps fell below the low boundary. 

Invalid-timestamp violations indicate that a packet with an invalid timestamp was received from the 
primary fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to other switches in the fabric, the packet is 
tagged with a timestamp. The receiving switch compares this timestamp to its current time. If the 
difference is too great, the receiving switch rejects the packet. This counter keeps track of packets 
rejected due to invalid timestamps. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1346 



Message 

timestamp, [FW-1346], sequence-number, , WARNING, system-name, label, is 
above high boundary {High-high-value , ~Lovr= low-value) . Current value is 
value unit. 



Probable cause 

The number of invalid timestamps rose above the high boundary. 

Invalid-timestamp violations indicate that a packet with an invalid timestamp was received from the 
primary fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to other switches in the fabric, the packet is 
tagged with a timestamp. The receiving switch compares this timestamp to its current time. If the 
difference is too great, the receiving switch rejects the packet. This counter keeps track of packets 
rejected due to invalid timestamps. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 
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Severity 

WARNING 



FW-1 347 

Message 



timestamp, [FW-1347], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {High-high-value , Low=2cw- value) . Current 
value is value unit. 

Probable cause 

The number of invalid timestamps changed from a value outside the acceptable range to a value within 
the acceptable range. 

Invalid-timestamp violations indicate that a packet with an invalid timestamp was received from the 
primary fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to other switches in the fabric, the packet is 
tagged with a timestamp. The receiving switch compares this timestamp to its current time. If the 
difference is too great, the receiving switch rejects the packet. This counter keeps track of packets 
rejected due to invalid timestamps. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1 348 

Message 



timestamp, [FW-1348], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value , Low= low- value) . Current value is value unit. 



Probable cause 

The number of invalid signatures changed. 

Invalid-signature violations indicate that a packet with an invalid signature was received from the primary 
fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to the other switches in the fabric, the packet is 
signed using the private key of the primary FCS. The receiving switch has to verify this signature with the 
public key of the primary FCS switch. If verification fails, the receiving switch rejects the packet. This 
counter keeps track of the number of packets received with invalid signatures. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 
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Severity 

INFO 



FW-1349 



Message 

timestamp, [FW-1349], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of invalid signatures fell below the low boundary. 

Invalid-signature violations indicate that a packet with an invalid signature was received from the primary 
fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to the other switches in the fabric, the packet is 
signed using the private key of the primary FCS. The receiving switch has to verify this signature with the 
public key of the primary FCS switch. If verification fails, the receiving switch rejects the packet. This 
counter keeps track of the number of packets received with invalid signatures. 

Recommended action 

No action is required. 



Severity 

INFO 



FW-1350 



Message 

timestamp, [FW-1350], sequence-number, , WARNING, system -name, label, is 
above high boundary {High-high-value , Low=low- value) . Current value is 
value unit. 



Probable cause 

The number of invalid signatures rose above the high boundary. 

Invalid-signature violations indicate that a packet with an invalid signature was received from the primary 
fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to the other switches in the fabric, the packet is 
signed using the private key of the primary FCS. The receiving switch has to verify this signature with the 
public key of the primary FCS switch. If verification fails, the receiving switch rejects the packet. This 
counter keeps track of the number of packets received with invalid signatures. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 
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Severity 

WARNING 



FW-1351 

Message 



timestamp, [FW-1351], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=high-value, Low= low-value) . Current 
value is value unit. 

Probable cause 

The number of invalid signatures changed from a value outside the acceptable range to a value within 
the acceptable range. 

Invalid-signature violations indicate that a packet with an invalid signature was received from the primary 
fabric configuration server (FCS). 

When the primary FCS downloads a new configuration to the other switches in the fabric, the packet is 
signed using the private key of the primary FCS. The receiving switch has to verify this signature with the 
public key of the primary FCS switch. If verification fails, the receiving switch rejects the packet. This 
counter keeps track of the number of packets received with invalid signatures. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1352 

Message 



timestamp, [FW-1352], sequence-number, , INFO, system-name, label, value 
has changed (High=hig r h-value, Low= low- value) . Current value is value unit. 



Probable cause 



The number of invalid certificates changed. A packet with an invalid certificate was received from the 
primary fabric configuration server (FCS). 

Before a new primary FCS switch sends any configuration data to any switch in the fabric, it first sends its 
certificate to all the switches in the fabric. The receiving switch has to verify that the sender is the primary 
FCS switch and its certificate is signed by the Root certificate authority (CA) recognized by the receiving 
switch. This counter keeps track of the number of packets received with invalid certificates. 



Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 
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Severity 

INFO 



FW-1353 



Message 

timestamp, [FW-1353], sequence-number, , INFO, system-name, label, is below 
low boundary (High=high-value, Low= low-value) . Current value is value unit. 



Probable cause 

The number of invalid certificates fell below the low boundary. A packet with an invalid certificate was 
received from the primary fabric configuration server (FCS). 

Before a new primary FCS switch sends any configuration data to any switch in the fabric, it first sends its 
certificate to all the switches in the fabric. The receiving switch has to verify that the sender is the primary 
FCS switch and its certificate is signed by the Root certificate authority (CA) recognized by the receiving 
switch. This counter keeps track of the number of packets received with invalid certificates. 

Recommended action 

No action is required. 



Severity 

INFO 



FW-1354 



Message 

timestamp, [FW-1354], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=hi gh-value, Low=low-value) . Current value is 
value unit. 



Probable cause 



The number of invalid certificates rose above the high boundary. A packet with an invalid certificate was 
received from the primary fabric configuration server (FCS). 

Before a new primary FCS switch sends any configuration data to any switch in the fabric, it first sends its 
certificate to all the switches in the fabric. The receiving switch has to verify that the sender is the primary 
FCS switch and its certificate is signed by the Root certificate authority (CA) recognized by the receiving 
switch. This counter keeps track of the number of packets received with invalid certificates. 



Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

WARNING 
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FW-1355 



Message 

timestamp, [FW-1355], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (Righ-high-value , Low= low-value) . Current 
value is value unit. 



Probable cause 

The number of invalid certificates changed from a value outside the acceptable range to a value within 
the acceptable range. A packet with an invalid certificate has been received from the primary fabric 
configuration server (FCS). 

Before a new primary FCS switch sends any configuration data to any switch in the fabric, it first sends its 
certificate to all the switches in the fabric. The receiving switch has to verify that the sender is the primary 
FCS switch and its certificate is signed by the Root certificate authority (CA) recognized by the receiving 
switch. This counter keeps track of the number of packets received with invalid certificates. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1356 



Message 

timestamp, [FW-1356], sequence-number, , INFO, system-name, label, value 
has changed (Righ-high-value , Low=Iow- value) . Current value is value unit. 



Probable cause 

The number of authentication failures changed. 

Authentication failures can occur for many reasons. The switch on the other side may not support the 
protocol, have an invalid certificate, have a certificate that is not properly signed, or send unexpected 
packets. The port where authentication fails is segmented. This counter keeps track of the number of 
authentication failures. 



Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

INFO 
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FW-1357 



Message 

timestamp, [FW-1357], sequence-number, , INFO, system-name, label, is below 
low boundary (H.lgh=high-value , LiOvi= low-value) . Current value is value unit. 



Probable cause 

The number of authentication failures fell below the low boundary. 

Authentication failures can occur for many reasons. The switch on the other side may not support the 
protocol, have an invalid certificate, have a certificate that is not properly signed, or send unexpected 
packets. The port where authentication fails is segmented. This counter keeps track of the number of 
authentication failures. 

Recommended action 

No action is required. 



Severity 

INFO 



FW-1358 



Message 



timestamp, [FW-1358], sequence-number, , WARNING, system-name, label, is 
above high boundary (High-high-value , Low= low-value) . Current value is 
value unit. 



Probable cause 

The number of authentication failures rose above the high boundary. 

Authentication failures can occur for many reasons. The switch on the other side may not support the 
protocol, have an invalid certificate, have a certificate that is not properly signed, or send unexpected 
packets. The port where authentication fails is segmented. This counter keeps track of the number of 
authentication failures. 



Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

WARNING 
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FW-1359 



Message 



timestamp, [FW-1359], sequence-number, , INFO, system-name, label, is 
between high and low boundaries {Kigh=high-value , Low- low-value) . Current 
value is value unit. 



Probable cause 

The number of authentication failures changed from a value outside the acceptable range to a value 
within the acceptable range. 

Authentication failures can occur for many reasons. The switch on the other side may not support the 
protocol, have an invalid certificate, have a certificate that is not properly signed, or send unexpected 
packets. The port where authentication fails is segmented. This counter keeps track of the number of 
authentication failures. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1 360 



Message 



timestamp, [FW-1360], sequence-number, , INFO, system-name, label, value 
has changed (High=high-value, Low= low- value) . Current value is value unit. 



Probable cause 

The number of SLAP faulty packets changed. This counter keeps track of the number of unexpected SLAP 
packets and SLAP packets with faulty transmission IDs. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

INFO 



FW-1 361 



Message 

timestamp, [FW-1361], sequence-number, , INFO, system-name, label, is below 
low boundary (Kigh=high-value , ~Lovr= low-value) . Current value is value unit. 
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Probable cause 

The number of SLAP faulty packets fell below the low boundary. This counter keeps track of the number of 
unexpected SLAP packets and SLAP packets with faulty transmission IDs. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1362 

Message 

timestamp, [FW-1362], sequence-number, , WARNING, system-name, label, is 
above high boundary (High- hi gh-value , Low= low-value) . Current value is 
value unit. 



Probable cause 



The number of SLAP faulty packets rose above the high boundary. This counter keeps track of the number 
of unexpected SLAP packets and SLAP packets with faulty transmission IDs. 



Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

WARNING 



FW-1363 

Message 



timestamp, [FW-1363], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higr.h-value, Low=2ow- value) . Current 
value is value unit. 

Probable cause 

The number of SLAP faulty packets changed from a value outside the acceptable range to a value within 
the acceptable range. This counter keeps track of the number of unexpected SLAP packets and SLAP 
packets with faulty transmission IDs. 

Recommended action 

No action is required. 

Severity 

INFO 
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FW-1 364 

Message 



timestamp, [FW-1364], sequence-number, , INFO, system-name, label, value 
has changed (Righ-high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of time service (TS) out-of-sync violations changed. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 

Severity 

INFO 



FW-1 365 

Message 

timestamp, [FW-1365], sequence-number, , INFO, system-name, label, is below 
low boundary (Kigh=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of time service out-of-sync violations fell below the low boundary. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1 366 

Message 

timestamp, [FW-1366], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=hi grh-value, Low=low-value) . Current value is 
value unit. 

Probable cause 

The number of time service (TS) out-of-sync violations rose above the high boundary. 
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Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 

Severity 

WARNING 



FW-1367 

Message 



timestamp, [FW-1367], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=high- value, ~Lovi= low-value) . Current 
value is value unit. 

Probable cause 

The number of time service (TS) out-of-sync violations changed from a value outside the acceptable range 
to a value within the acceptable range. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1368 

Message 

timestamp, [FW-1368], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value, Low= low- value) . Current value is value unit. 

Probable cause 

The number of no-FCS violations changed. 

This counter records how often the switch loses contact with the primary fabric configuration server (FCS) 
switch. When the primary FCS switch in the fabric sends its certificate to a switch, the receiving switch 
saves the WWN of that primary FCS switch. If a secure switch finds that no FCSs exist in the fabric, but it 
still has the WWN of the last primary FCS switch, it increments this counter and resets the WWN of the 
primary FCS to all zeroes. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 

Severity 

INFO 
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FW-1 369 



Message 

timestamp, [FW-1369], sequence-number, , INFO, system-name, label, is below 
low boundary (YL±qh.=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of no-FCS violations fell below the low boundary. 

This counter records how often the switch loses contact with the primary fabric configuration server (FCS) 
switch. When the primary FCS switch in the fabric sends its certificate to a switch, the receiving switch 
saves the WWN of that primary FCS switch. If a secure switch finds that no FCSs exist in the fabric, but it 
still has the WWN of the last primary FCS switch, it increments this counter and resets the WWN of the 
primary FCS to all zeroes. 

Recommended action 

No action is required. 



Severity 

INFO 



FW-1 370 

Message 

timestamp, [FW-1370], sequence-number, , WARNING, system-name, label, is 
above high boundary (High=hi grh-value, Low=low-value) . Current value is 
value unit. 



Probable cause 

The number of no-FCS violations rose above the high boundary. 

This counter records how often the switch loses contact with the primary fabric configuration server (FCS) 
switch. When the primary FCS switch in the fabric sends its certificate to a switch, the receiving switch 
saves the WWN of that primary FCS switch. If a secure switch finds that no FCSs exist in the fabric, but it 
still has the WWN of the last primary FCS switch, it increments this counter and resets the WWN of the 
primary FCS to all zeroes. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

WARNING 
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FW-1 371 



Message 

timestamp, [FW-1371], sequence-number, , INFO, system -name, label, is 
between high and low boundaries (High-high- value, Low= low-value) . Current 
value is value unit. 



Probable cause 

The number of no-FCS violations changed from a value outside the acceptable range to a value within the 
acceptable range. 

This counter records how often the switch loses contact with the primary FCS switch. When the primary 
FCS switch in the fabric sends its certificate to a switch, the receiving switch saves the WWN of that 
primary FCS switch. If a secure switch finds that no FCSs exist in the fabric, but it still has the WWN of 
the last primary FCS switch, it increments this counter and resets the WWN of the primary FCS to all 
zeroes. 



Recommended action 

No action is required. 

Severity 

INFO 



FW-1 372 

Message 



timestamp, [FW-1372], sequence-number, , INFO, system-name, label, value 
has changed (High-high-value, Low= low-value) . Current value is value unit. 



Probable cause 

The number of incompatible security database violations changed. The number of secure switches with 
different version stamps has been detected. 

When a switch is in secure mode, it connects only to another switch that is in secure mode and has a 
compatible security database. A compatible security database means that the version stamp and fabric 
configuration server (FCS) policy matches exactly. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 

Severity 

INFO 
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FW-1373 



Message 



timestamp, [FW-1373], sequence-number, , INFO, system-name, label, is below 
low boundary (Kigh=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The number of incompatible security database violations fell below the low boundary. The number of 
secure switches with different version stamps was detected. 

When a switch is in secure mode, it connects only to another switch that is in secure mode and has a 
compatible security database. A compatible security database means that the version stamp and fabric 
configuration server (FCS) policy matches exactly. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1 374 

Message 

timestamp, [FW-1374], sequence-number, , WARNING, system-name, label, 
is above high boundary {Riqh=high-value, Low=/ow-va/ue) . Current value is 
value unit. 

Probable cause 

The number of incompatible security database violations rose above the high boundary. The number of 
secure switches with different version stamps has been detected. 

When a switch is in secure mode, it connects only to another switch that is in secure mode and has a 
compatible security database. A compatible security database means that the version stamp and fabric 
configuration server (FCS) policy matches exactly. 

Recommended action 

Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 

Severity 

WARNING 
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FW-1 375 



Message 

timestamp, [FW-1375], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (High=higrh-value, Low= lew- value) . Current 
value is value unit. 



Probable cause 

The number of incompatible security database violations changed from a value outside the acceptable 
range to a value within the acceptable range. The number of secure switches with different version 
stamps have been detected. 

When a switch is in secure mode, it connects only to another switch that is in secure mode and has a 
compatible security database. A compatible security database means that the version stamp and fabric 
configuration server (FCS) policy matches exactly. 



Recommended action 

No action is required. 

Severity 

INFO 



FW-1 376 

Message 



timestamp, [FW-1376], sequence-number, , INFO, system-name, label, value 
has changed (HigYi-high-value , Low= low-value) . Current value is value unit. 



Probable cause 

The number of illegal commands changed. 

This counter tracks how many times commands allowed only on the primary fabric configuration server 
(FCS) switch have been executed on a non-primary FCS switch. Many commands can be executed only 
on the primary FCS switch; one security command can be executed only on a backup FCS switch. The 
counter increments every time someone issues one of these commands on a switch where it is not 
allowed. 



Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

INFO 
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FW-1 377 



Message 

timestamp, [FW-1377], sequence-number, , INFO, system-name, label, is below 
low boundary (Kigh=high-value , Low=Icw- value) . Current value is value unit. 



Probable cause 

The number of illegal commands fell below the low boundary. 

This counter tracks how many times commands allowed only on the primary fabric configuration server 
(FCS) switch have been executed on a non-primary FCS switch. Many commands can be executed only 
on the primary FCS switch; one security command can be executed only on a backup FCS switch. The 
counter increments every time someone issues one of these commands on a switch where it is not 
allowed. 

Recommended action 

No action is required. 



Severity 

INFO 



FW-1 378 

Message 

timestamp, [FW-1378], sequence-number, , WARNING, system-name, label, is 
above high boundary {Hig~h=high-value , LiOvt= low-value) . Current value is 
value unit. 



Probable cause 

The number of illegal commands rose above the high boundary. 

This counter tracks how many times commands allowed only on the primary fabric configuration server 
(FCS) switch have been executed on a non-primary FCS switch. Many commands can be executed only 
on the primary FCS switch; one security command can be executed only on a backup FCS switch. The 
counter increments every time someone issues one of these commands on a switch where it is not 
allowed. 



Recommended action 



Responses to security-class messages depend on user policies. Consult your security administrator for 
response strategies and policies. 



Severity 

WARNING 
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FW-1379 



Message 



timestamp, [FW-1379], sequence-number,, INFO, system-name, label, is 
between high and low boundaries (Higii-high-value , how- low-value) . Current 
value is value unit. 



Probable cause 

The number of illegal commands changed from a value outside the acceptable range to a value within 
the acceptable range. 

This counter tracks how many times commands allowed only on the primary fabric configuration server 
(FCS) switch have been executed on a non-primary FCS switch. Many commands can be executed only 
on the primary FCS switch; one security command can be executed only on a backup FCS switch. The 
counter increments every time someone issues one of these commands on a switch where it is not 
allowed. 

Recommended action 

No action is required. 

Severity 

INFO 



FW-1400 

Message 



timestamp, [FW-1400], sequence-number, , INFO, system-name, label, value 
has changed (High=higrh-value, Low= low- value) . Current value is value unit. 

Probable cause 

The flash usage percentage changed. Flash increases and decreases slightly with normal operation of the 
switch. Excessive permanent increases can lead to future problems. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 
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FW-1401 



Message 

timestamp, [FW-1401], sequence-number, , INFO, system-name, label, is below 
low boundary (Hlgh=high-value , Low= low-value) . Current value is value unit. 

Probable cause 

The flash usage percentage fell below the low boundary. Flash increases and decreases slightly with 
normal operation of the switch. Excessive permanent increases can lead to future problems. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 



FW-1402 

Message 



timestamp, [FW-1402], sequence-number, , WARNING, system-name, label, is 
above high boundary (Kigh-high-value , Low= low-value) . Current value is 
value unit. 

Probable cause 

The flash usage percentage rose above the high boundary. Flash increases and decreases slightly with 
normal operation of the switch. Excessive permanent increases can lead to future problems. 

Recommended action 

1. Consider removing some unwanted files to create more flash space. 

2. Run the saveCore command to remove files from the kernel space. 

Severity 

WARNING 



FW-1403 

Message 

timestamp, [FW-1403], sequence-number, , INFO, system-name, label, is 
between high and low boundaries (Righ-high-value , Low= low-value) . Current 
value is value unit. 
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Probabl 



e cause 

The flash usage percentage changed from a value outside the acceptable range to a value within the 
acceptable range. Flash increases and decreases slightly with normal operation of the switch. Excessive 
permanent increases can lead to future problems. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 



Severity 

INFO 



FW-1424 

Message 

timestamp, [FW-1424], sequence-number, , WARNING, system -name, Switch 
status changed from previous-state to current- state . 

Probable cause 

The switch status is not in a healthy state due to a policy violation. 

Recommended action 

Run the switchStatusShow command to determine the policy violation. 

Severity 

WARNING 



FW-1425 

Message 

timestamp, [FW-1425], sequence-number, , INFO, system-name, Switch status 
changed from bad-state to HEALTHY. 

Probable cause 

The switch status changed to a healthy state because a policy is no longer violated. 

Recommended action 

No action is required. Respond to this message as is appropriate for the relevant policy of the end-user 
installation. 

Severity 

INFO 
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FW-1426 



Message 

timestamp, [FW-1426], sequence-number, , WARNING, system -name, Switch 
status change contributing factor Power supply: number-bad bad, 
number -mis sing absent. 

Probable cause 

The switch status is not in a healthy state because the number of faulty or missing power supplies is 
greater than or equal to the policy set by the switchStatusPolicySet command. 

Recommended action 

Replace the faulty or missing power supply. 

Severity 

WARNING 



FW-1427 

Message 



timestamp, [FW-1427], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Power supply: number-bad bad. 

Probable cause 

The switch status is not in a healthy state because the number of faulty power supplies is greater than or 
equal to the policy set by the switchStatusPolicySet command. 

Recommended action 

Replace the faulty power supply. 

Severity 

WARNING 



FW-1428 

Message 



timestamp, [FW-1428], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Power supply: 
number -mis sing absent. 



Probable cause 



The switch status is not in a healthy state because the number of missing power supplies is greater than or 
equal to the policy set by the switchStatusPolicySet command. 
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Recommended action 

Replace the missing power supply. 

Severity 

WARNING 



FW-1429 

Message 



timestamp, [FW-1429], sequence-number, , WARNING, system-name, Switch 
status change contributing factor: Power supplies are not redundant. 

Probable cause 

The switch status is not in a healthy state because the power supplies are not in the correct slots for 
redundancy. 

Recommended action 

Rearrange the power supplies so that one is in an odd slot and other in an even slot to make them 
redundant. 

Severity 

WARNING 



FW-1430 

Message 



timestamp, [FW-1430], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Temperature sensor: number-bad bad. 

Probable cause 

The switch status is not in a healthy state because the number of faulty temperature sensors is greater than 
or equal to the policy set by the switchStatusPolicySet command. A temperature sensor is faulty 
when the sensor value is not in the acceptable range or is faulty. 

Recommended action 

Replace the FRU with the faulty temperature sensor. 

Severity 

WARNING 
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FW-1431 



Message 

timestamp , [FW-1431] , sequence-number, , WARNING, system -name, Switch 
status change contributing factor Fan: number-bad bad. 

Probable cause 

The switch status is not in a healthy state because the number of faulty fans is greater than or equal to the 
policy set by the switchStatusPolicySet command. A fan is faulty when sensor value is not in the 
acceptable range or is faulty. 

Recommended action 

Replace the faulty or deteriorating fan FRUs. 

Severity 

WARNING 

FW-1432 

Message 

timestamp, [FW-1432], sequence-number, , WARNING, system-name, Switch 
status change contributing factor WWN: number-bad bad. 

Probable cause 

The switch status is not in a healthy state because the number of faulty WWN cards is greater than or 
equal to the policy set by the switchStatusPolicySet command. 

Recommended action 

Replace the faulty WWN card. 

Severity 

WARNING 

FW-1433 

Message 

timestamp, [FW-1433], sequence-number, , WARNING, system-name, Switch 
status change contributing factor CP: CP non-redundant. 
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Probable cause 

The switch status is not in a healthy state because the number of faulty control processors (CPs) is greater 
than or equal to the policy set by the switchStatusPolicySet command. The CPs are 
non-redundant. 

If you power cycle a SAN Director 2/1 28 chassis in dual-domain configuration, and then reset the 
micro-switch of the active CP before the heartbeat is up, both CPs to come up in a non-redundant state. 

Recommended action 

1. Run the f irmwareShow command to verify that both CPs have compatible firmware levels. 

2. Run the f irmwareDownload command to install the same level of firmware to both CPs. Replace 
any faulty CPs. 

3. If you reset the micro-switch (the latch on the CP blade) on the active CP before the heartbeat is up on 
a power cycle, and the CPs came up non-redundant, reboot the CPs again to clear the problem. 

Severity 

WARNING 



FW-1434 

Message 



timestamp, [FW-1434], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Blade: number-bad blade failures. 

Probable cause 

The switch status is not in a healthy state because the number of blade failures is greater than or equal to 
the policy set by the switchStatusPolicySet command. 

Recommended action 

Replace the faulty blade. 

Severity 

WARNING 



FW-1435 

Message 



timestamp, [FW-1435], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Flash: usage out of range. 



Probable cause 



The switch status is not in a healthy state because the flash usage is out of range. The policy was set using 

the switchStatusPolicySet command. 
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Recommended action 



Run the saveCore command to clear out the kernel flash. Refer to the HP StorageWorks Fabric OS 4.x 
command reference guide for more information about this command. 

Severity 

WARNING 



FW-1436 

Message 



timestamp , [FW-1436] , sequence-number, , WARNING, system-name , Switch 
status change contributing factor Marginal ports: number-of -marginal-ports 
marginal ports . 



Probable cause 

The switch status is not in a healthy state because the number of marginal ports is greater than or equal to 
the policy set using the switchStatusPolicySet command. 

A port is faulty when the port value for Link Loss, Synchronization Loss, Signal Loss, Invalid word, Protocol 
error, CRC error, Port state change, or Buffer Limited Port is above the high boundary. 

Recommended action 

Replace any faulty or deteriorating SFPs. 

Severity 

WARNING 



FW-1437 

Message 



timestamp, [FW-1437], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Faulty ports: number-of -faulty-ports 
faulty ports. 

Probable cause 

The switch status is not in a healthy state because the number of faulty ports is greater than or equal to the 
policy set by the switchStatusPolicySet command. A port is considered faulty because of a 
hardware failure, such as a faulty SFP or port. 

Recommended action 

Replace any faulty or deteriorating SFPs. 

Severity 

WARNING 
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FW-1438 



Message 

timestamp, [FW-1438], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Missing SFPs : number-of-missing-SFPs 
missing SFPs. 

Probable cause 

The switch status is not in a healthy state because the number of missing SFPs is greater than or equal to 
the policy set by the switchStatusPolicySet command. 

Recommended action 

Run the switchStatusPolicySet command to modify the SFP policy or to add SFPs to the empty 
ports. 

Severity 

WARNING 



FW-1439 

Message 

timestamp, [FW-1439], sequence-number, , WARNING, system-name, Switch 
status change contributing factor Switch offline. 

Probable cause 

The switch status is not in a healthy state because it is offline. 

Recommended action 

Run the switchEnable command. 

Severity 

WARNING 



FW-1440 

Message 



timestamp, [FW-1440], sequence-number,, INFO, system-name, FRU-label state 
has changed to absent . 

Probable cause 

The state of the specified FRU changed to absent. 
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Recommended action 

No action is required. Verify that the event was planned. 

Severity 

INFO 



FW-1441 

Message 

timestamp , [FW-1441] , sequence-number , , INFO, system-name , FRU-label state 
has changed to inserted. 

Probable cause 

The state of the specified FRU changed to inserted. This means that a FRU is inserted but not powered 
on. 

Recommended action 

No action is required. Verify that the event was planned. 

Severity 

INFO 



FW-1442 

Message 



timestamp, [FW-1442], sequence -number , , INFO, system-name, 
FRU-label state has changed to on. 



Probable cause 

The state of the specified FRU changed to on. 

Recommended action 

No action is required. Verify that the event was planned. 

Severity 

INFO 
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FW-1443 



Message 

timestamp, [FW-1443], sequence-number, , INFO, system-name, 
FRU-label state has changed to off. 

Probable cause 

The state of the specified FRU changed to off. 

Recommended action 

No action is required. Verify that the event was planned. 

Severity 

INFO 



FW-1444 

Message 

timestamp, [FW-1444], sequence-number, , WARNING, system-name, FRU-label 
state has changed to faulty. 

Probable cause 

The state of the specified FRU changed to faulty. 

Recommended action 

Replace the FRU. 

Severity 

WARNING 



High-availability management error messages 
HAM-1001 

Message 

timestamp , [HAM-1001] , sequence-number , , CRITICAL, system-name , Standby CP 
is not Healthy, device device-name status BAD, severity = severity 

Probable cause 

A standby CP device error was reported by the high-availability manager (HAM) Health Monitor, with a 
specific device and severity level. The severity level can be critical, major, or minor. 
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The active CP continues to function normally, but because the standby CP is not healthy, nondisruptive 
failover is not possible. 

Recommended action 

1. Reboot the standby CP blade by ejecting the card and reseating it. 

2. If the problem persists, replace the standby CP. 

Severity 

CRITICAL 



HAM-1 002 

Message 



timestamp, [HAM-1002], sequence-number, , INFO, system-name, Standby CP is 
Healthy 

Probable cause 

Indicates that all the standby CP devices monitored by the high-availability manager (HAM) Health 
Monitor report no error. 

Recommended action 

No action is required. 

Severity 

INFO 



HAM-1 004 

Message 



timestamp, [HAM-1004], sequence-number, , INFO, system-name, reboot-reason 



Probable cause 



The high-availability manager (HAM) module does not have any information about the reason for switch 
reboot. 

This message records switch reboots that were not initiated by a user or by the f irmwareDownload 
command. Some examples of errors that may initiate this message are hardware errors, software errors, 
compact flash errors, or memory errors. Because the firmware does not know the reason for this reboot, 
no extra information is displayed. 



Recommended action 



Check the error log on both control processors (CPs) for additional messages that may indicate the 
reason for the reboot. 
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Severity 

INFO 



HAM-1005 

Message 

timestamp, [HAM-1005], sequence -number , , CRITICAL, system-name, error-text 

Probable cause 

The high-availability manager (HAM) has encountered a critical error. 

Recommended action 

1. Run the haDump command and capture output. 

2. Call your switch service provider. 

Severity 

CRITICAL 



High-availability management kernel module error 
messages 

HAMK-1 001 

Message 

timestamp, [HAMK-1001], sequence -number , , ERROR, system -name, Error 
notification received: error-information 

Probable cause 

The high-availability manager kernel (HAMK) has been notified of a problem in the system. The source 
error itself is logged before this message is logged. Depending on the severity of the message logged, 
HAM fails over for the Core Switch 2/64 or SAN Director 2/1 28 and reboots for all other platforms. 

Recommended action 

No action is required. 

Severity 

ERROR 
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HAMK-1002 



Message 

timestamp, [HAMK-1002], sequence-number, , WARNING, system-name, Heartbeat 
down 

Probable cause 

The active CP blade determined that the standby CP blade is down. This may occur as a result of an 
operator-initiated action, such as f irmwareDownload, if the standby CP blade is reset or removed, or 
as a result of an error in the standby CP blade. 

Recommended action 

1 . Monitor the standby CP blade for a few minutes. 

If this message is due to a standby CP reboot, the message HAMK-1 003 appears after the standby 
CP has completed the reboot successfully. 

2. If the standby CP does not successfully connect to the active CP after 10 minutes, reboot the standby 
CP blade by ejecting the blade and reseating it. 

Severity 

WARNING 

HAMK-1 003 

Message 

timestamp, [HAMK-1003 ] , sequence-number, , INFO, system-name, Heartbeat up 

Probable cause 

The active CP blade detects the standby CP blade. The standby CP blade is available to take over in case 
a failure occurs on the active CP blade. This message is typically seen when the standby CP blade 
reboots. 

Recommended action 

No action is required. This message means that the standby CP is healthy. 

Severity 

INFO 
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Hardware independent layer error messages 
HIL-1101 



Message 

timestamp, [HIL-1101], sequence -number , , ERROR, system-name, Slot 
slot-number faulted, nominal-voltage (measured-voltage) is above 
threshold . 

Probable cause 

The blade voltage is above threshold. This message is specific to the Core Switch 2/64 or SAN Director 
2/128. 

Recommended action 

Replace the faulty blade. 

Severity 

ERROR 

HIL-1102 

Message 

timestamp, [HIL-1102], sequence -number , , ERROR, system-name, Slot 
slot-number faulted, nominal -voltage (measured-voltage) is below 
threshold . 

Probable cause 

The blade voltage is below threshold. This message is specific to the Core Switch 2/64 or SAN Director 
2/128. 

Recommended action 

Replace the faulty blade. 

Severity 

ERROR 

HIL-TT03 

Message 



timestamp, [HIL-1103], 


sequence -number , 


, ERROR, system-name , 


Blower 


blower-number faulted, 


nominal -vol tage 


(measured-voltage) is 


above 


threshold . 
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Probable cause 

The fan voltage is above threshold. 

Recommended action 

1 . Run the psShow command to verify the power supply status. 

2. Try to reseat the faulty fan FRU and power supply FRU to verify that they are seated properly. 

3. If the problem persists, replace the fan FRU or the power supply FRU as necessary. 

Severity 

ERROR 

HIL-1104 

Message 



timestamp, [HIL-1104] , 


sequence-number , 


, ERROR, system-name , 


Blower 


blower-number faulted, 


nominal -vol tage 


(measured-voltage) is 


below 


threshold . 









Probable cause 

The fan voltage is below threshold. 

Recommended action 

1 . Run the psShow command to verify the power supply status. 

2. Try to reseat the faulty fan FRU and power supply FRU to verify that they are seated properly. 

3. If the problem persists, replace the fan FRU or the power supply FRU as necessary. 

Severity 

ERROR 

HIL-1105 

Message 

timestamp, [HIL-1105], sequence-number, , ERROR, system-name, Switch error, 
nominal-voltage (measured-voltage) above threshold. 

Probable cause 

The switch voltage is above threshold. This message is specific to non-bladed switches and is not 
applicable to the Core Switch 2/64 or SAN Director 2/1 28. 

Recommended action 

For the SAN Switch 2/8V and SAN Switch 2/1 6V, replace the entire switch; these switches do not have 
FRUs. 

For the SAN Switch 2/32, replace the motherboard FRU. 
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For the SAN Switch A/32, if the 1 2-volt level is faulty, replace one or both power supplies; if any other 
voltage is faulty, replace the entire switch. 

Severity 

ERROR 

HIL-1106 

Message 

timestamp, [HIL-1106], sequence-number, , ERROR, system-name, Switch error, 
nominal-voltage (measured-voltage) below threshold. 

Probable cause 

Switch voltage is below threshold. This message is specific to non-bladed switches and is not applicable 
to the Core Switch 2/64 or SAN Director 2/1 28. 

Recommended action 

For the SAN Switch 2/8V and SAN Switch 2/1 6V, replace the entire switch; these switches do not have 
FRUs. 

For the SAN Switch 2/32, replace the motherboard FRU. 

For the SAN Switch 4/32, if the 1 2-volt level is faulty, replace one or both power supplies; if any other 
voltage is faulty, replace the entire switch. 

Severity 

ERROR 

HIL-1107 

Message 

timestamp, [HIL-1107], sequence-number, , CRITICAL, system-name, Switch 
faulted, nominal-voltage (measured-voltage) above threshold. System 
preparing for reset . 

Probable cause 

Switch voltage is above threshold. This message is specific to non-bladed switches and is not applicable 
to the Core Switch 2/64 or SAN Director 2/1 28. 

Recommended action 

For the SAN Switch 2/8V and SAN Switch 2/1 6V, replace the entire switch; these switches do not have 
FRUs. 

For the SAN Switch 2/32, replace the motherboard FRU. 

For the SAN Switch 4/32, if the 1 2 volt level is faulty, replace one or both power supplies; if any other 
voltage is faulty, replace the entire switch. 
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Severity 

CRITICAL 

HIL-1108 

Message 

timestamp, [HIL-1108], sequence-number, , CRITICAL, system-name, Switch 
faulted, nominal-voltage (measured-voltage) below threshold. System 
preparing for reset . 

Probable cause 

Switch voltage is below threshold. This message is specific to non-bladed switches and is not applicable 
to the Core Switch 2/64 or SAN Director 2/1 28. 

Recommended action 

For the SAN Switch 2/8V and SAN Switch 2/1 6V, replace the entire switch; these switches do not have 
FRUs. 

For the SAN Switch 2/32, replace the motherboard FRU. 

For the SAN Switch 4/32, if the 1 2 volt level is faulty, replace one or both power supplies. If any other 
voltage is faulty, replace the entire switch. 

Severity 

CRITICAL 

HIL-1201 

Message 

timestamp, [HIL-1201], sequence-number, , WARNING, system-name, Blower 
blower-number, speed (measured-speed RPM) above threshold. 

Probable cause 

Fan speed (in RPM) rose above the maximum threshold. A high speed does not necessarily mean that the 
fan is faulty. 

Recommended action 

1. Run the tempShow command to verify that the switch temperatures are within operational range. 
Refer to the hardware reference manual for the temperature range of your switch. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

3. Run the f anShow command to monitor the speed of the fan generating this error. 

4. If the fan continues to generate this message, replace the fan FRU. 
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Severity 

WARNING 

HIL-1202 

Message 

timestamp, [HIL-1202], sequence-number, , ERROR, system-name, Blower 
blower-number faulted, speed {measured-speed RPM) below threshold. 

Probable cause 

The specified fan speed (in RPM) fell below the minimum threshold. 

Recommended action 

Replace the fan FRU. 

Severity 

ERROR 

HIL-T203 

Message 

timestamp, [HIL-1203], sequence-number, , ERROR, system-name, Fan 
fan-number faulted, speed {measured-speed RPM) above threshold. 

Probable cause 

The specified fan speed (in RPM) rose above the maximum threshold. A high speed does not necessarily 
mean that the fan is faulty. 

Recommended action 

1. Run the tempShow command to verify that the switch temperatures are within operational range. 
Refer to the hardware reference manual for the temperature range of your switch. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

3. Run the f anShow command to monitor the speed of the fan generating this error. 

4. If the fan continues to generate this message, replace the fan FRU. 

Severity 

ERROR 
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HIL-1204 



Message 

timestamp, [HIL-1204], sequence-number, , ERROR, system-name, Fan 
fan-number faulted, speed {measured-speed RPM) below threshold. 

Probable cause 

The specified fan speed (in RPM) fell below the minimum threshold. This message is specific to 
non-bladed switches and is not applicable to the Core Switch 2/64 or SAN Director 2/1 28. 

Recommended action 

For the SAN Switch 2/32 and SAN Switch 4/32, replace the fan FRU. 

For the SAN Switch 2/8V and SAN Switch 2/1 6V, replace the entire switch; these switches do not have 
FRUs. 

Severity 

ERROR 



HIL-1205 

Message 

timestamp, [HIL-1205], sequence-number, , ERROR, system-name, 

Fan fan-number sensor sensor-number , speed {measured- speed RPM) above 

threshold . 

Probable cause 

The specified fan speed (in RPM) rose above the maximum threshold. A high speed does not necessarily 
mean that the fan is faulty. 

Recommended action 

1. Run the tempShow command to verify that the switch temperatures are within operational range. 
Refer to the hardware reference manual for the temperature range of your switch. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

3. Run the f anShow command to monitor the speed of the fan generating this error. 

4. If the fan continues to generate this message, replace the fan FRU. 

Severity 

ERROR 
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HIL-T206 



Message 

timestamp, [HIL-1206], sequence-number, , ERROR, system-name, 

Fan fan-number sensor sensor-number , speed {measured-speed RPM) below 

threshold. 



Probable cause 

The specified fan speed (in RPM) fell below the minimum threshold. This problem can quickly cause the 
switch to overheat. This message is specific to non-bladed switches and is not applicable to the Core 
Switch 2/64 or SAN Director 2/1 28. 

Recommended action 

For the SAN Switch 2/32 and SAN Switch 4/32, replace the fan FRU. 

For the SAN Switch 2/8V and SAN Switch 2/1 6V, replace the entire switch; these switches do not have 
FRUs. 

Severity 

ERROR 



HIL-1301 

Message 



timestamp, [HIL-1301], sequence -number , , ERROR, system-name, 1 blower 
failed. Replace failed blower assembly immediately. 

Probable cause 

A fan FRU failed. This message is often preceded by a low-speed error message. This problem can 
quickly cause the switch to overheat. 

Recommended action 

Replace the faulty fan FRU immediately. 

Severity 

ERROR 



HIL-1302 

Message 



timestamp, [HIL-1302], sequence-number, , ERROR, system-name, 

count blowers failed. Replace failed blower assemblies immediately. 
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Probable cause 

Multiple fan FRUs failed on a switch. This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRUs immediately. 

Severity 

ERROR 



HIL-1303 

Message 



timestamp, [HIL-1303], sequence-number, , ERROR, system-name, One fan 
failed. Replace failed fan FRU immediately. 



Probable cause 

A fan FRU failed. This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRU immediately. 

Severity 

ERROR 



HIL-1304 

Message 



timestamp, [HIL-1304], sequence-number, , ERROR, system-name, Two fans 
failed. Replace failed fan FRUs immediately. 



Probable cause 

Two fan FRUs failed. This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRUs immediately. 

Severity 

ERROR 
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HIL-1305 



Message 

timestamp, [HIL-1305], sequence-number, , ERROR, system-name, One or two 
fan(s) failed. Replace failed fan FRU(s) immediately. 

Probable cause 

One or two fan FRUs failed. This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRUs immediately. 

Severity 

ERROR 

HIL-1306 

Message 

timestamp, [HIL-1306], sequence -number , , ERROR, system-name, Three fans 
failed. Replace failed fan FRUs immediately. 

Probable cause 

Three fan FRUs failed. This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRUs immediately. 

Severity 

ERROR 

HIL-T307 

Message 

timestamp, [HIL-1307], sequence-number, , ERROR, system-name, Four or five 
fans failed. Replace failed fan FRUs immediately. 

Probable cause 

Multiple fan FRUs have . This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRUs immediately. 
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Severity 

ERROR 



HIL-1308 

Message 



timestamp, [HIL-1308], sequence-number, , ERROR, system-name, All 
fans failed. Replace failed fan FRUs immediately. 



Probable cause 

All fans failed. This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRUs immediately. 

Severity 

ERROR 



HIM 309 

Message 



timestamp, [HIL-1309], sequence-number, , ERROR, system-name, count fan 
FRU(s) failed. Replace failed fan FRU(s) immediately. 



Probable cause 

Multiple fans failed. This message is often preceded by a low-fan-speed message. 

Recommended action 

Replace the faulty fan FRUs immediately. 

Severity 

ERROR 



HIL-1401 

Message 

timestamp, [HIL-1401], sequence-number, , WARNING, system-name, One fan FRU 
missing. Install fan FRU immediately. 

Probable cause 

One fan FRU was removed. 
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Recommended action 

Install the missing fan FRU. 

Severity 

WARNING 



HIL-1402 

Message 

timestamp, [HIL-1402], sequence -number , , WARNING, system-name, Two fan 
FRUs missing. Install fan FRUs immediately. 

Probable cause 

Two fan FRUs were removed. 

Recommended action 

Install the missing fan FRUs immediately. 

Severity 

WARNING 



HIL-1403 

Message 

timestamp, [HIL-1403], sequence -number , , WARNING, system-name, All fan 
FRUs missing. Install fan FRUs immediately. 

Probable cause 

All fan FRUs were removed. 

Recommended action 

Install the missing fan FRUs immediately. 

Severity 

WARNING 



HIL-1404 

Message 



timestamp, [HIL-1404], sequence -number , , WARNING, system-name, count fan 
FRU(s) missing. Install fan FRU(s) immediately. 
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Probable cause 

One or more fan FRUs were removed. 

Recommended action 

Install the missing fan FRUs immediately. 

Severity 

WARNING 



HIL-1501 

Message 

timestamp, [HIL-1501], sequence-number, , WARNING, system-name, 
Slot slot-number , high temperature (measured- temperature) . 

Probable cause 

The temperature of this blade rose above the warning threshold. 

Recommended action 

1. Run the fanShow command to verify that all fans are operating properly. 

2. Make sure that the area is well ventilated and that the room temperature is within the operational 
range of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

Severity 

WARNING 



HIL-1502 

Message 

timestamp, [HIL-1502], sequence-number, , CRITICAL, system-name, Slot 
slot-number , high temperature {measured- temperature) . Unit will be shut 
down in 2 minutes if temperature remains high. 



Probable cause 

The temperature of this blade rose above the critical threshold. This usually follows a high-temperature 
message. 

Recommended action 

1. Run the fanShow command to verify all the fans are working properly. 

2. Make sure that the area is well ventilated and that the room temperature is within the operational 
range of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

3. If the message persists, replace the blade. 
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Severity 

CRITICAL 



HIL-1503 

Message 

timestamp, [HIL-1503], sequence-number, , CRITICAL, sy stem- name , Slot 
slot-number, unit shutting down. 

Probable cause 

The temperature of this blade kept above the maximum threshold for at least two minutes. The blade is 
shut down to prevent further damage. This usually follows a high-temperature warning message. 

Recommended action 

1. Run the fanShow command to verify all the fans are working properly. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

3. If the message persists, replace the faulty blade. 

Severity 

CRITICAL 



HIL-1504 

Message 

timestamp, [HIL-1504], sequence-number, , INFO, system-name, System within 
normal temperature specifications {measured- temperature C) . 

Probable cause 

Temperature in the system has returned to normal. 

Recommended action 

No action is required. 

Severity 

INFO 



236 Messages 



HIL-1505 



Message 

timestamp, [HIL-1505], sequence-number, , WARNING, system-name, 

High temperature {measured- temperature C) exceeds environmental 
specifications . 

Probable cause 

Temperature in the system rose above the warning threshold. 

Recommended action 

1. Run the fanShow command to verify all the fans are working properly. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

Severity 

WARNING 



HIL-1506 

Message 

timestamp, [HIL-1506], sequence -number , , CRITICAL, system-name, High 
temperature (measured- temperature C) exceeds system temperature limit. 
System will shut down within 2 minutes. 

Probable cause 

Temperature in the system rose above the critical threshold. 

Recommended action 

1. Run the fanShow command to verify that all fans are working properly. Replace any deteriorating 
fan FRUs. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

Severity 

CRITICAL 
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HIL-T507 



Message 

timestamp, [HIL-1507], sequence-number, , CRITICAL, system -name, High 
temperature warning time expired. System preparing for shutdown. 

Probable cause 

Temperature in the system rose above the critical threshold. 

Recommended action 

Temperatures have probably caused damage to the switch; the system shuts down automatically. 

1. To help prevent future problems, make sure that all the fans are working properly. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

Severity 

CRITICAL 

HIL-T508 

Message 

timestamp, [HIL-1508], sequence-number, , CRITICAL, system-name, Fan faulty 
warning time expired. System preparing for shutdown. 

Probable cause 

Temperature in the system remained above the critical threshold too long. Temperature has probably 
caused damage to the switch; the system shuts down automatically. 

Recommended action 

1. To help prevent future problems, make sure that all the fans are working properly. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

Severity 

CRITICAL 
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HIL-1509 



Message 

timestamp, [HIL-1509], sequence -number , , CRITICAL, system-name, High 
temperature (measured- temperature C) . Warning time expired. System 
preparing for shutdown. 

Probable cause 

Temperature in the system rose above the critical threshold. Temperature has probably caused damage to 
the switch; the system shuts down automatically. 

Recommended action 

1. To help prevent future problems, make sure that all the fans are working properly. 

2. Make sure that the area is well ventilated and that the room temperature is within operational range 
of your switch. Refer to the hardware reference manual for your switch for the operational 
temperature range. 

Severity 

CRITICAL 

HIL-1601 

Message 

timestamp, [HIL-1601], sequence-number, , ERROR, system-name, Using backup 
temperature sensor. Service immediately. 

Probable cause 

Temperature readings from the primary sensor are out of range. 

Recommended action 

1. Run the fanShow command to verify that all fans are operating correctly. 

2. Replace any deteriorating fan FRUs. 

3. Run the tempShow command to verify temperature values. 

4. If any sensor is too high, monitor the switch. Try rebooting or power cycling the switch. 

Severity 

ERROR 
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HIL-T602 

Message 

timestamp, [HIL-1602], sequence -number , , CRITICAL, system-name, All 
temperature sensors failed. Service immediately. 

Probable cause 

Temperature readings from all sensors are out of range. 

Recommended action 

1. Run the fanShow command to verify that all fans are operating correctly. 

2. Replace any deteriorating fan FRUs. 

3. Run the tempShow command to verify temperature values. 

4. If any sensor is too high, monitor the switch. Try rebooting or power cycling the switch. 

Severity 

CRITICAL 



HELLO protocol error messages 
HLO-1001 

Message 

timestamp, [HLO-1001], sequence-number,, ERROR, system-name, Incompatible 
Inactivity timeout dead- timeout from port port-number , correct value value 

Probable cause 

The HLO message is incompatible with the value specified in the FSPF protocol. The switch does not 
accept FSPF frames from the remote switch. 

In the Fabric OS, the HLO dead timeout value is not configurable, so this error can occur only when the 
HP StorageWorks switch is connected to a switch from another manufacturer. 

Recommended action 

The dead timeout value of the remote switch must be compatible with the value specified in the FSPF 
protocol. Refer to the documentation of the other manufacturer's switch to change this value. 

Severity 

ERROR 
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HLO-T002 



Message 



timestamp, [HLO-1002], sequence-number,, ERROR, system-name, Incompatible 
Hello timeout HLO-timeout from port port-number , correct value 
correct -value 



Probable cause 



The HLO message is incompatible with the value specified in the FSPF protocol. The switch does not 
accept FSPF frames from the remote switch. 

In the Fabric OS, the HLO timeout value is not configurable, so this error can occur only when the HP 
StorageWorks switch is connected to a switch from another manufacturer. 



Recommended action 



The HLO timeout value of the remote switch must be compatible with the value specified in the FSPF 
protocol. Refer to the documentation of the other manufacturer's switch to change this value. 



Severity 

ERROR 



HLO-1003 

Message 



timestamp, [HLO-1003], sequence-number, , ERROR, system-name, Invalid Hello 
received from port port-number , Domain = domain-ID , Remote Port = 
remote-port- ID 



Probable cause 



The HLO message received is invalid and the frame was dropped. The switch does not accept FSPF 
frames from the remote switch. 

The switch received an invalid HLO because either the domain or port number in the HLO message has 
an invalid value. This error can occur only when the HP StorageWorks switch is connected to a switch 
from another manufacturer. 



Recommended action 



The HLO message of the remote switch must be compatible with the value specified in the FSPF protocol. 
Refer to the documentation of the other manufacturer's switch to change this value. 



Severity 

ERROR 
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Health monitor error messages 
HMON-1001 



Message 

timestamp, [HMON-1001], sequence -number , , CRITICAL, system-name, 
failure-description 

Probable cause 

A problem was encountered reading an essential file containing configuration information from the 
nonvolatile storage device. This could be the result of a missing file or a corrupt file system. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware to your switch. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

CRITICAL 



Hypertext transfer protocol error messages 
HTTP-1 001 

Message 

timestamp , [HTTP-1001] , sequence-number , , INFO, system-name, Switch 
PIDformat has changed to current-PID- format . 

Probable cause 

The PID format has been changed by the administrator. 

Recommended action 

No action is required. For more information on PID format, refer to the HP StorageWorks Fabric OS 4.x 
procedures user guide. 

Severity 

INFO 
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Kernel software watchdog error messages 
KSWD-T003 

Message 

timestamp, [KSWD-1003], sequence-number,, WARNING, system-name, kSWD: 
warning-message 

Probable cause 

A warning state exists within the system. 

Recommended action 

No action is required. 

Severity 

WARNING 



Kernel RAS trace module error messages 
KTRC-1 001 

Message 

timestamp, [KTRC-1001], sequence-number,, WARNING, system-name, Dump 
memory size exceeds dump file size 

Probable cause 

The dump memory size exceeds the dump file size. 

Recommended action 

No action is required. 

Severity 

WARNING 



KTRC-1 002 

Message 



timestamp, [KTRC-1002], sequence-number, , INFO, system-name, Concurrent 
trace dumping. 
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Probable cause 

The initial background dump has not completed. 

Recommended action 

No action is required. 

Severity 

INFO 



KTRC-1 003 

Message 



timestamp, [KTRC-1003], sequence-number, , ERROR, system-name, Cannot open 
ATA dump device 



Probable cause 

The ATA dump driver is not initialized properly. 

Recommended action 

Properly initialize the ATA dump driver. 

Severity 

ERROR 



KTRC-1 004 

Message 

timestamp, [KTRC-1004], sequence-number, , ERROR, system-name, Cannot write 
to ATA dump device 

Probable cause 

The write boundary in the ATA dump device was exceeded. 

Recommended action 

No action is required. 

Severity 

ERROR 
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RASLog subsystem error messages 
LOG-T 000 

Message 

timestamp, [LOG-1000], sequence-number, , INFO, system-name, Previous 
message repeated repeat-count time(s) 

Probable cause 

The previous message was repeated the number of times specified. 

Recommended action 

No action is required. 

Severity 

INFO 



LOG-1 001 

Message 

timestamp , [LOG-1001] , sequence-number, , CRITICAL, system-name , 
A log message was dropped 

Probable cause 

A log message was dropped. A trace dump file was created. 

Recommended action 

1 . Run the reboot command for non-bladed switches or the haFailover command on bladed 
switches. 

2. Run the saveCore command to FTP core files to a server location. 

3. Run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

CRITICAL 



LOG-1 002 

Message 



timestamp, [LOG-1002], sequence-number, , CRITICAL, system-name, 
A log message was dropped 
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Probable cause 



A message was not recorded by the error logging system. A trace dump file was created. The message 
may still be visible through SNMP or other management tools. 



Recommended action 



1. Run the reboot command for non-bladed switches or the haFailover command on bladed 
switches. 

2. Run the saveCore command to FTP core files to a server location. 

3. Run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 



Severity 

CRITICAL 



Link state database error messages 
LSDB-1001 

Message 

timestamp, [LSDB-1001], sequence-number, , ERROR, system-name, Link State 
ID link-state-ID out of range 

Probable cause 

The link state database ID is out of the acceptable range. The valid link-state-ID is the same as the 
valid domain ID, whose range is 1 through 239. The switch discards the record because it is not 
supported. 

Recommended action 

No action is required. 

Severity 

ERROR 



LSDB-1002 

Message 

timestamp, [LSDB-1002], sequence-number, , INFO, system-name, Local Link 
State Record reached max incarnationtt 

Probable cause 

The local link state database reached the maximum incarnation. 
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An incarnation is a progressive number that identifies the most recent version of the link state record 
(LSR). The switch generates its local LSR when first enabled. 

Recommended action 

No action is required. The incarnation count begins again at 1 after reaching 2 39. 

Severity 

INFO 



LSDB-1003 

Message 



timestamp, [LSDB-1003], sequence-number, , CRITICAL, system-name, 
No database entry for local Link State Record, domain local-domain 



Probable cause 



No local link state record entry exists in the link state database. The switch should always generate its 
own local entry when starting up. 

An incarnation is a progressive number that identifies the most recent version of the link state record 
(LSR). The switch generates its local link state record when first enabled. By disabling and enabling the 
switch, a new local LSR is generated. 



Recommended action 



Run the switchDisable and switchEnable commands. A new local LSR is generated during the 
switch enable. 



Severity 

CRITICAL 



LSDB-1004 

Message 



timestamp, [LSDB-1004], sequence-number,, WARNING, system-name, No Link 
State Record for domain local-domain 



Probable cause 

No link state record (LSR) exists for the specified local-domain. 

Recommended action 

No action is required. The other switch passes the LSR when the fabric becomes stable. 

Severity 

WARNING 
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Multicast path error messages 
MPTH-1001 

Message 



timestamp, [MPTH-1001], sequence-number, , ERROR, system-name, Null parent, 
lsld = number 

Probable cause 

A null parent was reported. MPATH uses a tree structure in which the parent is used to connect to the root 
of the tree. 

Recommended action 

No action is required. 



Severity 

ERROR 



MPTH-1002 

Message 

timestamp, [MPTH-1002], sequence -number , , ERROR, system-name, Null IsrP, 
lsld = Is -ID-number 

Probable cause 

A link state record is null. 

Recommended action 

No action is required. 

Severity 

ERROR 



MPTH-1003 

Message 



timestamp, [MPTH-1003], sequence -number , , WARNING, system-name, 
No minimum cost path in candidate list 
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Probable cause 

The FSPF module determined that no minimum cost path (MPath) is available in the candidate list. 

Recommended action 

No action is required. 

Severity 

WARNING 



Message queue error messages 
MQ-1 004 

Message 

timestamp , [MQ-1004] , sequence-number , , ERROR, system-name , mqRead, queue 
= queue-name, queue ID = queue-ID , type = message-type 

Probable cause 

An unexpected message was received in the specified message queue. The queue-name is always 
f spf_q. The queue-ID and message- type can be any of the following: 

• 2, MSG_TX 

• 3, MSGJNTR 
4, MSG_STR 

• 6, MSG_ASYNC_IU 

• 7, MSGJJNITJU 

• 8, MSG_RSCN 

• 9, MSGJOCTL 

• 10, MSG_ACCEPT 

• 11, MSG_IU_FREE 

• 1 2, MSG_US 

• 1 3, MSG_EXT_RSCN 

• 1 4, MSG_RDTS_START 

• 15, MSG_RDTS_SENDEFP 

• 16, MSG_RDTS_RESET 

Recommended action 

No action is required. 

Severity 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 249 



ERROR 



Management service error messages 
MS-1001 

Message 

timestamp , [MS-1001] , sequence-number , , WARNING, system-name , MS Platform 
Segmented port=port -number (reason- for- segmentation domain) 

Probable cause 

The management server (MS) segmented from another switch domain at the specified port-number 
due to errors or inconsistencies defined in the MS platform service. 

Recommended action 

Reboot or power cycle the switch. 

Severity 

WARNING 

MS-1002 

Message 

timestamp, [MS-1002], sequence-number, , INFO, system-name, MS Platform 
Service Unstable (message-string domain-number) 

Probable cause 

The MS platform service is unstable. 

The message-string can be one of the following: 

• No Resp for GCAP from 

The switch did not respond to a request for GCAP (MS Get Capabilities) command. 

• GCAP sup but not PL by 

The GCAP (MS Get Capabilities) is supported but the flag for MS platform service is not set. 

• GCAP Rejected (reason =BUSY) by 

The GCAP (MS Get Capabilities) is not supported by another switch. 

• Reject EXGPLDB from 

The request to the exchange platform database has been rejected. The remote switch may be busy. 

The domain-number is the target domain that caused error. 

Recommended action 

The recommended actions are as follows: 
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No Resp for GCAP from 
No action is required. 

GCAP sup but not PL by 

Set the flag for the MS Platform Service. 



GCAP Rejected (reason =BUSY) by 

Run the f irmwareDownload command to upgrade the firmware level on the switch to a level that 
supports reliable commit service (RCS). RCS is supported in Fabric OS v2.6, v3.1 and later, and v4.1 
and later. 



• Reject EXGPLDB from 

Wait a few minutes and try the command again. 

Severity 

INFO 

MS-1003 

Message 

timestamp, [MS-1003], sequence-number, , INFO, system-name, MS detected 
Unstable Fabric (message-string domain-number) . 



Probable cause 

MS detected an unstable fabric; the command or operation may not be successfully completed. This 
message is often transitory. 

The message-string can be one of the following: 

• DOMAIN_INVALID for a req from 
The domain is invalid for a request. 

• No WWN for 

Unable to acquire the World Wide Name (WWN) for the corresponding domain. 
The domain-number is the target domain that caused error. 

Recommended action 

1. The fabric may be reconfiguring, forming, or merging. Wait a few minutes and try the operation 
again. 

2. Run the f abricShow command or the secFabricShow command to verify that the number of 
domains matches the Management Server known domains. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 



Severity 

INFO 
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MS-1004 



Message 

timestamp, [MS-1004], sequence-number, , INFO, system-name, MS detected 
ONLY 1 Domain {d-domain-in-local -resource) . 

Probable cause 

MS detected an unstable count of domains in its own local resource. 

Recommended action 

This message is often transitory. 

1. The fabric may be reconfiguring, forming, or merging. Wait a few minutes and try the operation 
again. 

2. Run the f abricShow command or the secFabricShow command to verify that the number of 
domains matches the Management Server known domains. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

INFO 



MS-T005 

Message 



timestamp, [MS-1005], sequence-number, , ERROR, system-name, MS Invalid CT 
Response from d=domain 



Probable cause 



MS received an invalid common transport (CT) response from switch domain. MS expects either a CT 
accept IU or a reject IU. MS received neither response, which violates the Fibre Channel Generic 
Services (FS-GS) specification. 



Recommended action 



Check the integrity of the FC switch at the specified domain. It is not sending correct MS information as 
defined by the FC-FS standard. 



Severity 

ERROR 
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MS-1006 



Message 

timestamp , [MS-1006] , sequence-number , , ERROR, sy stem- name , MS Unexpected 
iu_d&t&_sz=number-of -bytes 

Probable cause 

MS received IU data of unexpected size. The IU payload and the IU size may be inconsistent with each 
other or with the command that is currently being processed. 

Recommended action 

1. Wait a few minutes and try the operation again. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



MS-1007 

Message 



timestamp, [MS-1007], sequence -number , , INFO, system-name, MS CT 
cmd=0xCT- command, RCS reason= QxRCS- reason -code (RCS-reason -code- string) 



Probable cause 



The reliable commit service (RCS) failed in MS. All switches in the fabric must be RCS-capable for RCS to 
be used in the fabric. 

The specified MS CT-command for an RCS request failed for the specified RCS_reason and is 
described in more detail in the RCS_reason_code_string. 



Recommended action 



1. Run the rcslnfoShow command to view RCS capability on the fabric. RCS is supported in Fabric 
OS v2.6, v3.1 and later, v4.1 and later. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 



Severity 

INFO 
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MS-1008 



Message 



timestamp, [MS-1008], sequence-number, , ERROR, system-name, MS Failure 
while initializing action 

Probable cause 

MS failed while initializing the specified action. 
The following actions may be displayed: 

• while writing to ms_els_q 

MS is unable to write a message to the MS Extended Link Service Queue. 

• while inserting timer to timer list 
MS is unable to add a timer to a resource. 

Recommended action 

This message is often transitory. 

If the error persists, check the available memory on the switch using memShow. 

Severity 

ERROR 



MS-1021 

Message 

timestamp , [MS-1021] , sequence-number , , ERROR, system-name , 

MS WARMBOOT failure ( FSS_MS_WARMINIT failed. Reason=f ailure-reason) 

Probable cause 

The FSS warm recovery failed during WARM I NIT phase of a reboot. 

Recommended action 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

ERROR 
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Neighboring switch finite state machine error 
messages 

NBFS-1001 

Message 

timestamp, [NBFS-1001], sequence-number, , INFO, system-name, Duplicate 
E_Port SCN from port portnumber in state state-change-name 
(state-change-number) 

Probable cause 

A duplicate E_Port State Change Number was reported. The neighbor finite state machine (NBFSM) 
states are as follows: 

• 0, Down 

• l,lnit 

• 2, Database Exchange 

• 3, Database Acknowledge Wait 
4, Database Wait 

• 5, Full 

Recommended action 

No action is required. 

Severity 

INFO 

NBFS-1002 

Message 

timestamp, [NBFS-1002], sequence-number, , ERROR, system-name, Wrong input: 
state-name to neighbor FSM, state current-state-name, port portnumber 

Probable cause 

The wrong input was sent to the neighbor finite state machine (NBFSM). NBFSM states are as follows: 

• 0, Down 

• 1, Init 

• 2, Database Exchange 

• 3, Database Acknowledge Wait 
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4, Database Wait 
• 5, Full 

If this error occurs repeatedly, it means that the protocol implementation between two connected switches 
has problems. 

Recommended action 

Run the nbrStateShow command to check the neighbor state of the port listed in the message. If it is 
FULL, then this message can safely be ignored. Otherwise, run the portDisable and portEnable 
commands to refresh the port. 

Severity 

ERROR 



NBFS-1003 

Message 



timestamp, [NBFS-1003], sequence-number, , WARNING, system-name, 
DB_XMIT_SET flag not set in state current-state-name , input state-name , 
port portnumber 



Probable cause 

The database transmit set flag was not set for the specified input state on the specified port. Neighbor 
finite state machine (NBFSM) states are as follows: 

0, Down 

1, Init 

2, Database Exchange 

3, Database Acknowledge Wait 

4, Database Wait 

5, Full 

Recommended action 

No action is required. The Fabric OS automatically recovers from this problem. 



Severity 



WARNING 
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Simple name server module error messages 
NS-1001 



Message 

timestamp , [NS-1001] , sequence-number , , WARNING, system-name , The response 
for request OxCT-command-code from remote switch OxDomain-ID is larger 
than the max frame size the remote switch can support! 

Probable cause 

The response payload exceeds the maximum frame size that the remote switch can handle. 

Recommended action 

Run the f irmwareDownloaci command to upgrade the remote switch with v4.3 or later, or v3.2 or 
later, as appropriate for the switch type, so that it can support GMI to handle frame fragmentation and 
reassembly. 

You can also reduce the number of devices connected to the local switch. 

Severity 

WARNING 



NS-1002 

Message 



timestamp, [NS-1002], sequence-number, , WARNING, system-name, Remote 
switch OxDomain-ID has firmware revision lower than 2.2: 
Firmware-Revision- Is t- character Firmware-Revision- 2nd- character 
Firmware-Revision-3rd-character Firmware-Revision-4th-character which is 
not supported! 

Probable cause 

The local switch cannot interact with the remote switch due to incompatible or obsolete firmware. 

Recommended action 

Run the f irmwareDownloaci command to upgrade the remote switch to the latest level of firmware. 

Severity 

WARNING 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 257 



NS-1003 



Message 



timestamp, [NS-1003], sequence-number, , INFO, system-name, Number of local 
devices Current-local-device-count , exceeds the standby can support 
Local-device-count-that-standby-can-support, can't send update. 

Probable cause 

The name server on the standby CP has lower supported capability than the active CP due to different 
firmware versions running on the active and standby control processors (CPs). This means that the active 
and standby CPs are out of sync. Any execution of the haFailover or f irmwareDownload 
commands is disruptive. 

Recommended action 

1. To avoid disruption of traffic in the event of an unplanned failover, schedule a f irmwareDownload 
so that the active and standby CPs have the same firmware version. 

2. Reduce the local device count to follow the capability of the lowest version of firmware. 

Severity 

INFO 



NS-1004 

Message 



timestamp, [NS-1004], sequence-number, , INFO, system-name, Number of local 
devices Current-local-device-count , exceeds the standby can support 
Local-device-count-that-standby-can-support, can't sync. 



Probable cause 



The Name Server on the standby CP has lower supported capability than the active CP due to different 
firmware versions running on the active and standby CPs. This means that the active and standby CPs are 
out of sync. Any execution of the haFailover or f irmwareDownload commands is disruptive. 

Recommended action 

1. To avoid disruption of traffic in the event of an unplanned failover, schedule a f irmwareDownload 
so that the active and standby CPs have the same firmware version. 

2. Reduce the local device count to follow the capability of the lowest version of firmware. 

Severity 

INFO 
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Parity data manager error messages 
PDM-1 001 



Message 



timestamp , [PDM-1001] , sequence-number , , WARNING, sy stem- name , Failed to 
parse the pdm config 

Probable cause 

The PDM process could not parse the configuration file. This may be caused by a missing configuration 
file during the installation. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1 002 

Message 

timestamp, [PDM-1002], sequence-number, , WARNING, system-name, ipclnit 
failed 

Probable cause 

The PDM process could not initialize the IPC mechanism. 

Recommended action 

Run supportFtp as needed to set up automatic FTP transfers and then run the supportSave command 
and contact your switch service provider. 

Severity 

WARNING 



PDM-1 003 

Message 



timestamp, [PDM-1003], sequence-number, , WARNING, system-name, pdm [-d] -S 
service -s instance 
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Probable cause 

A syntax error occurred when trying to launch the PDM process. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 

PDM-1004 

Message 

timestamp, [PDM-1004], sequence -number , , WARNING, system-name, Memory 
shortage 

Probable cause 

The PDM process ran out of memory. 

Recommended action 

1 . Reboot or power cycle the switch. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 

PDM-1005 

Message 

timestamp, [PDM-1005] , sequence -number , , WARNING, system-name , FSS 
register failed 

Probable cause 

The PDM failed to register to the FSS. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 
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Severity 

WARNING 



PDM-1006 

Message 

timestamp, [PDM-1006], sequence-number, , WARNING, system-name, Too many 
files in sync.conf 

Probable cause 

The configuration file sync . conf contains too many entries. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1 007 

Message 

timestamp, [PDM-1007], sequence-number, , WARNING, system-name, File not 
created: file-name 

Probable cause 

The PDM process failed to create the specified file name. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 
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PDM-1008 



Message 

timestamp, [PDM-1008], sequence-number, , WARNING, system-name, Failed to 
get the number of uports 

Probable cause 

The PDM system call to getcfg failed. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1 009 

Message 

timestamp, [PDM-1009], sequence-number, , WARNING, system-name, Can't 
update Port Config Data 

Probable cause 

The PDM system call to setcfg failed. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1 01 0 

Message 



timestamp, [PDM-1010], sequence -number, , WARNING, system-name, File open 
failed: file-name 



Probable cause 

The PDM process could not open the specified file name. 
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Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1011 

Message 

timestamp, [PDM-1011], sequence-number, , WARNING, system-name, File read 
failed: file-name 

Probable cause 

The PDM process could not read data from the specified file name. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1012 

Message 

timestamp, [PDM-1012], sequence-number, , WARNING, system-name, File write 
failed: file-name 

Probable cause 

The PDM process could not write data to the specified file name. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 263 



PDM-1 01 3 



Message 

timestamp, [PDM-1013], sequence-number,, WARNING, system-name, File empty: 
file-name 

Probable cause 

The switch configuration file /etc/fabos/fabos . [0|1] . conf is empty. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1 01 4 

Message 

timestamp, [PDM-1014], sequence-number, , WARNING, system-name, Access 
sysmod failed 

Probable cause 

A system call failed. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1 01 7 

Message 



timestamp, [PDM-1017], sequence-number, , CRITICAL, system-name, System 
(error-code) : command 



Probable cause 

A system call failed. 
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Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

CRITICAL 



PDM-1019 

Message 

timestamp, [PDM-1019], sequence-number, , WARNING, system-name, File path 
or trigger too long 

Probable cause 

One line of the pdm. conf file is too long. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



PDM-1020 



Message 

timestamp, [PDM-1020], sequence-number, , WARNING, system-name, Long path 
name {path/ file-name) , Skip 



Probable cause 

The indicated file path name is too long. The limit is 49 characters. 

Recommended action 

Use short path name for the files to be replicated. 

Severity 

WARNING 
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PDM-1 021 



Message 

timestamp, [PDM-1021], sequence-number, , WARNING, system-name, Failed to 
download area port map 

Probable cause 

A system call failed. 

Recommended action 

1. Run the f irmwareDownload command to reinstall the firmware. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



Panic dump trace error messages 
PDTR-T001 

Message 

timestamp, [PDTR-1001], sequence-number, , INFO, system-name, informational 
message 

Probable cause 

Information was written to the panic dump files. The watchdog register codes are as follows: 

• 0x10000000 bit set means that the watch dog timer (WDT) forced a core reset. 

• 0x20000000 bit set means that the WDT forced a chip reset. 

• All other code values are reserved. 

Recommended action 

Run the pdShow command to view the panic dump and core dump files. 

Severity 

INFO 
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PDTR-1 002 

Message 

timestamp, [PDTR-1002], sequence-number,, INFO, system-name, informational 
message 

Probable cause 

Information was written to the panic dump and core dump files and a trap was generated. The watchdog 
register codes are as follows: 

• 0x10000000 bit set means that the watch dog timer (WDT) forced a core reset. 

• 0x20000000 bit set means that the WDT forced a chip reset. 

• All other code values are reserved. 

Recommended action 

Run the pdShow command to view the panic dump and core dump files. 

Severity 

INFO 



PLAT error messages 
PLAT-1000 

Message 

timestamp, [PLAT-1000], sequence -number , , CRITICAL, system-name, 
function-name error-string 

Probable cause 

Non-recoverable PCI errors were detected. 

Recommended action 

The system is faulted and may reboot. 

1. If the system does not reboot, try issuing a reboot command from a command-line prompt. 

2. Run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

CRITICAL 
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Port error messages 
PORT-1003 

Message 

timestamp, [PORT-1003], sequence-number, , WARNING, system-name, Port 
port-number Faulted because of many Link Failures 

Probable cause 

The specified port is now disabled because the link on this port had multiple failures that exceed an 
internally set threshold on the port. This problem is typically related to hardware. 

Recommended action 

1. Check and, if necessary, replace the hardware attached to both ends of the specified port-number, 
including: 

• Media (SFPs) 

• Cable (fiber optic or copper ISL) 

• Attached devices 

2. When finished checking the hardware, perform portEnable to reenable the port. 

Severity 

WARNING 

PORT-1004 

Message 



timestamp, [PORT-1004], sequence- 


-number, , 


INFO, system-name , 


Port 


port-number could not be enabled 


because 


it is disabled due 


to long 


distance . 









Probable cause 

The specified port could not be enabled because other ports in the same port group have used up the 
buffers available for this port group. This occurs when other ports are configured to be long distance. 

Recommended action 

To enable this port, reconfigure the other EPorts so they are not long distance or change the other 
EPorts so they are not E Ports. This frees some buffers and allows this port to be enabled. 

Severity 

INFO 



268 Messages 



Performance server error messages 
PS-1000 

Message 



timestamp, [PS-1000], sequence-number, , CRITICAL, system-name, Failed to 
initialize Advanced Performance Monitoring. 



Probable cause 



An unexpected software error occurred in Advanced Performance Monitoring. The Performance Monitor 
failed to initialize. 



Recommended action 



The control processor (CP) should reboot or fail over automatically. If it does not, reboot or power cycle 
the switch to reinitiate the firmware. 



Severity 

CRITICAL 



PS-1001 

Message 



timestamp , [PS-1001] , sequence-number, , INFO, system-name , Advanced 
Performance Monitoring configuration updated due to change in PID format 

Probable cause 

The PID format changed. 

Recommended action 

No action is required. Refer to the HP StorageWorks Fabric OS 4.x procedures user guide for more 
information about the PID format. 

Severity 

INFO 



PS-T002 

Message 



timestamp, [PS-1002], sequence-number, , ERROR, system-name, Failed to 
initialize the tracing system for Advanced Performance Monitoring. 
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Probable cause 

An unexpected software error occurred in Advanced Performance Monitoring. The Performance Monitor 
tracing system failed to initialize. 

Recommended action 

Tracing is be available for Advanced Performance Monitoring, but other functions should perform 
normally. To reactivate tracing, reboot or fail over the CP. 

Severity 

ERROR 

PS-1003 

Message 

timestamp, [PS-1003], sequence-number, , WARNING, system-name, Failed to 
set end-to-end monitoring mask on ISL ports. 

Probable cause 

The restoring configuration attempted to set the end-to-end monitoring mask on at least one ISL port. 

Recommended action 

No action is required. End-to-end monitoring is not supported on ISL ports when ISL monitoring is 
enabled. ISL monitoring can be disabled only through the Fabric Access API. 

Severity 

WARNING 

PS-1004 

Message 

timestamp, [PS-1004], sequence-number, , WARNING, system -name, Failed to 
add end-to-end monitors on ISL ports. 

Probable cause 

The restoring configuration attempted to add end-to-end monitors on at least one ISL port. 

Recommended action 

No action is required. End-to-end monitoring is not supported on ISL ports when ISL monitoring is 
enabled. ISL monitoring can be disabled only through the Fabric Access API. 

Severity 

WARNING 
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PS-1005 



Message 

timestamp, [PS-1005], sequence-number, , WARNING, system-name, ISL monitor 
on port port stopped counting because no hardware resources are available 

Probable cause 

ISL and end-to-end monitors used all the hardware resources. 

Recommended action 

To resume counting, delete some end-to-end monitors sharing the same hardware resource pool. 

Severity 

WARNING 



Portswap feature error messages 
PSWP-1 001 

Message 

timestamp , [PSWP-1001] , sequence-number , , INFO, system-name , Areas for 
port wwn-name-corresponding- to- source-port and port 

wwn-name-corresponding-to-destination-port are swapped. New area for port 

wwn-name-corresponding- to -source-port is 

wwn name-corresponding-to-destination-port and port 

new-area-corresponding- to- source -wwn is 

new-area-corresponding- to-destination-wwn 

Probable cause 

The portSwap command was issued by the user. 

Recommended action 

No action is required. 

Severity 

INFO 

PSWP-1 002 

Message 

timestamp, [PSWP-1002], sequence-number, , INFO, system-name, Port Swap 
feature enabled 
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Probable cause 

The portSwap feature was enabled in the switch by the user. 

Recommended action 

No action is required. 

Severity 

INFO 



PSWP-1 003 

Message 

timestamp, [PSWP-1003], sequence-number, , INFO, system-name, 
Port Swap feature disabled 

Probable cause 

The portSwap feature was disabled in the switch by the user. 

Recommended action 

No action is required. 

Severity 

INFO 



PSWP-1 004 

Message 

timestamp, [PSWP-1004], sequence-number, , WARNING, system-name, Port Swap 
configuration does not match Chassis configuration for switch 
switch-number. Erasing port swap tables. . . 

Probable cause 

The portSwap configuration contradicts the chassis configuration. 

Recommended action 

Redefine the port swap configuration to match the chassis configuration. 

Severity 

WARNING 



272 Messages 



Reliable commit service error messages 
RCS-1001 

Message 



timestamp , [RCS-1001] , sequence-number, , INFO, system-name , RCS has been 
disabled. Some switches in the fabric do not support this feature 



Probable cause 



The RCS feature was disabled on the local switch because not all switches in the fabric support RCS or 
the switch is in nonnative mode. 



Recommended action 



1. Run the rcsInfoShow command to view RCS capability on the fabric. RCS is supported in Fabric 
OS v2.6, v3.1 and later, v4.1 and later. 

2. Run the f irmwareDownload command to upgrade the firmware for any switches that do not support 
RCS. 



Severity 

INFO 



RCS-1002 



Message 

timestamp, [RCS-1002], sequence-number, , INFO, system-name, RCS has been 
enabled . 

Probable cause 

The RCS feature was enabled. RCS must be capable on all switches in the fabric to be enabled. If all 
switches are capable, it is automatically enabled. 

Recommended action 

No action is required. 

Severity 

INFO 



RCS-1003 

Message 



timestamp, [RCS-1003], sequence-number, , ERROR, system-name, Failed to 
allocate memory: (function-name) 
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Probable cause 

The specified RCS function failed to allocate memory. 

Recommended action 

1. This message is usually transitory. Wait a few minutes and retry the command. 

2. Check memory usage on the switch using the memShow command. 

3. Reboot or power cycle the switch. 

Severity 

ERROR 

RCS-1004 

Message 

timestamp, [RCS-1004], sequence-number, , ERROR, system-name, 
Application (application-name) not registered .( error-string) 

Probable cause 

The specified application did not register with RCS. 

Recommended action 

1 . Run the haShow command to view the HA state. 

2. Run the haDisable and the haEnable commands. 

3. Run the rcslnf oShow command to view RCS capability on the fabric. RCS is supported in Fabric 
OS v2.6, v3.1 and later, v4.1 and later. 

4. Run the f irmwareDownload command to upgrade the firmware for any switches that do not support 
RCS. 

Severity 

ERROR 

RCS-T005 

Message 

timestamp, [RCS-1005], sequence-number, , INFO, system-name, 

State RCS-phase , Application application-ID returned Oxreject-code . 

Probable cause 

A receiving switch is rejecting an RCS phase. 

Recommended action 

1. If the reject is in ACA phase, wait several minutes and then retry the operation from the sender switch. 
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2. If the reject is in the SFC phase, check whether the application license exists for the local domain and 
whether the application data is compatible. 



Severity 

INFO 

RCS-1006 

Message 

timestamp, [RCS-1006], sequence-number, , INFO, system-name, State 
RCS-phase , Application application-ID , RCS CM. Domain 
domain-ID-that-sent-the-reject returned Ox:reject-code . 

Probable cause 

A remote domain rejected an RCS phase initiated by an application on the local switch. 

• If the reject phase is ACA, the remote domain may be busy and could not process the new request. 

• If the reject phase is SFC, the data sent by the application may not be compatible or the domain does 
not have the license to support that application. 

Recommended action 

1. If the reject is in ACA phase, wait several minutes and then retry the operation. 

2. If the reject is in the SFC phase, check whether the application license exists for the remote domain 
and whether the application data is compatible. 

Severity 

INFO 



Remote procedure call error messages 
RPCD-1001 

Message 

timestamp, [RPCD-1001], sequence-number, , WARNING, system-name, 
Authentication Error: client \" IP-address\" has bad credentials: 
bad-user -name-and-pas sword-pair 

Probable cause 

An authentication error was reported. The specified client IP-address has faulty credentials. 

Recommended action 

Enter the correct user name and password from the Fabric Access API host. 
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Severity 

WARNING 



RPCD-1002 

Message 

timestamp, [RPCD-1002], sequence-number, , WARNING, system-name, Missing 
certificate file. Secure RPCd is disabled. 

Probable cause 

An SSL certificate is missing. 

Recommended action 

To enable RPCD in secure mode, install a valid SSL certificate for the switch. 

Severity 

WARNING 



RPCD-1003 

Message 



timestamp, [RPCD-1003], sequence-number, , WARNING, system-name, Permission 
denied accessing certificate file. Secure RPCd is disabled. 

Probable cause 

The SSL certificate file configured on the switch cannot be accessed because root does not have read 
access. 

Recommended action 

Change the file system access level for the certificate file to have root read-level access. 



Severity 

WARNING 



RPCD-T004 

Message 



timestamp, [RPCD-1004], sequence-number, , WARNING, system-name, Invalid 
certificate file. Secure RPCd is disabled. 
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Probable cause 

The SSL certificate file is corrupted. 

Recommended action 

To enable RPCD in secure mode, install a valid SSL certificate on the switch. 

Severity 

WARNING 



RPCD-1005 

Message 

timestamp, [RPCD-1005], sequence-number, , WARNING, system-name, Missing 
private key file. Secure RPCd is disabled. 

Probable cause 

The private key file is missing. 

Recommended action 

Run the pkiCreate command to install a valid private key file. 

Severity 

WARNING 



RPCD-1006 

Message 



timestamp, [RPCD-1006], sequence-number, , WARNING, system-name, Permission 
denied accessing private key file. Secure RPCd is disabled. 

Probable cause 

The private key file configured on the switch cannot be accessed because root does not have read 
access. 

Recommended action 

Change the file system access level for the private key file to have root read-level access. 



Severity 

WARNING 
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RPCD-T007 



Message 

timestamp, [RPCD-1007], sequence -number , , WARNING, system-name, Invalid 
private file. Secure RPCd is disabled. 

Probable cause 

The private key file is corrupted. 

Recommended action 

Run the pkiCreate command to install a valid private key file. 

Severity 

WARNING 



Reliable transport write and read error messages 
RTWR-T 001 

Message 



timestamp, [RTWR-1001] , 


sequence- 


■number, , ERROR, system- 


-name , RTWR 


routine : -error-message 


Oxdetaill , 


0xdetail2, 0xdetail3, 


0xdetail4, 


0xdetail5 









Probable cause 

An error occurred in the RTWR. The message provides the name of the routine having the error and more 
specific error information. The values in details 1 through 5 provide additional information. 

Recommended action 

No action is required. 

Severity 

ERROR 

RTWR-T 002 

Message 

timestamp, [RTWR-1002], sequence-number, , WARNING, system-name, RTWR 
error-message Oxdetaill, 0xdetail2, Qxdetail3, Qxdetail4, 0xdetail5 
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Probable cause 

The RTWR exhausted the maximum number of retries sending data to the specified domain. Details are as 
follows: 

• RTWR error message: Max retries exhausted 

• detaill: Port 

• detai!2: Domain 

• detai!3: Retry Count 

• detai!4: Status 

• detail 5: Process ID 

Recommended action 

1. Run the fabricShow command to see if the specified domain ID is online. 

2. Enable the switch with the specified domain ID. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



State change notification error messages 
SCN-1001 

Message 

timestamp , [SCN-1001] , sequence-number , , CRITICAL, system-name , SCN queue 
overflow for process daemon-name 

Probable cause 

An attempt to write a state change notification (SCN) message to a specific queue failed because the 
SCN queue for the specified daemon-name is full. This may be caused by the daemon hanging or if the 
system being busy. 

Values for daemon-name are: 

• fabricd 

• asd 

• evmd 

• fcpd 

• webd 

• msd 
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• nsd 

• psd 

• snmpd 

• zoned 

• fspfd 

• tsd 

Recommended action 

If the message is caused by the system being busy, the condition is temporary. 

1. If the message is caused by a hung daemon, the software watchdog causes the daemon to dump the 
core and reboot the switch. In this case, run the saveCore command to send the core files using FTP 
to a secure server location. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

CRITICAL 



Security error messages 
SEC-1001 

Message 

timestamp , [SEC-1001] , sequence-number , , ERROR, system-name , RCS process 
fails: reason- text 

Probable cause 

The reliable commit service (RCS) process failed to complete. 

RCS is a reliable mechanism to transfer data from one switch to other switches within the fabric. This 
mechanism guarantees that either all switches commit to the new database or none of them update to the 
new database. This process can fail if one switch in the fabric is busy or in an error state that cannot 
accept the database. 

Recommended action 

1 . If the switch is busy, the command may fail the first time only; retry after the first fail. RCS is used when 
the security database is changed by a command run by security (for example, secPolicySave, 
secPolicyActivate, or secVersionReset). 

2. Run the rcslnf oShow command to view RCS capability on the fabric. RCS must be capable on all 
switches in the fabric to be enabled. If all switches are capable, it is automatically enabled. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 
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Severity 

ERROR 

SEC-1002 

Message 

timestamp, [SEC-1002], sequence-number, , ERROR, system-name, Security data 
fails: reason-text 

Probable cause 

The receiving switch failed to validate the security database sent from the primary FCS switch. 

This can result from the data package being corrupted, the time stamp on the package being out of range 
(as a result of replay attack or out-of-sync time service), or the signature verification having failed. 
Signature verification failure may be due to an internal error, such as losing the primary public key or an 
invalid database. If a switch is in the error state, the database may not be correctly updated for that 
switch. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. The error may also be a result of an internal corruption or a hacker attack to the secure 
fabric. 

Severity 

ERROR 



SEC-1003 

Message 



timestamp, [SEC-1003], sequence-number, , WARNING, system-name, Fail to 
download security data to domain domain -number after number-of -retires 
retries 

Probable cause 

The specified domain number failed to download security data after the specified number of attempts. 
The primary switch segmentd the failed switch after 30 tries. The failed switch may have had some 
internal error, which caused it to fail to accept the database download. 

Recommended action 

1. Reset the version stamp on the switch to 0 and then rejoin the switch to the fabric. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 
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SEC-1005 



Message 

timestamp, [SEC-1005], sequence-number, , INFO, system-name, Primary FCS 
receives data request from domain domain-number 

Probable cause 

The primary FCS received a data request from the specified domain. 

For example, if the switch fails to update the database or is attacked (data injection), a message is 
generated to the primary FCS to try to correct and resync with the rest of the switches in the fabric. 

Recommended action 

Check the fabric status, using secFabricShow to verify that the fabric is not being attacked by 
unauthorized users. 

Severity 

INFO 



SEC-1006 

Message 



timestamp, [SEC-1006], sequence-number, , WARNING, system-name, Security 
statistics error: Failed to reset due to invalid data. 

Probable cause 

Invalid data was received for any statistic-related command for security (secStatsShow or 
secStatsReset). 

The counter is updated automatically when a security violation occurs. This message may also occur if the 
updating counter fails. 

Recommended action 

1. If the message is the result of a user command, retry the statistic command. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 
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SEC-1007 



Message 

timestamp, [SEC-1007], sequence-number, , INFO, system-name, Security 
violation: Unauthorized host with IP address 

IP-address-of-the-violating-host tries to establish API connection. 



Probable cause 

A security violation was reported. The IP address of the unauthorized host is displayed in the message. 

Recommended action 

Check for unauthorized access to the switch through the API connection. 

Severity 

INFO 



SEC-T008 

Message 

timestamp, [SEC-1008], sequence-number, , INFO, system-name, Security 
violation: Unauthorized host with IP address 

IP-address-of-the-violating-host tries to establish HTTP connection. 

Probable cause 

A security violation was reported. The IP address of the unauthorized host is displayed in the message. 

Recommended action 

Check for unauthorized access to the switch through the HTTP connection. 

Severity 

INFO 



SEC-1009 

Message 



timestamp, [SEC-1009], sequence -number, , INFO, system-name, Security 
violation: Unauthorized host with IP address 

IP-address-of-the-violating-host tries to establish TELNET connection. 

Probable cause 

A security violation was reported. The IP address of the unauthorized host is displayed in the message. 
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Recommended action 

Check for unauthorized access to the switch through the telnet connection. 

Severity 

INFO 



SEC-1016 

Message 

timestamp, [SEC-1016], sequence-number, , INFO, system -name, Security 
violation: Unauthorized host with IP address 

IP-address-of-the-violating-host tries to establish SSH connection. 

Probable cause 

A security violation was reported. The IP address of the unauthorized host is displayed in the message. 

Recommended action 

Check for unauthorized access to the switch through the SSH connection. 

Severity 

INFO 



SEC-1022 

Message 

timestamp, [SEC-1022], sequence-number,, WARNING, system-name, Failed to 
operation PKI objects. 

Probable cause 

The security server failed to generate or validate either the public or private key pair or the CSR. 

Recommended action 

1. Run the pkiShow command and verify that all PKI objects exist on the switch. 

2. If the private key does not exist, follow the steps for re-creating PKI objects, outlined in the HP 
StorageWorks Secure Fabric OS user guide. 

3. If a certificate does not exist or is invalid, install the certificate by following the field upgrade process. 

Severity 

WARNING 
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SEC-T024 



Message 

timestamp, [SEC-1024], sequence-number, , INFO, system-name, The DB-name 
security database is too large to fit in flash. 

Probable cause 

The size of the security database is too large for the flash memory. The size of the security database 
increases with the number of entries in each policy. 

Recommended action 

Reduce the size of the security database by reducing the number of entries within each policy. 

Severity 

INFO 



SEC-1025 

Message 



timestamp, [SEC-1025], sequence -number, , ERROR, system-name, Invalid IP 
IP-address . 



Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1026 

Message 



timestamp, [SEC-1026], sequence-number, , ERROR, system-name, Not a valid 
format [switch-member-ID] for switch member. 

Probable cause 

A corruption occurred during the distribution of the security database. 
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This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1028 

Message 



timestamp, [SEC-1028], sequence-number, , ERROR, system-name, No name is 
specified. 



Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1029 

Message 



timestamp, [SEC-1029], sequence-number, , ERROR, system-name, Invalid 
character in policy-name . 



Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 
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Severity 

ERROR 

SEC-1030 

Message 

timestamp, [SEC-1030], sequence-number, , ERROR, system-name, The length of 
the name invalid. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1031 

Message 

timestamp , [SEC-1031] , sequence-number , , WARNING, system-name , Current 
security policy DB cannot be supported by standby. CPs will go out of 
sync . 

Probable cause 

The security database size is not supported by the standby CP. 

Recommended action 

Reduce the database size by reducing the security policy size. 

Severity 

WARNING 
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SEC-1032 



Message 

timestamp, [SEC-1032], sequence-number, , ERROR, system-name, Empty FCS 
list is not allowed. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1033 

Message 

timestamp, [SEC-1033], sequence-number,, ERROR, system-name, The * symbol 
is only used to create the policy. Command terminated 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1034 

Message 

timestamp, [SEC-1034], sequence-number,, ERROR, system-name, Invalid 
member policy-member . 
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Probable cause 

The input list has an invalid member. 

Recommended action 

Verify your member names and then input the correct information. 

Severity 

ERROR 



SEC-1035 

Message 



timestamp, [SEC-1035], sequence-number, , ERROR, system-name, Invalid 
device WWN device-WWN. 

Probable cause 

The specified WWN is invalid. 

Recommended action 

Enter the correct WWN value. 

Severity 

ERROR 



SEC-1036 

Message 

timestamp, [SEC-1036], sequence-number, , ERROR, system-name, Invalid 
device name device-name. Missing colon 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 
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SEC-T037 



Message 

timestamp, [SEC-1037], sequence-number, , ERROR, system-name, Invalid WWN 
format invalid-WWN. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1038 

Message 

timestamp, [SEC-1038], sequence-number, , ERROR, system-name, Invalid 
domain domain-ID . 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 
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SEC-1040 



Message 

timestamp, [SEC-1040], sequence -number , , ERROR, system-name, Invalid 
portlist (port-list) . Cannot combine * with port member in the same 
portlist . 

Probable cause 

The port list contains the wildcard asterisk (*) character. 

Recommended action 

You cannot use the asterisk in a port list. Enter the port list values without wildcards. 

Severity 

ERROR 

SEC-T041 

Message 

timestamp , [SEC-1041] , sequence-number , , ERROR, system-name , Invalid port 
member port-member in portlist (port-list) . reason. 

Probable cause 

The port member is invalid for one of the following reasons: 

• The value is not a number. 

• The value is too long. Valid numbers must be between one and three characters long. 

• The value cannot be parsed due to invalid characters. 

Recommended action 

Use valid syntax when entering port members. 

Severity 

ERROR 



SEC-1042 

Message 



timestamp, [SEC-1042], sequence-number, , ERROR, system-name, Invalid area 
member port-member in portlist (port-list) . Out of range (minimum-value - 
maximum-value) . 
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Probable cause 

The specified area member is not within the minimum and maximum values. 

Recommended action 

Use valid syntax when entering area numbers. 

Severity 

ERROR 



SEC-1043 

Message 

timestamp, [SEC-1043], sequence-number, , ERROR, system -name, Invalid port 
range range-minimum - range-maximum. 

Probable cause 

The specified port is not within the minimum and maximum range. 

Recommended action 

Use valid syntax when entering port ranges. 

Severity 

ERROR 



SEC-1044 

Message 

timestamp , [SEC-1044] , sequence-number , , ERROR, system-name, Duplicate 
member member -ID in (list) . 

Probable cause 

The specified member is a duplicate in the input list. The list can be a policy list or a switch member list. 

Recommended action 

Do not specify duplicates. 

Severity 

ERROR 
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SEC-1045 



Message 

timestamp, [SEC-1045], sequence-number, , ERROR, system-name, Too many port 
members . 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1046 

Message 

timestamp, [SEC-1046], sequence-number,, ERROR, system-name, Empty list. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1049 

Message 



timestamp, [SEC-1049], sequence-number, , ERROR, system-name, Invalid 
switch name sw itch- name . 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 293 



Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1050 

Message 

timestamp, [SEC-1050], sequence-number, , ERROR, system-name, There are 
more than one switches with the same name switch-name in the fabric. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-T05T 

Message 

timestamp , [SEC-1051] , sequence-number , , ERROR, system-name , Missing brace 
for port list port-list. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 
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Recommended action 



Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may be correctly updated for that specific 
switch. 

Severity 

ERROR 

SEC-1052 

Message 

timestamp, [SEC-1052], sequence-number, , ERROR, system-name, Invalid 
input . 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1053 

Message 

timestamp, [SEC-1053], sequence-number, , ERROR, system-name, Invalid pFCS 
list pFCS-list 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 
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Severity 

ERROR 



SEC-1054 

Message 



timestamp, [SEC-1054], sequence-number, , ERROR, system-name, Invalid FCS 
list length list-length 



Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1055 

Message 



timestamp, [SEC-1055], sequence -number, , ERROR, system-name, Invalid FCS 
list WWN-list 



Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



296 Messages 



SEC-1056 



Message 

timestamp, [SEC-1056], sequence-number, , ERROR, system-name, Invalid 
position new-position. Only number-of -member s-in-FCS-list members in list. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1057 

Message 

timestamp, [SEC-1057], sequence-number, , ERROR, system-name, No change. 
Both positions are the same. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-T059 

Message 

timestamp, [SEC-1059], sequence-number, , ERROR, system-name, Fail to 
operation named-item to flash. 
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Probable cause 

The operation failed when writing to flash. 

Recommended action 

Run the saveCore command to move files off the kernel flash. 

Severity 

ERROR 



SEC-1062 

Message 

timestamp, [SEC-1062], sequence-number, , ERROR, system-name, Invalid 
number of Domains in Domain List. 

Probable cause 

Either no domains are specified or domains greater than the maximum are specified. 

Recommended action 

Enter the correct number of domains. 

Severity 

ERROR 



SEC-1063 

Message 



timestamp, [SEC-1063], sequence -number, , ERROR, system-name, Failed 
to reset statistics. 



Probable cause 

Either the type or the domains specified are invalid. 

Recommended action 

Enter valid data. 

Severity 

ERROR 
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SEC-1064 



Message 

timestamp, [SEC-1064], sequence-number, , ERROR, system-name, Failed to 
sign message. 

Probable cause 

The PKI objects on the switch are not in a valid state and the signature operation failed. 

Recommended action 

Run the pkishow command to verify that all PKI objects are valid. If PKI objects are not valid, generate 
the PKI objects and install the certificate by following the field upgrade process. 

Severity 

ERROR 



SEC-T065 

Message 



timestamp, [SEC-1065], sequence-number, , ERROR, system-name, Invalid 
character in list. 

Probable cause 

The input list has an invalid character. 

Recommended action 

Enter valid data. 

Severity 

ERROR 



SEC-1069 

Message 



timestamp, [SEC-1069], sequence-number, , ERROR, system-name, Security 
Database is corrupted. 



Probable cause 

The security database is corrupted for unknown reasons. 

Recommended action 

Run supportFtp as needed to set up automatic FTP transfers and then run the supportSave command 
and contact your switch service provider. 
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Severity 

ERROR 



SEC-1071 

Message 



timestamp, [SEC-1071], sequence-number, , ERROR, system-name, No new data 
to apply. 



Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1072 

Message 

timestamp, [SEC-1072], sequence-number, , ERROR, system-name, policy-type 
Policy List is Empty! 

Probable cause 

The specific policy type is empty. The security database is corrupted for unknown reasons. 

Recommended action 

Run supportFtp as needed to set up automatic FTP transfers and then run the supportSave command 
and contact your switch service provider. 

Severity 

ERROR 
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SEC-1073 



Message 

timestamp, [SEC-1073], sequence-number, , ERROR, system-name, No FCS policy 
in list! 

Probable cause 

The specific policy type is empty. The security database is corrupted for unknown reasons. 

Recommended action 

Run supportFtp as needed to set up automatic FTP transfers and then run the supportSave command 
and contact your switch service provider. 

Severity 

ERROR 

SEC-T074 

Message 

timestamp , [SEC-1074] , sequence-number , , ERROR, system-name , Cannot 
execute the command on this switch. Please check the secure mode and FCS 
status . 

Probable cause 

A security command was run on a switch that is not allowed to run it either because it is in non-secure 
mode or because it does not have required FCS privilege. 

Recommended action 

If a security operation that is not allowed in non-secure mode is attempted, do not perform the operation 
in non-secure mode. In secure mode, run the command from a switch that has required privilege; that is, 
either a backup FCS or primary FCS. 

Severity 

ERROR 

SEC-1075 

Message 

timestamp, [SEC-1075], sequence-number, , ERROR, system-name, Fail to 
operation new policy set on all switches. 

Probable cause 

A corruption during the distribution of the security database. 
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This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1076 

Message 



timestamp, [SEC-1076], sequence-number, , ERROR, system-name, 
NoNodeWWNZoning option has been changed. 

Probable cause 

The NoNodeWWNZoning option was changed. If the option is turned on, a zone member can be 
added using node WWNs, but the member cannot communicate with others nodes in the zone. 

Recommended action 

Reenable the current zone configuration for the change to take effect. 

Severity 

ERROR 



SEC-1077 

Message 

timestamp, [SEC-1077], sequence-number, , ERROR, system-name, Failed to 
activate new policy set on all switches. 

Probable cause 

The policy could not be activated. Reasons can be no memory, switch busy, and so on. 

Recommended action 

Run the secFabricShow command to verify that all switches in the fabric are in the ready state. Retry 
the command when all switches are ready. 

Severity 

ERROR 
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SEC-1078 



Message 

timestamp, [SEC-1078], sequence-number, , ERROR, system-name, No new data 
to abort . 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1079 

Message 

timestamp, [SEC-1079], sequence-number, , ERROR, system-name, Invalid 
policy name policy-name . 

Probable cause 

A corruption during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1080 

Message 

timestamp, [SEC-1080], sequence-number, , ERROR, system-name, Operation 
denied. Please, use secModeEnable command. 
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Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1081 

Message 

timestamp, [SEC-1081] , sequence-number , , ERROR, system-name , DCC_POLICY is 
not allowed without a unique identifier. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1082 

Message 

timestamp, [SEC-1082], sequence-number, , ERROR, system-name, Failed to 
create policy-name policy. 

Probable cause 

The security policy was not created due to faulty input or low resources. 

Recommended action 

Use proper syntax when creating policies. If the security database is too large, you must delete other 
members within the database before adding new members to a policy. 
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Severity 

ERROR 

SEC-1083 

Message 

timestamp, [SEC-1083], sequence-number, , ERROR, system-name, Name already 
exists . 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1084 

Message 



timestamp, [SEC-1084], sequence -number , , ERROR, system-name, Name exists 
for different type policy-name . 



Probable cause 

The specified policy already exists. 

Recommended action 

No action is required. 

Severity 

ERROR 
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SEC-T085 



Message 

timestamp , [SEC-1085] , sequence-number , , ERROR, system-name , Failed to 
create policy-name . 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1086 

Message 



timestamp , [SEC-1086] , sequence -number , , ERROR, system-name , The security 
database is too large to fit in flash. 



Probable cause 

The security database has more data than the flash can accommodate. 

Recommended action 

Reduce the number of entries in some policies to decrease the security database size. 

Severity 

ERROR 



SEC-1088 

Message 



timestamp, [SEC-1088], sequence-number, , ERROR, system-name, Cannot 
execute the command. Please try later. 

Probable cause 

A corruption occurred during the distribution of the security database. 
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This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1089 

Message 



timestamp, [SEC-1089], sequence-number, , ERROR, system-name, Policy name 
policy-name not found. Please, use secPolicyCreate . 



Probable cause 

There was a corruption during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1090 

Message 



timestamp, [SEC-1090], sequence-number, , ERROR, system-name, SCC list 
contains FCS member. Please remove member from the FCS policy first. 



Probable cause 

There was a corruption during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 
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Severity 

ERROR 

SEC-1091 

Message 

timestamp , [SEC-1091] , sequence-number , , ERROR, system-name , No policy to 
remove . 

Probable cause 

There was a corruption during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1092 

Message 

timestamp, [SEC-1092], sequence-number, , ERROR, system-name, policy-name 
Name not found. 



Probable cause 

There was a corruption during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 
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SEC-1093 



Message 

timestamp, [SEC-1093], sequence-number, , ERROR, system-name, New FCS list 
must have at least one member in common with current FCS list. 

Probable cause 

The new FCS list does not have a common member with the existing FCS list. 

Recommended action 

Resubmit the command with at least one member of the new FCS list in common with the current FCS list. 

Severity 

ERROR 



SEC-T094 

Message 



timestamp , [SEC-1094] , sequence-number , , ERROR, system-name , Policy member 
not found. 



Probable cause 

There was a corruption during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1095 

Message 

timestamp, [SEC-1095], sequence-number,, ERROR, system -name, Deleting FCS 
policy is not allowed. 

Probable cause 

There was a corruption during the distribution of the security database. 
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This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1096 

Message 



timestamp, [SEC-1096], sequence-number, , ERROR, system-name, Failed to 
delete policy-name . reason-text 



Probable cause 

There was a corruption during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that there is an error in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 



SEC-1097 

Message 



timestamp, [SEC-1097], sequence-number, , ERROR, system-name, Cannot find 
active-or-de fined policy set. 



Probable cause 

The specified policy could not be found. 

Recommended action 

If the message persists, run supportFtp as needed to set up automatic FTP transfers and then run the 
supportSave command and contact your switch service provider. 

Severity 

ERROR 
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SEC-1098 



Message 

timestamp, [SEC-1098], sequence-number, , ERROR, system-name, No 
active-or-de fined FCS list. 

Probable cause 

The specified policy could not be found. 

Recommended action 

Run supportFtp as needed to set up automatic FTP transfers and then run the supportSave command 
and contact your switch service provider. 

Severity 

ERROR 



SEC-T099 

Message 

timestamp, [SEC-1099], sequence-number, , ERROR, system-name, Please enable 
your switch before running secModeEnable . 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 



Severity 

ERROR 



SEC-1100 

Message 



timestamp, [SEC-1100], sequence-number, , ERROR, system-name, FCS switch 
present. Command terminated. 
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Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1101 

Message 



timestamp , [SEC- 


■1101] , 


sequence- 


-number, , 


ERROR, system-name , Failed to 


enable security 


on all 


switches 


. Please 


retry later. 



Probable cause 

The security enable failed on the fabric because one or more switches in the fabric were busy. 

Recommended action 

Verify that the security event was planned. If so, run the secFabricShow command to verify that all 
switches in the fabric are in the ready state. When all switches are in the ready state, retry the operation. 

Severity 

ERROR 

SEC-1102 

Message 

timestamp, [SEC-1102], sequence-number, , ERROR, system-name, Fail to 
download security-data. 

Probable cause 

The switch failed to download certificate, security database, or policies. 

This can happen when the switch does not get enough resources to complete the operation, the fabric has 
not stabilized, or the policy database is an invalid format. 

Recommended action 

Wait for the fabric to become stable and then retry the operation. If the policy database is in an illegal 
format (with conf igDownload), correct the format and retry the operation. 
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Severity 

ERROR 

SEC-1104 

Message 

timestamp, [SEC-1104], sequence-number, , ERROR, system-name, Fail to get 
primary Certificate-or-public-key. 

Probable cause 

The switch failed to get either the primary certificate or a primary public key. 

Recommended action 

1. Verify that the primary switch has a valid certificate installed and retry the operation. 

2. If a valid certificate is not installed, install a certificate by following the procedure specified in the HP 
StorageWorks Secure Fabric OS user guide. 

Severity 

ERROR 



SEC-1105 

Message 



timestamp, [SEC-1105], sequence-number, , ERROR, system-name, Fail to 
disable secure mode on all switches. 

Probable cause 

The switch failed to disable security in the fabric. 

This can happen if the switch cannot get the required resources to complete the command and sending to 
a remote domain fails or the remote domain returns an error. 

Recommended action 

Run the secFabricShow to verify that all switches in the fabric are in the ready state. Retry the 
command when all switches are READY. 



Severity 

ERROR 
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SEC-1106 



Message 

timestamp, [SEC-1106], sequence-number, , ERROR, system-name, Failed to 
sign message data. 

Probable cause 

Some PKI objects on the switch are not in a valid state; a signature operation failed. 

Recommended action 

1. Run the pkiShow command and verify that all PKI objects exist on the switch. 

2. If a failure to validate PKI objects occurs, follow the steps for re-creating PKI objects outlined in the HP 
StorageWorks Secure Fabric OS user guide. 

Severity 

ERROR 

SEC-1107 

Message 

timestamp, [SEC-1107], sequence-number, , INFO, system-name, Stamp is 0. 

Probable cause 

A corruption occurred during the distribution of the security database. 

This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

INFO 

SEC-IT 08 

Message 

timestamp, [SEC-1108], sequence-number, , ERROR, system-name, Fail to reset 
stamp on all switches. 
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Probable cause 

A version reset operation failed either because the switch could not get all the required resources to 
perform the operation or because it failed to send the message to all switches in the fabric. 

Recommended action 

1. Verify that the security event was planned. If so, run the secFabricShow command to verify that all 
switches in the fabric are in the ready state. 

2. When all switches are in the ready state, retry the operation. 

Severity 

ERROR 



SEC-1110 

Message 

timestamp, [SEC-1110], sequence-number, , ERROR, system-name, FCS list must 
be the first entry in the [Defined Security policies] section. Fail to 
download defined database. 



Probable cause 

A security policy download was attempted with a defined policy that does not have the FCS policy as the 
first policy. The FCS policy is required to be the first policy in the defined security database. 

Recommended action 

Download a correct configuration with the FCS policy as the first policy in the defined security database. 

Severity 

ERROR 



SEC-1111 

Message 

timestamp, [SEC-1111], sequence -number , , ERROR, system-name, New defined 
FCS list must have at least one member in common with current active FCS 
list. Fail to download defined database. 



Probable cause 

The defined and active FCS policy list failed to have at least one member in common. 

Recommended action 

A new FCS policy list must have at least one member in common with the previous FCS policy. 

Severity 

ERROR 
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SEC-1112 



Message 



timestamp, [SEC-1112], sequence-number, , ERROR, system-name, FCS list must 
be the first entry in the Active Security policies, and the same as the 
current active FCS list in the switch. 

Probable cause 

Either a security policy download was attempted with an active policy that does not have the FCS policy 
as the first policy or the FCS policy is not the same as the current FCS policy on the switch. 

Recommended action 

Make sure that the new FCS policy is the same as the current FCS policy on the switch. 

Severity 

ERROR 



SEC-1115 

Message 

timestamp, [SEC-1115], sequence-number, , ERROR, system-name, No primary 
FCS to failover. 

Probable cause 

During an attempted secFcsFailover, no primary FCS is present in the fabric. 

Recommended action 

1. Run the secFabricShow command to verify that all switches in fabric are in the ready state. 

2. When all switches are in the ready state, retry the operation. 

Severity 

ERROR 



SEC-1116 

Message 



timestamp, [SEC-1116], sequence-number, , ERROR, system-name, Fail to 
commit failover. 



Probable cause 

A corruption occurred during the distribution of the security database. 
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This can occur only when the primary FCS is distributing the security database to the other switches in the 
fabric and local validation finds that an error occurred in the security database. This is a rare occurrence. 



Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 



Severity 

ERROR 



SEC-1117 

Message 



timestamp, [SEC-1117], sequence-number, , INFO, system-name, Fail to set 
data . 



Probable cause 

The switch failed to save the data received by the primary FCS switch. This data can be an FCS 
password, a non-FCS password, SNMP data, or multiple user authentication data. 

Recommended action 

Run the secFabricShow command to verify that all switches in the fabric are in the ready state. When 
all switches are in the ready state, retry the operation. 

Severity 

INFO 



SEC-1118 



Message 

timestamp, [SEC-1118], sequence-number, , INFO, system-name, Fail to set 
SNMP string. 



Probable cause 

The SNMP string could not be set. 

Recommended action 

Usually this problem is transient. Retry the command. 

Severity 

INFO 
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SEC-1119 



Message 

timestamp, [SEC-1119], sequence-number, , INFO, system-name, Secure mode 
has been enabled. 

Probable cause 

The secure Fabric OS was enabled by the secModeEnable command. 

Recommended action 

Verify that the security event was planned. If the security event was planned, no action is required. If the 
security event was not planned, take appropriate action as defined by your enterprise security policy. 

Severity 

INFO 



SEC-1121 

Message 



timestamp, [SEC-1121], sequence-number, , ERROR, system-name, Time is out 
of range when text. 



Probable cause 



The time on the switch is not synchronized with the primary FCS, the data packet is corrupted, or a replay 
attack is launched on the switch. 



Recommended action 



Verify that the security event was planned. If the security event was planned, verify that all switches in the 
fabric are in time synchronization with the primary FCS and that no external entity is trying to access the 
fabric. When verification is complete, retry the operation. 



Severity 

ERROR 



SEC-1122 

Message 

timestamp, [SEC-1122], sequence-number, , INFO, system-name, Error code: 
domain-ID, error-message. 

Probable cause 

One of the switches in the fabric could not communicate with the primary FCS. 
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Recommended action 



Run the secFabricShow command to verify that all switches in fabric are in the ready state. When al 
switches are in the ready state, retry the operation. 



Severity 

INFO 



SEC-1123 

Message 

timestamp, [SEC-1123], sequence-number, , INFO, system-name, Security 
database downloaded by Primary FCS . 

Probable cause 

The security database was successfully downloaded from the primary FCS. 

Recommended action 

No action is required. 

Severity 

INFO 



SEC-IT 24 

Message 

timestamp, [SEC-1124], sequence-number, , INFO, system-name, Secure Mode is 
off. 

Probable cause 

An attempt was made to disable secure mode in a non-secure fabric. 

Recommended action 

No action is required. 

Severity 

INFO 
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SEC-1126 



Message 

timestamp, [SEC-1126], sequence-number, , INFO, system-name, Secure mode 
has been disabled. 

Probable cause 

A secure mode disable operation completed successfully. 

Recommended action 

Verify that the security event was planned. If the security event was planned, no action is required. If the 
security event was not planned, take appropriate action as defined by your enterprise security policy. 

Severity 

INFO 

SEC-1130 

Message 

timestamp, [SEC-1130], sequence-number, , INFO, system-name, The Primary 
FCS has failed over to a new switch. 

Probable cause 

An FCS failover operation completed successfully. 

Recommended action 

Verify that the security event was planned. If the security event was planned, no action is required. If the 
security event was not planned, take appropriate action as defined by your enterprise security policy. 

Severity 

INFO 

SEC-1135 

Message 

timestamp, [SEC-1135], sequence-number, , INFO, system-name, Secure fabric 
version stamp has been reset. 

Probable cause 

The version stamp of the secure fabric was reset. 
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Recommended action 



Verify that the security event was planned. If the security event was planned, no action is required. If the 
security event was not planned, take appropriate action as defined by your enterprise security policy. 



Severity 

INFO 



SEC-1136 

Message 



timestamp, [SEC-1136], sequence-number, , ERROR, system-name, Failed to 
verify signature data-type , MUA, policy, etc. 



Probable cause 

The receiving switch failed to validate the security database from the primary FCS switch. This message 
usually indicates that the data package is corrupted, the time stamp on the package is out of range as a 
result of a replay attack or out-of-sync time service, or the signature verification failed. Signature 
verification failure indicates either an internal error (such as losing the primary public key) or an invalid 
database. This message may also be the result of an internal corruption or a hacker attack to the secure 
fabric. 



Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
switch. 



Severity 

ERROR 



SEC-1137 

Message 



timestamp, [SEC-1137], sequence-number, , ERROR, system-name, No signature 
in data-type, MUA, policy, etc. 



Probable cause 

The receiving switch failed to validate the security database from the primary FCS switch. This message 
usually indicates that the data package is corrupted, the timestamp on the package is out of range as a 
result of a replay attack or out-of-sync time service, or the signature verification failed. Signature 
verification failure indicates either an internal error (such as losing the primary public key) or an invalid 
database. This message may also be the result of an internal corruption or a hacker attack to the secure 
fabric. 
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Recommended action 



Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
switch. 



Severity 

ERROR 



SEC-1138 

Message 

timestamp, [SEC-1138], sequence-number, , INFO, system-name, Security 
database download received from Primary FCS . 

Probable cause 

A non-primary FCS switch received a security database download. 

Recommended action 

Verify that the security event was planned. If the security event was planned, no action is required. If the 
security event was not planned, take appropriate action as defined by your enterprise security policy. 

Severity 

INFO 



SEC-1139 

Message 



timestamp, [SEC-1139], sequence-number,, ERROR, system-name, The 
RSNMP POLICY cannot exist without the WSNMP POLICY. 



Probable cause 

The receiving switch failed to validate the security database from the primary FCS switch. This message 
usually indicates that the data package is corrupted, the tim stamp on the package is out of range as a 
result of a replay attack or out-of-sync time service, or the signature verification failed. Signature 
verification failure indicates either an internal error (such as losing the primary public key) or an invalid 
database. This message may also be the result of an internal corruption or a hacker attack to the secure 
fabric. 



Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
switch. 



Severity 

ERROR 
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SEC-1142 



Message 

timestamp, [SEC-1142], sequence-number, , INFO, system-name, Reject new 
policies, reason-text. 

Probable cause 

The new polices are rejected for the reason specified. 

Recommended action 

Use proper syntax when entering policy information. 

Severity 

INFO 



SEC-1145 

Message 

timestamp, [SEC-1145], sequence-number, , INFO, system-name, A security 
admin event has occurred. This message is for information purpose only. 
The message for individual event is: 
event-specif ic -data 

Probable cause 

One of the following occurred: 

• The names for the specified policies changed. 

The passwords changed for the specified accounts. 

The SNMP community strings changed. 

Recommended action 

Verify that the security event was planned. If the security event was planned, no action is required. If the 
security event was not planned, take appropriate action as defined by your enterprise security policy. 

Severity 

INFO 
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SEC-1146 



Message 

timestamp, [SEC-1146], sequence-number, , INFO, system-name, PID changed: 
state. 

Probable cause 

The PID format of the switch was changed either to extended-edge PID or from extended-edge PID. If the 
DCC polices existed, all area ID values either increased or decreased by 16. The values wrap around 
after 1 28. If a DCC policy contains an area of 1 27 before changing to extended-edge PID, then the new 
area is 15, because of the wraparound. 

Recommended action 

No action is required. 

Severity 

INFO 

SEC-1153 

Message 

timestamp, [SEC-1153], sequence-number, , INFO, system-name, Error in RCA: 
RCS is not supported 

Probable cause 

Reliable commit service (RCS) is not supported. 

Recommended action 

1. Run the rcsInfoShow command to view RCS capability on the fabric. RCS must be capable on all 
switches in the fabric to be enabled. If all switches are capable, it is automatically enabled. 

2. For any switch that does not support RCS, obtain the latest firmware version from your switch supplier, 
and run the f irmwareDownload command to upgrade the firmware. 

3. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

INFO 

SEC-1154 

Message 

timestamp, [SEC-1154], sequence-number, , INFO, system-name, PID change 
failed: reason defined- status active-status . 
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Probable cause 



Either the defined or the active policy could not be updated. If the policy database is very large, it might 
not be able to change the area ID because the new policy database exceeds the maximum size. This 
message can also occur when the switch is short of memory. The status values can be either defined, 
active, or both. A negative value means that a policy set was failed by the daemon. 

Recommended action 

Reduce the size of the policy database. 

Severity 

INFO 



SEC-1155 

Message 



timestamp, [SEC-1155], sequence-number,, INFO, system-name, PID change 
failed: reason defined- status active- status . 



Probable cause 

Either the defined or active policy was too large after modifying the area ID. The status values can be 
either defined, active, or both. A negative value means that a policy set was failed by the daemon. 

Recommended action 

Reduce the size of the specified policy database. 

Severity 

INFO 

SEC-1156 



Message 

timestamp, [SEC-1156], sequence-number, , INFO, system-name, Change failed: 
reason defined-status active-status . 

Probable cause 

The security daemon is busy. The status values can be either defined, active, or both. A negative 
value means that a policy set was failed by the daemon. 



Recommended action 

For the first reject, wait a few minutes and then resubmit the transaction. Fabric-wide commands may take 
a few minutes to propagate throughout the fabric. Wait a few minutes between executing commands so 
that your commands do not overlap in the fabric. 



Severity 

INFO 
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SEC-1157 



Message 

timestamp, [SEC-1157], sequence-number, , INFO, system-name, PID Change 
failed: reason defined- status active- status . 

Probable cause 

The provisioning resources for a security policy failed due to low memory or internal error. The status 
values can be either defined, active, or both. A negative value means that a policy set was failed by 
the daemon. 

Recommended action 

1. Retry the failed command. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

INFO 



SEC-1158 

Message 

timestamp, [SEC-1158], sequence-number, , INFO, system-name, Invalid name 
policy-or-swi tch-name . 

Probable cause 

The specified name is invalid. The name can be a policy name or a switch name. 

Recommended action 

Enter a valid name. 

Severity 

INFO 

SEC-IT 59 

Message 

timestamp, [SEC-1159], sequence-number,, INFO, system-name, Non_Reachable 
domain domain-ID . 
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Probable cause 



A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 



Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

INFO 



SEC-1160 



Message 

timestamp, [SEC-1160], sequence-number, , INFO, system-name, Duplicate port 
port-ID in port list (port-list) . 

Probable cause 

A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 



Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
switch. 



Severity 

INFO 



SEC-1163 

Message 



timestamp, [SEC-1163], sequence-number, , ERROR, system-name, System is 
already in secure mode. Lockdown option cannot be applied. 



Probable cause 

The lockdown option was attempted while the fabric was already in secure mode. 

Recommended action 

Do not use the lockdown option with secModeEnable when switch is already in secure mode. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 327 



Severity 

ERROR 



SEC-1164 

Message 

timestamp, [SEC-1164], sequence -number , , ERROR, system-name, Lockdown 
option cannot be applied on a non-FCS switch. 

Probable cause 

The attempt to enable security was made on a switch not present in the FCS list. 

Recommended action 

Add the switch into the FCS policy list when using the lockdown option to enable security. 

Severity 

ERROR 

SEC-1165 

Message 

timestamp, [SEC-1165], sequence -number , , ERROR, system-name, Low memory, 
failed to enable security on all switches. 

Probable cause 

The system is low on memory. 

Recommended action 

Wait a few minutes and try the command again. 

Severity 

ERROR 



SEC-1166 

Message 



timestamp, [SEC-1166], sequence-number, , ERROR, system-name, Non FCS tries 
to commit failover. 



Probable cause 



A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 
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Recommended action 



Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
specific switch. 

Severity 

ERROR 

SEC-1167 

Message 



timestamp , 


[SEC-1167] , 


sequence- 


-number, , ERROR, system-name , Another FCS 


failover is 


in process. 


, Command 


terminated . 



Probable cause 

This failover attempt cannot proceed because another failover is already in progress. 

Recommended action 

1 . Verify that the security event was planned. 

2. If the security event was planned, retry the FCS failover after the current failover has completed, if this 
switch should become primary FCS. 

3. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

ERROR 

SEC-1168 

Message 

timestamp, [SEC-1168], sequence-number, , ERROR, system-name, Primary FCS 
failover is busy. Please retry later. 

Probable cause 

A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
specific switch. 

Severity 

ERROR 
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SEC-1170 



Message 

timestamp, [SEC-1170], sequence -number , , INFO, system-name, This command 
must be executed on the Primary FCS switch, the first reachable switch in 
the FCS list. 

Probable cause 

A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 



Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 

Severity 

INFO 



SEC-1171 



Message 

timestamp , [SEC-1171] , sequence-number , , ERROR, system-name , Disabled 
secure mode due to invalid security object. 



Probable cause 



The switch is segmented, and secure mode is disabled on the switch because no license or no PKI objects 
are present. 



Recommended action 



1. Run the pkiShow command to check whether all PKI objects exist. If they do not exit, run the 
pkiCreate command to create them for the switch. 

2. Run the licenseAdd command to install the required license key. Refer to your switch supplier to 
obtain a license if you do not have one. 



Severity 

ERROR 
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SEC-1172 



Message 

timestamp, [SEC-1172], sequence-number, , ERROR, system-name, Failed to 
identify role. 

Probable cause 

The switch is unable to determine its role (primary FCS or backup FCS) in the secure fabric. 

Recommended action 

1. Verify that all switches in the fabric are in time synchronization with the primary and that no external 
entity is trying to access the fabric. 

2. When verification is complete, retry the operation. 

Severity 

ERROR 

SEC-1173 

Message 

timestamp, [SEC-1173], sequence-number, , ERROR, system -name, Lost contact 
with Primary FCS switch. 

Probable cause 

The switch lost contact with the primary FCS switch in the secure fabric. This could be caused by the 
primary FCS being disabled. 

Recommended action 

If the primary FCS was disabled intentionally, no action is required; if not, check the primary FCS. 

Severity 

ERROR 

SEC-1174 

Message 

timestamp, [SEC-1174], sequence-number, , ERROR, system-name, Failed to set 
FCS-or-non-FCS password. 

Probable cause 

The FCS or non-FCS password could not be set. 
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Recommended action 

1. Verify that all switches in the fabric are in time synchronization with the primary and that no external 
entity is trying to access the fabric. 

2. When verification is complete, retry the operation. 

Severity 

ERROR 



SEC-1175 

Message 

timestamp, [SEC-1175], sequence-number, , ERROR, system-name, Failed to 
install zone data. 

Probable cause 

The zone database could not be installed on the switch. 

Recommended action 

1. Verify that all switches in the fabric are in time synchronization with the primary and that no external 
entity is trying to access the fabric. 

2. When verification is complete, retry the operation. 

Severity 

ERROR 



SEC-1176 

Message 

timestamp, [SEC-1176], sequence-number, , ERROR, system-name, Failed to 
generate new version stamp. 

Probable cause 

The primary FCS failed to generate a new version stamp because the fabric is not stable. 

Recommended action 

1. Verify that all switches in the fabric are in time synchronization with the primary and that no external 
entity is trying to access the fabric. 

2. When verification is complete, retry the operation. 

Severity 

ERROR 
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SEC-IT 80 

Message 

timestamp, [SEC-1180], sequence-number, , INFO, system-name, Added account 
user-name with role-name authorization. 

Probable cause 

The specified new account was created. 

Recommended action 

No action is required. 

Severity 

INFO 

SEC-TT81 

Message 

timestamp , [SEC-1181] , sequence-number , , INFO, system-name , Deleted 
account user-name 

Probable cause 

The specified account was deleted. 

Recommended action 

No action is required. 

Severity 

INFO 

SEC-1182 

Message 

timestamp, [SEC-1182], sequence-number, , INFO, system-name, Recovered 
number-of accounts. 

Probable cause 

The specified number of accounts were recovered from backup. 

Recommended action 

No action is required. 
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Severity 

INFO 

SEC-1183 

Message 

timestamp, [SEC-1183], sequence-number, , ERROR, system-name, Policy to 
binary conversion error: Port port-number is out range. 

Probable cause 

A security database conversion failed because of an invalid value. 

Recommended action 

1. Retry the command with a valid value. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

SEC-1184 

Message 

timestamp , [SEC-1184] , sequence-number , , INFO, system-name , Radius config 
change, action action, server ID server. 

Probable cause 

The specified action was applied to the specified RADIUS server configuration. The possible actions are 

ADD, REMOVE, CHANGE, and MOVE. 

Recommended action 

No action is required. 

Severity 

INFO 

SEC-1185 

Message 

timestamp, [SEC-1185], sequence-number,, INFO, system-name, action switch 
DB. 
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Probable cause 

The switch database was enabled or disabled as the secondary AAA when RADUIS is the primary AAA 
mechanism. 

Recommended action 

No action is required. 

Severity 

INFO 



SEC-1186 

Message 

timestamp, [SEC-1186], sequence-number , , INFO, system-name, action Radius 
Configuration . 

Probable cause 

The RADIUS configuration was enabled or disabled as the primary AAA mechanism. 

Recommended action 

No action is required. 

Severity 

INFO 



SEC-1187 

Message 



timestamp, [SEC-1187], sequence-number, , INFO, system-name, Security 
violation: Unauthorized switch switch-wwn tries to join secure fabric. 

Probable cause 

An SCC security violation was reported. The specified unauthorized switch attempted to join the secure 
fabric. 

Recommended action 

1. Check the switch connection control policy (the SCC policy specifies the WWNs of switches allowed 
in the fabric) to verify which switches are allowed in the fabric. 

2. If the switch is allowed in the fabric but is not included in the SCC policy, add the switch to the policy. 

3. If the switch is not allowed access to the fabric, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 
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Severity 

INFO 

SEC-1188 

Message 

timestamp, [SEC-1188], sequence-number, , INFO, system-name, Security 
violation: Unauthorized device device -node -name tries to f login to area 
port-number of switch switch-wwn . 

Probable cause 

A DCC security violation was reported. The specified device attempted to log in using fabric login 
(FLOGI) to an unauthorized port. The DCC policy correlates specific devices to specific port locations. If 
the device changes connected port, it is not allowed to log in. 

Recommended action 

1. Check the DCC policy and verify that the specified device is allowed in the fabric and is included in 
the DCC policy. 

2. If the specified device not included in the policy, add it to the policy. 

3. If the host is not allowed access to the fabric, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 

Severity 

INFO 

SEC-1189 

Message 

timestamp, [SEC-1189], sequence-number, , INFO, system-name, Security 
violation: Unauthorized host with IP address IP-address tries to do SNMP 
write operation. 

Probable cause 

An SNMP security violation was reported. The specified unauthorized host attempted to perform a write 
SNMP operation. 

Recommended action 

1. Check the WSNMP policy and verify which hosts are allowed access to the fabric through SNMP. 

2. If the host is allowed access to the fabric but is not included in the policy, add the host to the policy. 

3. If the host is not allowed access to the fabric, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 

Severity 
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INFO 



SEC-1190 

Message 



timestamp, [SEC-1190], sequence-number, , INFO, system-name, Security 
violation: Unauthorized host with IP address IP-address tries to do SNMP 
read operation. 



Probable cause 



An SNMP security violation was reported. The specified unauthoized host attempted to perform a read 
SNMP operation. 



Recommended action 



1. Check the RSNMP policy to verify that hosts allowed access to the fabric through SNMP read 
operations are included in the RSNMP policy. 

2. If the host is allowed access but is not included in the RSNMP policy, add the host to the policy. 

3. If the host is not allowed access to the fabric, this is a valid violation message and an unauthorized 
entity is trying to access your fabric. Take appropriate action, as defined by your enterprise security 
policy. 



Severity 

INFO 



SEC-1191 

Message 



timestamp , [SEC-1191] , sequence-number , , INFO, system-name , Security 
violation: Unauthorized host with IP address IP-address tries to establish 
HTTP connection. 



Probable cause 



An HTTP security violation was reported. The specified unauthorized host attempted to establish an HTTP 
connection. 



Recommended action 



1 . Check whether the host IP address specified in the message can be used to manage the fabric through 
an HTTP connection. 

2. If the host can be used to manage the fabric, add the host IP address to the HTTP policy of the fabric. 

3. If the host is not allowed access to the fabric, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 



Severity 

INFO 
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SEC-1192 



Message 

timestamp, [SEC-1192], sequence-number, , INFO, system-name, Security 
violation: Login failure attempt via connection-method. 

Probable cause 

A serial or modem login security violation was reported. The wrong password was used while trying to 
log in through a serial or modem connection; the login failed. 

Recommended action 

Use the correct password. 

Severity 

INFO 

SEC-1193 

Message 



timestamp , 


[SEC-1193], sequence-number, , INFO, system-name, 


Security 


violation : 


Login failure attempt via connection-method. IP 


Addr : 


IP-address 







Probable cause 

The specified login security violation was reported. The wrong password was used while trying to log in 
through the specified connection method; the login failed. 

Recommended action 

The error message lists the violating IP address. Verify that this IP address is being used by a valid switch 
admin. Use the correct password. 

Severity 

INFO 

SEC-1194 

Message 

timestamp , [SEC-1194] , sequence-number , , WARNING, system-name , This switch 
does not have all the required PKI objects correctly installed. 
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Probable cause 



A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 



Recommended action 



Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 



Severity 

WARNING 



SEC-1195 

Message 



timestamp, [SEC-1195], sequence-number, , WARNING, system -name, This switch 
has no component license. 



Probable cause 



A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 



Recommended action 



Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database may not be correctly updated for that 
specific switch. 



Severity 

WARNING 



SEC-1196 

Message 



timestamp , [SEC-1196] , sequence-number , , WARNING, system-name, Switch does 
not have all default account names. 



Probable cause 

The default switch accounts admin and user did not exist on the switch when attempting to enable 
security. 

Recommended action 

Reset the default admin and user account names on the switch that reported the warning and retry 
enabling security. 
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Severity 

WARNING 



SEC-1197 

Message 

timestamp, [SEC-1197], sequence-number, , INFO, system-name, Changed 
account user-name . 

Probable cause 

The specified account changed. 

Recommended action 

No action is required. 

Severity 

INFO 



SEC-1198 

Message 



timestamp, [SEC-1198], sequence-number,, INFO, system-name, Security 
violation: Unauthorized host with IP address IP-address tries to establish 
API connection. 



Probable cause 



An API security violation was reported. The specified unauthorized host attempted to establish an API 
connection. 



Recommended action 



1. Check to see whether the host IP address specified in the message can be used to manage the fabric 
through an API connection. 

2. If the host IP address can be used to manage the fabric, add the host IP address to the API policy of 
the fabric. 

3. If the host is not allowed access to the fabric, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 



Severity 

INFO 
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SEC-1199 



Message 

timestamp, [SEC-1199], sequence-number, , INFO, system-name, Security 
violation: Unauthorized access to serial port of switch switch-instance. 

Probable cause 

A serial connection policy security violation was reported. An attempt was made to access the serial 
console on the specified switch instance when it was disabled. 

Recommended action 

1. Check to see whether an authorized access attempt is being made on the console. 

2. If an authorized access attempt is being made, add the switch WWN to the serial policy. 

3. If the host is not allowed access to the fabric, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 

Severity 

INFO 

SEC-1200 

Message 

timestamp, [SEC-1200], sequence-number, , INFO, system-name, Security 
violation: MS command is forwarded from non-primary FCS switch. 

Probable cause 

An MS forward security violation was reported. A management server command was forwarded from a 
non-primary FCS switch. 

Recommended action 

1. Check the MS policy and verify that the connection is allowed. 

2. If the connection is allowed but not specified, enable the connection in the MS policy. 

3. If the MS policy does not allow the connection, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 

Severity 

INFO 
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SEC-120T 



Message 



times tamp , 


[SEC-1201] 


, sequence' 


-number, , 


INFO, system-name , 


Security 


violation : 


MS device 


device-wwn 


operates 


on non-primary FCS 


switch . 



Probable cause 

An MS operation security violation was reported. An MS device operation occurred on a non-primary 
FCS switch. 

Recommended action 

1. Check the management server policy and verify that the connection is allowed. 

2. If the connection is allowed but not specified, enable the connection is MS policy. 

3. If the MS policy does not allow the connection, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 

Severity 

INFO 



SEC-1202 

Message 

timestamp, [SEC-1202], sequence-number, , INFO, system-name, Security 
violation: Unauthorized access from MS device node name device-node-name, 
device port name devi ce -port -name . 



Probable cause 



An MS security violation was reported. The unauthorized device specified in the message attempted to 
establish a connection. 

Recommended action 

1. Check the MS server policy and verify that the connection is allowed. 

2. If the connection is allowed but not specified, enable the connection in the MS policy. 

3. If the MS policy does not allow the connection, the message is a valid violation message and an 
unauthorized entity is trying to access your fabric. Take appropriate action, as defined by your 
enterprise security policy. 

Severity 

INFO 
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SEC-1250 



Message 



times tamp , 


[SEC- 


■1250] , 


sequence -number , , WARNING, 


system-name , DCC 


enforcement 


API 


failed : 


failed- action err=status, 


key=data 



Probable cause 

An internal error caused the DCC policy enforcement to fail. 

Recommended action 

1. Retry the failed security command. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 

SEC-T251 

Message 

timestamp , [SEC-1251] , sequence-number , , ERROR, system-name , Policy to 
binary conversion error: text-message value. 

Probable cause 

The security database conversion failed because of invalid values. The reason is specified in the 
text-message variable and the faulty value is printed in the value variable. 

Recommended action 

1. Retry the failed security command. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

SEC-1253 

Message 



timestamp , 


[SEC- 


-1253] , 


sequence -number , , ERROR, system-name, Bad DCC 


interface 


state 


during 


phase, state=state. 
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Probable cause 

An internal error caused the DCC policy update to fail in the provision, commit, or cancel phases. 

Recommended action 

1. Retry the failed security command. 

2. If the message persists, run supportFtp as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



SEC-1300 

Message 



timestamp, [SEC-1300], sequence-number, , INFO, system-name, This switch is 
in VcEncode mode. Security is not supported. 



Probable cause 

The switch is set up with VC -encoded mode. 

Recommended action 

Turn off VC -encoded mode before enabling security. 

Severity 

INFO 



SEC-1301 

Message 

timestamp , [SEC-1301] , sequence-number, , INFO, system-name , This switch is 
in interop mode. Security is not supported. 

Probable cause 

The switch is interop mode enabled. 

Recommended action 

Disable interop-mode using the interopMode command before enabling the Secure Fabric OS feature. 

Severity 

INFO 
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SEC-1302 



Message 

timestamp, [SEC-1302], sequence-number, , INFO, system-name, This switch 
does not have all the required PKI objects correctly installed. 

Probable cause 

A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
specific switch. 

Severity 

INFO 

SEC-1303 

Message 

timestamp, [SEC-1303], sequence-number, , INFO, system-name, This software 
version does not support security. 

Probable cause 

The currently installed software version does not support the HP StorageWorks Secure Fabric OS feature. 

Recommended action 

Run the f irmwareDownload command to update the firmware to the latest version for your specific 
switch. Verify that the firmware you are installing supports the HP StorageWorks Secure Fabric OS 
feature. 

Severity 

INFO 

SEC-1304 

Message 

timestamp, [SEC-1304], sequence-number, , INFO, system-name, This switch 
has no security license. 
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Probable cause 

A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
specific switch. 

Severity 

INFO 

SEC-1305 

Message 

timestamp, [SEC-1305] , sequence-number , , INFO, system-name , This switch 
has no zoning license. 

Probable cause 

A corruption occurred during the distribution of the security database. This can occur only when the 
primary FCS is distributing the security database to the other switches in the fabric and local validation 
finds that an error occurred in the security database. This is a rare occurrence. 

Recommended action 

Run the secFabricShow command to verify that the fabric is still consistent. All the switches should be 
in the ready state. If a switch is in the error state, the database might not be correctly updated for that 
specific switch. 

Severity 

INFO 

SEC-1306 

Message 

timestamp, [SEC-1306], sequence-number, , INFO, system-name, Failed to 
verify certificate with root CA. 

Probable cause 

The certificate could not be verified with root certificate authority (CA). This can happen if an 
unauthorized switch that is not certified by a trusted root certificate authority (CA) or a root CA certificate 
does not exist on the switch, tries to access the fabric. 

Recommended action 

1. Run the pkiShow command and verify that all PKI objects exist on the switch. 



346 Messages 



2. If a failure to validate PKI objects occurs, follow the steps for re-creating PKI objects outlined in the HP 
StorageWorks Fabric OS user guide. 

3. If PKI objects are valid, verify that an unauthorized switch is not trying to access the fabric. 



Severity 

INFO 



SEC-1307 

Message 

timestamp, [SEC-1307], sequence-number, , INFO, system-name, Got response 
from Radius server radius-server-identity. 

Probable cause 

After some servers timed out, the specified RADIUS server responded to a switch request. 

Recommended action 

If the message appears frequently, move the specified server to the top of the server configuration list. 

Severity 

INFO 

SEC-1308 

Message 

timestamp, [SEC-1308], s equence- number , , INFO, system-name, All Radius 
servers have failed to respond. 

Probable cause 

All servers in the RADIUS configuration failed to respond to a switch request within the specified timeout. 

Recommended action 

Verify that the switch has proper network connectivity to the specified RADIUS servers, and the servers 
are correctly configured. 

Severity 

INFO 
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SEC-300T 



Message 

timestamp, [SEC-3001], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status, Info: 
security mode state-change : -enabled- or -disabled. 

Probable cause 

The security mode of the fabric was either enabled or disabled. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3002 

Message 



timestamp , 


[SEC- 


3002] 


, sequence -number , AUDIT, 


INFO, 


system- 


-name, User: 


user-name , 


role : 


user- 


-role, Event: event -name, 


status 


: event- 


-status, Info: 


NONE 















Probable cause 

The specified security event occurred. The event can be: 

• An FCS fa i lover. 

• A security policy being activated 

• A security policy being saved 

• A security policy being aborted 

• A non-FCS password being changed 

• A temporary password being set or reset 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 
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SEC-3003 



Message 

timestamp, [SEC-3003], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status , Info: 
Create policy-name policy, with member-list entries. 

Probable cause 

A new security policy with entries was created. When you use a wildcard (for example, an asterisk) in 
creating a policy, the audit report displays the wildcard in the Event Info field. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3004 

Message 



timestamp, [SEC-3004] , sequence -number , AUDIT, 


INFO, 


system' 


-name, User: 


user-name, role: user-role, Event: event-name, 


status 


: event 


-status, Info: 


Create policy-name policy. 









Probable cause 

A new security policy was created. When you use a wildcard (for example, an asterisk) in creating 
member for a policy, the audit report displays the wildcard in the Event Info field. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 
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SEC-3005 



Message 

timestamp, [SEC-3005], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status , Info: 
Add members [members -added] to policy policy-name. 

Probable cause 

New members were added to a security policy. When you use a wildcard (for example, an asterisk) in 
adding members to a policy, the audit report displays the wildcard in the Event Info field. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 



SEC-3006 

Message 



timestamp, [SEC-3006], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status, Info: 
Remove members [members-removed] from policy policy-name . 

Probable cause 

A user removed the specified members from the security policy. When a wildcard is used (for example, 
an asterisk) in removing members from a policy, the audit report displays the wildcard in the Event Info 
field. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 



policy. 

Severity 



INFO 
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SEC-3007 



Message 

timestamp, [SEC-3007], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status , Info: 
Delete policy deleted-policy-name . 

Probable cause 

The user deleted the specified security policy. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3008 

Message 

timestamp, [SEC-3008], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status, Info: 
FCS moved from position [old-FCS-position] to [new-FCS-posi tion] . 

Probable cause 

The FCS list was modified. One of the members of the list was moved to a new position in the list. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3009 

Message 

timestamp, [SEC-3009], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status, Info: 
Security Transaction aborted. 
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Probable cause 

The pending security transaction was aborted. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3010 

Message 

timestamp, [SEC-3010], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status, Info: 
Reset [event-specific-information] security stat(s). 

Probable cause 

The specified user reset all the security statistics. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-30T1 

Message 



timestamp , 


[SEC- 


■3011] 


, sequence-number, AUDIT, 


INFO, 


system- 


-name, User: 


user-name , 


role : 


user 


-role, Event: event-name, 


status 


: event- 


-status, Info: 


Reset stat 


-name 


stat 


on domains domain-IDs . 









Probable cause 

The specified user has reset a security statistic on the specified domains. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 
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Severity 

INFO 

SEC-3012 

Message 

timestamp, [SEC-3012], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status, Info: 
Passwd set/reset on domain [ domain- ID] for account (s) account-name. 

Probable cause 

The specified user reset the password for the specified user accounts. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3013 

Message 



timestamp , 


[SEC-3013] 


, sequence-number, AUDIT, 


INFO, 


system 


-name, User: 


user-name , 


role: user- 


-role, Event: event-name, 


status 


: event 


-status, Info: 


Version is 


reset . 











Probable cause 

The specified user reset the security version stamp. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 
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SEC-30T4 



Message 

timestamp, [SEC-3014], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status , Info: 
event-option server event-data. 

Probable cause 

The specified user changed the RADIUS configuration. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3015 

Message 

timestamp, [SEC-3015], sequence-number, AUDIT, INFO, system-name, User: 
user-name, role: user-role, Event: event-name, status: event-status, Info: 
event-option server server-name to position new-position. 

Probable cause 

The specified user changed the RADIUS configuration. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC-3016 

Message 



timestamp, [SEC-3016], sequence-number, AUDIT, 


INFO, 


system- 


-name, User: 


user-name, role: user-role, Event: event-name, 


status 


: event- 


-status, Info: 


event-option server server-ID attributes. 








New values: changed-values 
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Probable cause 

The specified user changed the RADIUS configuration. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 

SEC- 301 7 

Message 



timestamp, [SEC-3017] 


, sequence-number, AUDIT, 


INFO, 


system 


-name, User: 


user-name, role: user- 


-role, Event: event-name, 


status 


: event 


-status, Info: 


Radius server-state 











Probable cause 

The specified user changed the RADIUS configuration. 

Recommended action 

1. Verify that the security event was planned. If the security event was planned, no action is required. 

2. If the security event was not planned, take appropriate action as defined by your enterprise security 
policy. 

Severity 

INFO 



Simple network management protocol error 
messages 

SNMP-1001 

Message 

timestamp, [SNMP-1001], sequence-number, , ERROR, system-name, SNMP service 
is not available reason. 

Probable cause 

Indicates that the SNMP service could not be started because of the specified reason. You cannot query 
the switch through SNMP. 
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Recommended action 



Verify that the IP address for the Ethernet and Fibre Channel interface is set correctly. If the specified 
reason is an initialization failure, the switch requires a reboot. 

Severity 

ERROR 



SNMP-1002 

Message 



timestamp, [SNMP-1002], sequence-number, , ERROR, system-name, SNMP 
error-details initialization failed. 



Probable cause 

The initialization of the SNMP service failed; you cannot query the switch through SNMP. 

Recommended action 

Reboot or power cycle the switch. This initializes SNMP. 

Severity 

ERROR 



SNMP-1003 

Message 



timestamp, [SNMP-1003], sequence -number , , ERROR, system-name, Distribution 
of Community Strings to Secure Fabric failed. 

Probable cause 

The changes in the SNMP community strings could not be propagated to other switches in the secure 
fabric. 

Recommended action 

Retry changing the SNMP community strings from the primary switch. 



Severity 

ERROR 
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SNMP-1004 



Message 

timestamp, [SNMP-1004], sequence-number, , ERROR, system-name, Incorrect 
SNMP configuration. 

Probable cause 

The SNMP configuration is incorrect and the SNMP service does not work correctly. 

Recommended action 

Try changing the SNMP configuration back to the default. 

Severity 

ERROR 



SupportSave command error messages 
SS-TOOO 

Message 

timestamp , [SS-1000] , sequence-number , , INFO, system-name , supportSave has 
ftp'ed support information to the host with IP address host-IP. 

Probable cause 

The supportSave command was used to transfer support information to a remote FTP location. 

Recommended action 

No action is required. 

Severity 

INFO 

SS-1001 

Message 

timestamp , [SS-1001] , sequence-number, , WARNING, system-name , 
supportSave ' s ftp operation to host IP address host-IP aborted. 

Probable cause 

An FTP error occurred during execution of the supportSave command. 
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Recommended action 

1 . Check the FTP server and settings. 

2. Run the supportFtp command to set the FTP parameters. 

3. After the FTP problem is corrected, rerun the supportSave command. 

Severity 

WARNING 



Software upgrade library error messages 
SULB-1001 

Message 

timestamp, [SULB-1001], sequence-number, , WARNING, sy stem- name , 
Firmwaredownload command has started. 

Probable cause 

The f irmwareDownload command started. This process can take some time; wait until the process is 
complete before initiating any new commands to the system. 

Recommended action 

1. Do not fail over or power down the system during firmware upgrade. Allow the 
f irmwareDownload command to continue without disruption. 

2. Run the f irmwareDownloadStatus command for more information. 

Severity 

WARNING 

SULB-1002 

Message 

timestamp, [SULB-1002], sequence-number, , INFO, system-name, 
Firmwaredownload command has completed successfully. 

Probable cause 

The f irmwareDownload command completed successfully and loaded firmware to both the control 
processors (CPs). 

Recommended action 

No action is required. The f irmwareDownload command has completed as expected. Run the 
f irmwareDownloadStatus command for more information. 
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Severity 

INFO 



SULB-1003 

Message 



timestamp, [SULB-1003], sequence-number, , INFO, system-name, 
Firmware commit has started. 



Probable cause 

The FirmwareCommit command started to update the secondary partition. 

Recommended action 

No action is required. Run the f irmwareDownloadStatus command for more information. 

Severity 

INFO 



SULB-T005 

Message 



timestamp, [SULB-1005] , sequence -number , , INFO, system-name, Current 
Active CP is preparing to failover. 



Probable cause 

The forced failover was successful and the standby CP is now the active CP. 

Recommended action 

No action is required. The f irmwareDownload command is progressing as expected. Run the 
f irmwareDownloadStatus command for more information. 

Severity 

INFO 



SULB-1006 

Message 



timestamp, [SULB-1006], sequence -number , , INFO, system-name, Forced 
failover succeeded. New Active CP is running new firmware. 
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Probable cause 

The previous standby became the active CP and is running the new firmware version. 

Recommended action 

No action is required. The f irmwareDownload command is progressing as expected. Run the 
f irmwareDownloadStatus command for more information. 

Severity 

INFO 

SULB-1007 

Message 

timestamp, [SULB-1007], sequence-number, , INFO, system-name, Standby CP 
reboots . 

Probable cause 

The standby CP reboots. 

Recommended action 

No action is required. The f irmwareDownload command is progressing as expected. Run the 
f irmwareDownloadStatus command for more information. 

Severity 

INFO 

SULB-1008 

Message 

timestamp, [SULB-1008], sequence-number, , INFO, system-name, Standby CP 
booted successfully with new firmware. 

Probable cause 

The standby CP has rebooted successfully. 

Recommended action 

No action is required. The f irmwareDownload command is progressing as expected. Run the 
f irmwareDownloadStatus command for more information. 

Severity 

INFO 
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SULB-1009 



Message 

timestamp, [SULB-1009], sequence-number, , INFO, system-name, 
Firmwaredownload command failed (Oxfirmwaredownload-error-code). 

Probable cause 

The firmware download failed. The additional error code provides debugging information. 

The f irmwareDownload error code contains two bytes. The first byte contains the upgrade error 
message code, as indicated in Table 6; the second byte may contain either the reason code (the failure 
cause) or the state code (where the failure occurs), also as indicated in Table 6. Retrieve the error code 
by running the f irmwareDownloadStatus command or through the errShow and errDump 
commands. 

For example, the following entry indicates that the f irmwareDownload failed in SUS_SBY_FS_CHECK 
(0x2 e) state because the Standby CP failed to reboot (0x66): 

Switch: 0, Info SULIB-FWDL_FAIL , 4, Firmwaredownload command failed 
( status=0x662e) . 

The following entry indicates that the f irmwareDownload failed (0x44) because firmware has not 
been committed (Oxle): 

Switch: 0, Info SULIB-FWDL_FAIL , 4, Firmwaredownload command failed 
(status=0x441e) 

Table 6 lists the upgrade messages and their associated codes. 



Table 6 Upgrade messages and code values 



Upgrade message 


Code 


Image is up-to-date. No need to download. 


OxF 


Boot environment variable is inconsistent. 


0x10 


Bootenv OSRootPartition is inconsistent. 


0x11 


Can't access package list ( .plist) file. 


0x12 


RPM database is inconsistent. 


0x13 


Ran out of memory. 


0x14 


Firmwaredownload failed due to out of disk 
space or timeout. 


0x15 


Failed to create firmware version file. 


0x16 


Unexpected system error. 


0x17 


Error in getting lock device. 


0x18 


Error in releasing lock device. 


0x19 


Firmwarecommit failed. 


0x1a 
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Table 6 Upgrade messages and code values (continued) 



1 1 r\n rnrio moccnno 

vUUIUUC 1 1 ICjoUUC 


cuuc 


~W i ymT«73 ~v d r\ ~\ v~d r~* \~ r\ ~v~\ r o 1 — K"Tir , 1 _ Tiyd n o ti f~i l - 
rJ-I-ILLWcL-Lt: LlX.Xc:Ol,tjX_Y oLI UtLUIc _Lo I1UL 

compatible . 


UX J. JJ 


Failed to load kernel image. 


Oxlc 


DUULcIlv "JijliUaUcI _L o lIlLUllolb LcIlL . 


UAlU 


~W 1 "VTYITnTa "V" d /~1 riijn 1 r\3n 13 1 Hd/S V>d i'"* ^3 1 1 O d T"l £HTn7 T TT1 ^3 d 

X _L X. ILLW cL-L fc;*— lOWll _L UCLU. J_ ClJ L cU. JJcL-ClUbc IlcW XllLcty t: 

has not been committed. 


UAlc 


Firmwarerestore failed. 


Oxlf 


Both images are mounted to the same device. 


0x2 0 


Error in removing packages . 


0x21 


Firmwaredownload is already in progress. 


0x22 


Firmwaredownload timeout. 


0x2 3 


~W ~\ ymTn73 ~v d fi rM«7Ti 1 r\ ^ r\ o ;a ti n I - \ 7" r~* Vi d r~* \r i *n ~i H qH 
X _L X. ILLWCLX. * Wll _L OCL<~L fc>Cill-l- L._y OlltrOxv Ldl IcU. . 




Sanity check failed because system is 

lltjll X c*— ILLllLlGLll L- ■ 


0x31 


Sanity check failed because f irmwareDownload 

no 3 1 v~ /~\ ani/ i n y\ -y- r\ *t t~ o o 
X. o CL-L X. crcLLiy _L11 LJI Uyi cob . 


0x32 


Sanity check failed because FABRIC OS is 

Ulb cLJJ-L fc;<J. <~*11 L.1 vc L- Jr . 


0x33 


Sanity check failed because HAMD is disabled 

LJ11 nL Li Vc Jr . 


0x34 


Sanity check failed because f irmwareDownload 

no a 1 ~v~ ani7 n n v\ t™ r\ rr t~ d o o 
X. o CL-L X. trCLLiy _L11 piULjlcbb . 


0x3 5 


Sanity check failed because FABRIC OS is 

Ulb gLJJ-L trU. Ull O L,CLlHJ.JJ_y L- Jr . 


0x3 6 


Cam ^ \ r f" 1 Vi q f"" 1 "Fan H no riani o d T-T TVTT~1 no H ~i o a r~i H on 
ocLll-L Ly l_.llt;t_ JS. LctllcU JJcL-uUbc rlr\l v lU x. o Ulb aJJ± ciU. 

on Standby CP. 




Firmwaredownload failed on Standby CP. 


0x40 


Firmwaredownload failed on Standby CP. 


0x41 


Firmwaredownload failed on Standby CP. 


0x42 


Firmwarecommit failed on Standby CP. 


0x43 


Firmwaredownload failed. 


0x44 
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Table 6 Upgrade messages and code values (continued) 



1 Innmrlo moccnno 


[ Afja 


Firmwaredownload failed due to Standby CP 


0x50 


Unable to check firmware version due to 

OLcLllCiJjy v_ r. L. -LlLlfcrtJ U. L- . 


0x51 


Firmwaredownload failed due to Standby CP 


0x52 


Firmwaredownload failed due to Standby CP 


0x53 


Standby CP failed to reboot and was not 


0x54 


Firmwarecommi t failed due to Standby CP 


0x55 


Unable to check firmware version due to 

OLGLllCiJjy v_ JT L. -LlLlfcrtJ U. L- . 


0x56 


Unable to restore the original firmware due 

L-O O L- CLllUJjy Jr L- -LILltrtJ U. L, . 


0x57 


Standby CP failed to reboot and was not 

-y /~\ o r\ T"l r\ "1 T*l f"Y 


0x58 


Unable to check firmware version due to 

OLcLllCiJjy v_ Jr L. -LlLlfcrtJ U. L- . 


0x59 


Sanity check failed because f irmwareDownload 

to \ ~v d r\ ~\ t i n ~y~\ v /~\rY"v~ o o 

id cL-L -L trdny _i_n pi uy i coo . 


0x60 


Cam I - 17 a nQAl/ 1 fan 1 /~> /~] no r" 1 ;a 1 1 o d f i t^~tyithT3 t~ q T~"^ c\ t ■ T> ~> H aq n 
OCLll-L Uy L-llcC JS. J_d-L-LtiLJ. .iJtrC CL LLo t: 111 llLWcl-L. cUU WIl _L LJcLLi 

is already in progress . 




NOT USED 


0x62 


oy o L fcilLL F-iI. J. U! . 


UAU J 


7V / — i H — -t TTO "D "F /~i v-/""* i ~n ~i n Ai7Qy ci i rr 1 d d d i^i TVT/""^t«7 
r\<— Live \- r J-O-LOtiLJ. J_cl-L-LtJvt:-L o ULLccUcU. ■ 1NUW 

this CP becomes Active. 




Standby CP booted up. 


0x65 


Standby CP failed to reboot. 


0x66 


Standby rebooted successfully. 


0x67 


Standby failed to reboot 


0x68 


Firmwarecommi t has started to restore the 
secondary partition. 


0x69 
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Table 6 Upgrade messages and code values (continued) 



1 Innrnno maccnno 

wUUIUUC 


vUUC 


Local CP is restoring its secondary 
partition . 


0x6a 


Unable to restore the secondary partition. 
Please use f irmwaredownloadstats and 

F i "v~mTn7:-i too n /~iTnT i - f~\ o _zi __i f i "k~ttitbT3 "K~d o h □ hn o 
J_ _L -L ILLWcL-L t: oil*-* W UtJ otit: _______ ILIWC-X. t: oLaLUo . 


0x6b 


Firmwaredownload has started on Standby CP. 

~T i - m a v I - 3 \r __i in y> I - r\ 1(1 m n ni i 4~ q o 
_L l_ ILLdy LCL.r-.fc; U.^ 1U ILIJ-IIL-Ufcro. 


0x6c 


~W n ymTii73 ~v __i /i i'~iTa7t~i 1 nan Viaao z" 1 /""imyi 1 ez±^~ ez±r\ onr i r , cioo f n 1 \ \ r 
r _L J_ ILLWcLX. fcrfclw WIl-l. OCifc- IlClo fc- WlLLy 1c LcU. bUttcbblUliy 

on Standby CP. 


UAUU 


Standby CP reboots. 


0x6e 


Standby CP failed to boo up. 


0x6f 


CJ \- ;a t~i r\ r~\~\ t f~* D V~i/~i r~\ t - _zi t i y~i t>t n I - Vi t~i _HTn7 "F n "k~tyitiiT3 _u 
O L. CLllVJ-Uy v_ JT LJUU L fc:Ll U.^ W_LL.Il IlfcrW _______ _UWC--L fc; . 


n v7 n 


Standby CP failed to boot up with new 

J L__1LLWC--L fc: . 


0x71 


Firmwaredownload has completed successfully 

Oil o L-cLIlClijy \_ ir . 


0x72 


Firmwaredownload has started on Standby CP. 

~T i - m 3 ". 7 I - 3 !_*■ __i in v~\ I - /~\ 1(1 m n ni i 4~ /~\ 

_L L- ILLciy LCL.r-.fc; U-}J L-D 1U lLl_LIlU.L,t:o. 


0x73 


~W n "wrriTnT^a v~ _~\ /~1 rM«7Ti 1 r\ain ha o r\T<\y~\ \ \~~ on rr'cic c fn 1 1 \ 7" 
r _L J_ ILLWcL-L fcifclw WI1-L KaU IlCLo fc- fc^-LLp _l_ fc; l_ fcifcL bUL-L-cbblUliy 

on Standby CP. 




Standby CP reboots. 


0x7 5 


Standby CP failed to reboot. 


0x7 6 


~W ~\ "wrriTnT^a v~ _~\ r~* t~\TC\Tf\ ~\ \~ n a o c t" a y t" __n Cf i - aa fi i" - ^ r~iT 7" l"" 1 "D 
r _l_ __ ILLWcL-L fcifc- fcJ_.LI_.LL_L. L, IlClo o Lcil- L- fcifcL tjll O UClIlLl.Ljy fc- _r . 


nv7 7 
Ua / / 


Th 1 ~\ "V~mTn7:_i "V" -ZH" 1 OTT1TT1 ~\ T - n 3 C /~< /~\1Tiy^ 1 _Zl i - _IS i" - ^ Ol 1 PPClO O T 1 1 1 1 \7 nn 

r _L J_ ILLWcL-L fcifc- fcULLLLLJ. L, IlCLO fc- fc>lLl£J _l_ fc; I, fcifcl bUtt-cbbl Ullj/ (JI1 

Standby CP. 


f) Y 7 R 

Ua / O 


CJ i - ^ Ti /-S V~»T 7" /™* "D T~i/~i /~\ i - _zii^ ii y~i Tb7 n i - Vi t~i _zitb7 "F n "K~TYiTn7aa v _u 
O L- allULJy v_ Jr LJUU L trLl U.y W_Ll_Il IlfciW J__LJ_ IILWC-X ci . 


Ua / ^ 


Standby CP failed to boot up with new 

"F ~\ >"TT1Tn7a "V" _~i 

J LJLILLWCH- ti . 


0x7a 


Firmwarecommit has started on both Active 

anH c f- aT iHh\7 Ppq 


0x7b 


Fi rmwar ecommi t has compl e t ed successfully on 
Active CP. 


0x7c 


Firmwarecommit failed on Active CP. 


0x7d 
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Table 6 Upgrade messages and code values (continued) 



1 Innrnrio moccnno 


[ Afja 
vUUC 


The original firmware has been restored 

Ol lPPQO O Til 1 1 17 /~iT— | C! t~ 3 T") /"n T 

oUttcopl LL-L-Ly DLL O UCtllLJJJy ^ Jr . 


0x7e 


UIlGLUIfc; L>- * IcdLUXC Ullti tj J. _L y _LIld _L J LllUWctl c tJIl 

Standby CP. 




Standby CP reboots. 


0x80 


Standby CP failed to reboot. 


0x81 


Qr 1 3n rw t (~* ~d r~i r\ r\\~ 1 1 y~\ t»t ~\ t~ Vi ti c^TbT "F n ■vtyitut;} t~ d 
O L- ctIJ.Cl.IJ_y v_. IT iOKjKj U fcrd U.y W-LLI1 lit: W J LI llLWCt-L c; ■ 




Standby CP failed to boot up with new 

"F 1 ymiiia v q 
J LIlLLWdl ti * 


0x83 


An unexpected reboot occurred during 

"F 1 >"TnTn7^ v d T~l /™iTaTT"i H r\ T 1 Tn d ^nrm anH no 3 r~if~^ "v 4~ q 

J LI ILLWcL-L trIJwWIlIOciLJ.. I lit; OlLU.LlCiIJ.t~l. I 0 CliJUI L-tiLJ.. 


0x84 


Standby CP was not responding. The command 
is aborted. 


0x85 


Firmwarecommit has started on both CPs . 
Please use f irmwaredownloadstatus and 
firmwareshow to see the firmware status. 


0x86 


Firmwarecommit has started on the local CP. 
Please use f irmwaredownloadstatus and 
firmwareshow to see the firmware status . 


0x87 


Firmwarecommit has started on the remote CP. 
Please use f irmwaredownloadstatus and 

"F n >"mT«7a T~d 0 Vi /™it*t 4- /~~\ oqq T"nd f i "k~ttitbT3 ~v d 0 T~ 3 T~ 1 1 0 
J LI ILLWcLI coilUW LtJ otrti L.llfci J LI ILlWdl c: 0 LaL-Ub . 


0x88 


Please use f irmwaredownloadstatus and 

"F n >"TnTnT3 ~v~ d 0 Vi /™it*t t~f~\ 0 d d t _ nd r i vmTiiTa "v~ /~i oharno 
J L I ILLWCil t: oll<~* W L-O otrti Ullti J LIlLlWcilc: b LClL-Uo ■ 


0x89 


Firmwaredownload command has completed 

Ol O Til 1 1 

oUttcbblUliy . 


0x8a 


The original firmware has been restored 

Ol lPPQO O Til 1 1 17 

outtcbbiuiiy . 


0x8b 


Remote CP is restoring its secondary 

|JcLI L1L1 LJI1 . 


0x8c 


Local CP is restoring its secondary 

|JcLI L1L1 LJI1 . 


0x8d 


IxtrlLLw Lc C Jr I 0 I cb LUI Illy lib bcLUIlUal y 

partition . 


UaOc 


Firmwaredownload has started. 


0x8f 


Firmwarecommit has started. 


0x90 
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Table 6 Upgrade messages and code values (continued) 


Upgrade message 


Code 


Firmwaredownload has completed, 
successfully . 


uxy i 


Firmwarecommit has completed successfully. 


uxy a 


Firmwarecommit has started to restore the 
secondary partition. 


uxy j 


Firmwarecommit failed. 


Uxy 4 


The secondary partition has been restored 
successfully . 


0x95 


Table 7 lists upgrade states and their associated codes. 
Table 7 Upgrade state and code values 


Upgrade state 


Code 


SUS_PEER_CHECK_SANITY 


0x21 


SUS_PE ER_FWDL_BEG I N 


0x22 


SUS_SBY_FWDL_BEGIN 


0x23 


SUS_PEER_REBOOT 


0x24 


SUS_SBY_REBOOT 


0x2 5 


SUS_SBY_FABOS_OK 


0x2 6 


SUS_PEER_FS_CHECK 


0x2 7 


SUS_SELF_FAILOVER 


0x2 8 


SUS_SBY_FWDL1_BEGIN 


0x2 9 


SUS_SELF_FWDL_BEGIN 


0x2a 


SUS_SELF_COMMIT 


0x2b 


SUS_SBY_FWC_BEGIN 


0x2c 


SUS_SBY_COMMIT 


0x2d 


SUS_SBY_FS_CHECK 


0x2e 


SUS_ACT_FWC_BEGIN 


0x2 f 


SUS_PEER_RESTORE_BEGIN 


0x30 


SUS_SBY_RESTORE_BEGIN 


0x31 



366 Messages 



Table 7 Upgrade state and code values (continued) 



Upgrade state 


Code 


SUS_PEER_FWC_BEGIN 


0x32 




UAJ O 


SUS_FINISH 


0x34 


SUS_COMMIT 


0x35 







Recommended action 

Run the f irmwareDownload status command for more information. Refer to the HP StorageWorks 
Fabric OS 4.x procedures user guide for troubleshooting information. 

Severity 

INFO 



SULB-1010 

Message 



timestamp, [SULB-1010], sequence-number, , INFO, system-name, 
Firmware commit failed (status-Oxfirmwarecommit-error-code). 



Probable cause 

A firmware commit failed to update the secondary partition. 

Recommended action 

Run the f irmwareCommit command with the -d option. 

Severity 

INFO 



Switch driver module error messages 
SWCH-1001 

Message 

timestamp , [SWCH-1001] , sequence-number , , ERROR, system-name, Switch is 
not in ready state - Switch enable failed switch status= Oxswi tch-status, 
c_flags = Oxswi tch-control -flags 
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Probable cause 

The switch was enabled before it was ready. 

Recommended action 

If the message persists, run supportFtp as needed to set up automatic FTP transfers. 
2. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



SWCH-1002 

Message 

timestamp, [SWCH-1002], sequence-number, , INFO, system-name, Security 
violation: Unauthorized device wwn-name-of -device tries to f login to port 
port-number 

Probable cause 

The device is not present in the authorized profile list. 

Recommended action 

1. Verify that the device is authorized to log in to the switch. If the device is authorized, run the 
secPolicyDump command to verify whether the specified device WWN is listed. 

2. If it is not listed, run the secPolicyAdd command to add this device to an existing policy. 

Severity 

INFO 



SWCH-1003 

Message 



timestamp, [SWCH-1003], sequence-number, , ERROR, system-name, Slot ENABLED 
but Not Ready during recovery, disabling slot = slot-number (return-value) 

Probable cause 

The slot state was detected as inconsistent during failover or recovery. 

Recommended action 

On a Core Switch 2/64 or SAN Director 2/128 switch, first run the slotPowerOf f command and then 
run the slotPowerOn command. 

On a SAN Switch 2/8V, SAN Switch 2/1 6V, SAN Switch 2/32, or SAN Switch 4/32 switch, reboot or 
power cycle the switch. 
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Severity 

ERROR 



SWCH-T004 

Message 

timestamp , [SWCH-1004] , sequence-number , , ERROR, system-name , Blade attach 
failed during recovery, disabling slot = slot-number 

Probable cause 

A blade failed during failover or recovery. 

Recommended action 

On a Core Switch 2/64 or SAN Director 2/128 switch, first run the slotPowerOf f commadn and then 
run the slotPowerOn command. 

On a SAN Switch 2/8V, SAN Switch 2/1 6V, SAN Switch 2/32, or SAN Switch 4/32 switch, reboot or 
power cycle the switch. 

Severity 

ERROR 



SWCH-1005 

Message 



timestamp, [SWCH-1005], sequence-number, , ERROR, system-name, Diag attach 
failed during recovery, disabling slot = slot-number 



Probable cause 

The Diag blade attach failed during failover or recovery. 

Recommended action 

On a Core Switch 2/64 or SAN Director 2/128 switch, run first the slotPowerOf f and then the 

slotPowerOn commands. 

On a SAN Switch 2/8V, SAN Switch 2/1 6V, SAN Switch 2/32, or SAN Switch 4/32 switch, reboot or 
power cycle the switch. 

Severity 

ERROR 
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System controller error messages 
SYSC-1001 



Message 

timestamp , [SYSC-1001] , sequence-number , , CRITICAL, system-name , Failed to 
runname-of -program- that-could-not-be-run- (string) : system- internal -error-m 
essage- (string) 

Probable cause 

During the boot sequence one of the programs would not run on the system. 

Recommended action 

1. If the message is reported during a reboot after new firmware has been loaded, try reloading the 
firmware using the f irmwareDownload command. 

2. If the message persists, a conflict may exist between the two versions of firmware or the nonvolatile 
storage may be corrupted. 

3. Run the supportFtp command as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

CRITICAL 



SYSC-1 002 

Message 



timestamp, [SYSC-1002], sequence-number, , CRITICAL, system-name, Switch 
bring-up timed out 



Probable cause 



The system timed out during a reboot or failover sequence, waiting for one or more programs to register 
with system services or to fail over to active status. 



Recommended action 



The switch is in an inconsistent state, which can be corrected only by a reboot or power cycle. Before 
rebooting the chassis, record the firmware version on the switch (or CP) and run the haDump command. 
If this is a dual-CP switch, then gather the output from the CP in which this log message appeared. 



Severity 

CRITICAL 
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General system error messages 
SYSM-100T 



Message 

timestamp, [SYSM-1001], sequence-number, , CRITICAL, system-name, No memory 

Probable cause 

The switch ran out of system memory. 

Recommended action 

1 . Run the memShow command to view the switch memory usage. 

2. Reboot or power cycle the switch. 

Severity 

CRITICAL 



SYSM-1 002 

Message 



timestamp, [SYSM-1002], sequence-number, , INFO, system-name, number, 
Switch: switch-number 



Probable cause 



A user executed either the switchShutdown or switchReboot command. All services were brought 
down for a logical switch. 



Recommended action 



No action is required if the switchShutdown or switchReboot command was executed 
intentionally. If the switchShutdown command was run, you must run the switchStart command to 
restart traffic on the logical switch. 



Severity 

INFO 



SYSM-1 003 

Message 



timestamp, [SYSM-1003], sequence-number, , INFO, system-name, number, 
Switch: start-reason 
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Probable cause 

The user executed the switchStart or switchReboot command. All services are brought back up 
after a temporary shutdown of that logical switch. 

Recommended action 

No action is required if the switchStart or switchReboot command was executed intentionally. 
Because reinitializing a switch is a disruptive operation and can stop I/O traffic, you may have to stop 
and restart the traffic during this process. 

Severity 

INFO 

SYSM-1004 

Message 

timestamp, [SYSM-1004], sequence-number, , ERROR, system-name, Failed to 
retrieve current chassis configuration option, ret=%d 

Probable cause 

A failure to read configuration data from the WWN card occurred. 

Recommended action 

Verify that the WWN card is present and operational and that the affected CP is properly seated in its 
slot. 

Severity 

ERROR 



RAS trace error messages 
TRCE-1001 

Message 

timestamp , [TRCE-1001] , sequence-number , , WARNING, system-name , Trace dump 
available optional - slot- indicating- on-which-s lot- the-dump- occurs ! 
( reason : Text-explana tion-of -what- triggered- the-dump- ( PANICDUMP-WATCHDOGEX 
PIRED-MANUAL -TRIGGER) ) 

Probable cause 

Trace dump files were generated on the switch or the indicated slot. The reason field indicates the cause 
for generating the dump: 

• panicdump is generated by panic dump 

• watchdogexpired is generated by hardware watchdog expiration 
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• MANUAL is generated by the tracedump -n command 

• trigger when triggered by a specific Message ID generated by critical RASLog message or RASLog 
message trigger setup using the traceTrig command 

Recommended action 

1 . Run the supportFtp and traceFtp commands as needed to set up automatic FTP transfers. 

2. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



TRCE-1002 

Message 



timestamp, [TRCE-1002], sequence -number , , INFO, sy stem- name , Trace dump 
opt ional-slot-indicating-on-which-slot-the-dump- occurs automatically 
transferred to FTP address ' FTP-target-designated-by-user ' . 

Probable cause 

A trace dump occurred on the switch or the indicated slot and successfully transferred from the switch 
automatically. 

Recommended action 

No action is required. 

Severity 

INFO 



TRCE-1003 

Message 



timestamp, [TRCE-1003], sequence-number, , ERROR, system -name, Trace dump 
optional-slot-indicating-on-which-slot-the-dump-occurs was not 
transferred due to FTP error. 

Probable cause 

A trace dump was created on the switch or the indicated slot, but was not automatically transferred from 
the switch due to an FTP error, such as wrong FTP address, FTP site down, network down, and so on. 

Recommended action 

1. Run the supportFtp command as needed to set up automatic FTP transfers. 

2. Run the supportSave command and contact your switch service provider. 
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Severity 

ERROR 



TRCE-1004 

Message 



timestamp, [TRCE-1004], sequence-number,, WARNING, system-name, Trace dump 
optional-slot-indicating-on-which-slot-the-dump-occurs was not 
transferred because trace auto-FTP disabled. 

Probable cause 

Trace dump files was created on the switch or the indicated slot, but was not automatically transferred 
from the switch because auto-FTP is disabled. 

Recommended action 

1. Run the supportFtp command as needed to set up automatic FTP transfers. 

2. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



TRCE-1005 

Message 



timestamp, [TRCE-1005], sequence-number, , ERROR, system-name, FTP 
Connectivity Test failed due to error. 

Probable cause 

The connectivity test to the FTP host failed because of a wrong FTP address, an FTP site down, or the 
network being down, and so on. 

Recommended action 

1. Run the supportFtp command as needed to set up automatic FTP transfers. 

2. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 
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TRCE-1006 



Message 

timestamp, [TRCE-1006], sequence -number , , INFO, sy stem- name , FTP 
Connectivity Test succeeded to FTP site ' FTP-target-conf igured-by-users . 

Probable cause 

A connectivity test to the FTP host succeeded. 

Recommended action 

No action is required. 

Severity 

INFO 



TRCE-1007 

Message 



timestamp, [TRCE-1007], sequence-number, , ERROR, system-name, Notification 
of this CP has failed. Parameters temporarily out of synch with other CP. 

Probable cause 

The active CP was unable to alert the standby CP of a change in trace status. This message is applicable 
only to the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

1. This message is often transitory. Wait a few minutes and try the command again. 

2. If the problem persists, run the supportFtp command as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



TRCE-1008 

Message 

timestamp, [TRCE-1008], sequence-number,, CRITICAL, system-name, Unable to 
load trace parameters . 

Probable cause 

The active CP was unable to read stored trace parameters. 
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Recommended action 

1 . Reboot the CP (dual-CP system) or restart the switch. 

2. Run the traceFtp command to set up for automatic FTP transfers. 

3. Run the supportFtp command as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 

Severity 

CRITICAL 



TRCE-100 

Message 



timestamp, [TRCE-1009], sequence-number, , ERROR, system-name, Unable to 
alert active CP that a dump has occurred. 

Probable cause 

The standby CP was unable to communicate trace information to the active CP. This message is 
applicable only to the Core Switch 2/64 and SAN Director 2/1 28. 

Recommended action 

1 . Run the haShow command to verify that the current CP is standby and the active CP is active. 

2. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



TRCE-1010 

Message 



timestamp, [TRCE-1010], sequence-number, , ERROR, system-name, Traced fails 
to start 

Probable cause 

The trace daemon (traced), used for transferring trace files, failed to start. The trace capability within the 
switch is unaffected. 

Recommended action 

1 . Reboot the CP (dual-CP system) or restart the switch. 

2. Run the traceFtp command to set up for automatic FTP transfers. 

3. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 

4. Run the supportSave command and contact your switch service provider. 
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Severity 

ERROR 



TRCE-1011 

Message 

timestamp, [TRCE-1011], sequence-number, , INFO, system-name, Trace dump 
manually transferred to target 

' optional-string-to-indicate-which-slot-the-dump-is-f tped-out . ' : result. 



Probable cause 

A manual transfer of trace dump files occurred. 

Recommended action 

No action is required. 

Severity 

INFO 



Track change feature error messages 
TRCK-1001 

Message 

timestamp, [TRCK-1001], sequence-number, , INFO, system-name, Successful 
login by user user. 

Probable cause 

The track change feature recorded a successful login. 

Recommended action 

No action is required. 

Severity 

INFO 
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TRCK-1002 



Message 

timestamp, [TRCK-1002], sequence-number, , INFO, system-name, Unsuccessful 
login by user user. 

Probable cause 

The track change feature recorded a failed login. This occurs if the user name or password is entered 
incorrectly. Normally, this message indicates a typing error by an authorized user. If this message occurs 
repeatedly, it may indicate an unauthorized user trying to gain access to a switch. When secure mode is 
enabled on the fabric, the IP address of a failed login is reported to the error log. 



Recommended action 

No action is requried. 

Severity 

INFO 



TRCK-1003 

Message 

timestamp, [TRCK-1003], sequence-number, , INFO, system-name, Logout by 
user user. 

Probable cause 

The track change feature recorded a successful logout. 

Recommended action 

No action is required. 

Severity 

INFO 



TRCK-1004 

Message 

timestamp , [TRCK-1004] , sequence-number , , INFO, system-name , Config 
file change from task.: task 

Probable cause 

The track change feature recorded a configuration change for the switch. 
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The track change feature records any change to the configuration file in nonvolatile memory, including a 
conf igDownload. This message is not generated for a conf igUpload. All configuration changes 
occur through the PDM server, so the PDMIPC is the only task possible. 

Recommended action 

No action is required. Run the conf igShow command to view the configuration file. 

Severity 

INFO 



TRCK-1005 

Message 



timestamp, [TRCK-1005], sequence-number, , INFO, system-name, Track-changes 
on 

Probable cause 

The track change feature was enabled. 

Recommended action 

No action is required. Run the trackChangesSet 0 command if you want to disable the track change 
feature. 

Severity 

INFO 



TRCK-1006 

Message 

timestamp, [TRCK-1006], sequence-number, , INFO, system-name, Track-changes 
off 

Probable cause 

The track change feature was disabled. 

Recommended action 

No action is required. Run the trackChangesSet 1 command if you want to enable the track changes 
feature. 

Severity 

INFO 
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Time service error messages 
TS-1001 



Message 

timestamp , [TS-1001] , sequence-number, , WARNING, system-name , NTP Query 
failed: error-code 

Probable cause 

A Network Time Protocol (NTP) query to the configured external clock server failed. 

Local clock time on the principal or primary FCS switch is used for fabric synchronization. This may be 
logged during temporary operational issues, such as IP network connection issues to the external clock 
server. If it does not recur, it can be ignored. 

Recommended action 

Verify that the configured external clock server is available and functional. If that external clock server is 
not available, choose another. 

Severity 

WARNING 



TS-1002 

Message 



timestamp, [TS-1002], sequence-number, , WARNING, system-name, 

type-of -clock-server-used Clock Server used instead of 

type- of -clock-server-configured: loci: Oxcode remote: Oxcode 



Probable cause 



The fabric time synchronization distributed from the principal or primary FCS switch was not sourced 
from the type-of -clock-server-configured. Instead, an alternate server was used, indicated by 
type-of -clock-server-used. The type of clock server used or configured may be either: 

• LOCL, which is a local clock on the principal or primary FCS switch 

• External, which is an external NTP server address configured 

This may be logged during temporary operational issues, such as IP network connection issues to the 
external clock server, or if the fabric is configured for external time synchronization but the principal or 
primary FCS does not support the feature. If the message does not recur, it should be ignored. 



Recommended action 



1. Run the tsClockServer command to verify that the principal or primary FCS switch has the clock 
server IP configured correctly. 

2. Verify that this clock server is accessible to the switch and functional. 
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3. If the principal or primary FCS does not support the feature, either choose a different switch for the 
role or reset the clock server to locl. 

Severity 

WARNING 



TS-1006 

Message 

timestamp, [TS-1006], sequence-number, , INFO, system-name, message 

Probable cause 

A time service event is occurring or failed. The message can be one of the following: 

• Init failed. Time Service exiting 
Probable cause: Initialization error or Time Server exits. 

• Synchronizing time of day clock 

Probable cause: Usually logged during temporary operational issues when the clock goes out of 
synchronization. For example, when a time update packet is missed due to fabric reconfiguration or 
role change of the principal or primary FCS switch. If the message does not recur, it should be 
ignored. 

• Validating time update 

Probable cause: Usually logged during temporary operational issues when a time update packet 
cannot be validated in a secure fabric. For example, during fabric reconfiguration or role change of 
the primary FCS switch. If the message does not recur, it should be ignored. 

Recommended action 

No action is required. 

Severity 

INFO 



Unicast error messages 
UCST-1003 

Message 



timestamp, [UCST-1003], sequence-number, , INFO, system-name, Duplicate 
Path to Domain domain-ID, Output Port = port-number , PDB pointer = Oxvalue 

Probable cause 

Duplicate paths were reported to the specified domain from the specified output port. The path database 
(PDB) pointer is the address of the path database and provides debugging information. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 381 



Recommended action 

No action is required. 

Severity 

INFO 

UCST-1007 

Message 

timestamp, [UCST-1007], sequence-number, , CRITICAL, system-name, 
Inconsistent route detected: Port = port-number, should be port-number 

Probable cause 

The switch detected an inconsistency in the routing database between the routing protocol and the 
hardware configuration. The first port number displayed is what the hardware has configured and the 
second port number displayed is what the protocol is using. 

Recommended action 

1. Run the switchDisable command and then the switchEnable command to reset the routing 
database. 

2. Run the uRouteShow command to display the new routing tables. 

Severity 

CRITICAL 



UPATH error messages 
UPTH-1001 

Message 

timestamp, [UPTH-1001], sequence-number, , WARNING, system-name, No minimum 
cost path in candidate list 

Probable cause 

The specified switch is unreachable because no minimum cost path (FSPF UPATH) exists in the candidate 
list (domain ID list). 

Recommended action 

No action is required. This ends the current SPF computation. 

Severity 

WARNING 
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User space software watchdog error messages 
USWD-T006 

Message 

timestamp, [USWD-1006], sequence-number,, WARNING, system-name, uSWD: 
warning-message 

Probable cause 

A warning state exists in the system. This is an internal-use-only message. 

Recommended action 

No action is required. 

Severity 

WARNING 



Web Tools error messages 
WEBD-1001 

Message 



timestamp, [WEBD-1001], sequence-number,, WARNING, system-name, Missing or 
Invalid Certificate file -- HTTPS is configured to be enabled but could 
not be started. 

Probable cause 

The SSL certificate file is either invalid or absent. 

Recommended action 

1. Run the configure command to disable HTTPS. For more information on the configure 
command, refer to the HP StorageWorks Fabric OS 4.x command reference guide. 

2. Install a valid key file and enable HTTPS again. 

Severity 

WARNING 
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WEBD-1002 



Message 

timestamp, [WEBD-1002], sequence-number, , WARNING, system-name, Missing or 
Invalid Key file -- HTTPS is configured to be enabled but could not be 
started . 

Probable cause 

The SSL key file is either invalid or absent. 

Recommended action 

1. Run the configure command to disable HTTPS. For more information on the configure 
command, refer to the HP StorageWorks Fabric OS 4.x command reference guide. 

2. Install a valid key file and enable HTTPS again. 

Severity 

WARNING 

WEBD-1003 

Message 

timestamp, [WEBD-1003], sequence-number, , INFO, system-name, HTTP/HTTPS 
interface disabled 

Probable cause 

The HTTP/HTTPS interface is disabled. This is logged when HTTP/HTTPS is disabled through the 
configure command. 

Recommended action 

Run the configure command to enable HTTP/HTTPS. For more information on the configure 
command, refer to the HP StorageWorks Fabric OS 4.x command reference guide. 

Severity 

INFO 

WEBD-1004 

Message 

timestamp, [WEBD-1004], sequence -number , , INFO, system-name, HTTP server 
will be restarted due to configuration change 

Probable cause 

The HTTP server configuration changed. 
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Recommended action 

No action is required. 

Severity 

INFO 



WEBD-1005 

Message 

timestamp, [WEBD-1005] , sequence-number , , WARNING, system-name, HTTP 
server will be restarted for logfile truncation 

Probable cause 

The size of the HTTP logfile exceeds the maximum limit. 

Recommended action 

No action is required. 

Severity 

WARNING 



WEBD-1006 

Message 



timestamp, [WEBD-1006], seguence-number, , INFO, system-name, HTTP server 
restarted due to logfile truncation 



Probable cause 

The size of the HTTP logfile exceeds the maximum limit. 

Recommended action 

No action is required. 

Severity 

INFO 



WEBD-1007 

Message 



timestamp, [WEBD-1007], sequence-number, , INFO, system-name, HTTP server 
will be restarted due to change of IP Address 
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Probable cause 

The IP address of the switch changed and the HTTP server was restarted. 

Recommended action 

No action is required. 

Severity 

INFO 



Zone library module error messages 
ZOLB-1 001 

Message 

timestamp, [ZOLB-1001] , sequence-number, , ERROR, system-name, ZONELIB 
error-message 

Probable cause 

An internal timeout occurred on the IPC between the name server (NS) and the zoning modules. This 
usually indicates that the system was busy. 

Recommended action 

1. This message generates core dump files of the related modules (zoned, nsd, rcsd). Copy these core 
files using the saveCore command. 

2. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 



Zone module error messages 
ZONE-1002 

Message 

timestamp, [ZONE-1002], sequence-number, , WARNING, system-name, WWN 
zoneTypeCheck or zoneGroupCheck warning ( warning-string) at 
port (port-number) 

Probable cause 

A zone filter or zone group check failure occurred. 
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The frame filter logic reported a failure when creating or adding zone groups during port login (PLOGI) 
trap processing. This message usually indicates problems when adding CAM entries before the filter 
setup. 

Recommended action 

1. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 

2. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 



ZONE-1003 

Message 



timestamp, [ZONE-1003], sequence-number, , WARNING, system-name, 

■zone (cur rent -zone) contains (domain-ID, port-number) which does not exist. 

Probable cause 

The port zone member that is targeted for the local switch contains a non-existent port. The effective 
zoning configuration (displayed in the error message) contains a port number that is out of range. 

Recommended action 

Edit the zone database and change the port number to a viable value in the effective configuration. 

Severity 

WARNING 



ZONE-1004 

Message 



timestamp, [ZONE-1004], sequence -number , , INFO, system-name, port 
port-number enforcement changed to Session Based HARD Zoning. 



Probable cause 

The zoning enforcement changed to session-based hard zoning. 

When a device is zoned using both WWN in one zone and domain, portarea in another, it causes 
that port to change to session-based hard zoning. 

In session-based zoning, the zone enforcement is checked by the software. In hardware-enforced zoning, 
zone or alias members are defined using domain, portarea exclusively or using WWNs exclusively; 
that is, using one method or the other to define all objects in the zoning database. If the devices on the 
port are defined by a mixture of port IDs and WWNs, the zone enforcement is session based. If the S_ID 
list of the hardware-enforced zoning overflows (over the S_ID limit), the hardware zone enforcement 
changes to session-based zoning. 
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Recommended action 

No action is required. 

Severity 

INFO 



ZONE-1005 

Message 



timestamp, [ZONE-1005] , sequence-number, , INFO, system-name , HARD & SOFT 
zones ( zone-name , zone-name) definitions overlap. 



Probable cause 



A port is zoned with mixed devices (WWN and domain, portarea). During zoning database cross 
checking, the system detects that either: 

• A port zone member is also listed as a member of a mixed zone 

* A WWN zone member is also specified as a member of a mixed zone 

Use hard zone enforcement whenever possible. Hard zones are more secure than session-based hard 
zones. Both types of zones trap a port login (PLOGI), but hard zones filter out the I/O frames that 
session-based hard zones do not. 



Recommended action 

If hard zone enforcement is preferred, edit the zoning database to have the port zoned with devices 
defined as either WWN or defined as domain, portarea, but do not mix the methods used to define 
these zone members. 



Severity 

INFO 



ZONE-T006 

Message 



timestamp, [ZONE-1006] , sequence-number , , WARNING, system-name, WARNING - 
WWN ( WWN-number) in HARD PORT zone zone-name . 



Probable cause 

One or more devices are zoned as WWN devices and also zoned as domain, portarea devices. 
The devices are used to specify zone members over separate zones. 

Recommended action 

If hardware zoning enforcement is preferred, edit the zoning database to have the device zoned using 
only one specification type: either WWN or domain, portarea. 
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Severity 

WARNING 

ZONE-T007 

Message 

timestamp, [ZONE-1007], sequence-number, , INFO, system-name, 

Ioctl ( function) in (error-message) at port (port-number) returns code 

(error-string) and reason string (reason-string) 

Probable cause 

Frame filter logic reported a failure during one of the IOCTL calls. 

The IOCTL call from which the failure is reported is listed as part of the error message. This is usually a 
programming error when adding CAM entries before the filter setup. 

Recommended action 

There are two ways to avoid this problem: 

* Avoid having too many hosts zoned with a set of target devices at a single port. 

* Avoid having too many zones directed at a single port group on the switch. 

Severity 

INFO 

ZONE-1008 

Message 

timestamp, [ZONE-1008] , sequence-number , , WARNING, system-name, WARNING - 
port port-number Out of CAM entries 

Probable cause 

The total number of entries of S_ID CAM was above the limit while creating or adding a zone group. The 
maximum number of CAM entries allowed depends on the ASIC. 

Recommended action 

If hardware zoning enforcement is preferred, edit the zoning database to have zoned PIDs for that port. 

Severity 

WARNING 
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ZONE-T010 



Message 

timestamp, [ZONE-1010] , sequence-number , , WARNING, system-name , WARNING - 
Duplicate entries in zone ( zone -name) specification. 

Probable cause 

Duplicate entries were detected in a zone object. A zone object member is specified twice in a given 
zone object. This message occurs only when enabling a zone configuration. 

Recommended action 

Check the members of the zone and delete the duplicate member. 

Severity 

WARNING 



ZONE-1012 

Message 



timestamp, [ZONE-1012], sequence-number, , WARNING, system-name, WARNING 
All ports are offline. 



Probable cause 

All the ports in a zone are offline. 

Recommended action 

Check the device connection. 

Severity 

WARNING 



ZONE-1013 

Message 



timestamp, [ZONE-1013], sequence-number, , WARNING, system-name, Quick Loop 
not supported. 



Probable cause 

The QuickLoop feature is not supported in the current code release. If the QuickLoop zoning configuration 
is enabled on the switch, it is not supported. 

Recommended action 

Edit the zone database to remove the QuickLoop zoning definition from the effective configuration. 
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Severity 

WARNING 



ZONE-1014 

Message 

timestamp, [ZONE-1014], sequence-number, , ERROR, system-name, Missing 
required license - license-name . 

Probable cause 

The required zoning license is missing. 

Recommended action 

Install the zoning license using the licenseAdd command. Refer to your switch supplier to obtain a 
zoning license if you do not have one. 

Severity 

ERROR 



ZONE-1015 

Message 



timestamp, [ZONE-1015], sequence-number, , WARNING, system-name, Not owner 
of the current transaction transaction-ID 



Probable cause 



A zoning change operation is not allowed because the zoning transaction is opened by another task. 
Indicates concurrent modification of the zone database by multiple administers. 



Recommended action 



Wait until the previous transaction is complete. Verify that only one administrator at a time is working 
with the zone database. 



Severity 

WARNING 



ZONE-TOT 7 

Message 



timestamp, [ZONE-1017], seguence-number, , ERROR, system-name, FA 

Zone ( zone-name) contains incorrect number of Initiator and Target devices 
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Probable cause 

The Fabric Assist (FA) zoning configuration has more than one initiator. The probable cause is incorrect 
entries in the FA zoning configuration. 

Recommended action 

Edit the zone database to ensure that only one initiator is set for each FA zone configuration. 

Severity 

ERROR 

ZONE-1018 

Message 

timestamp, [ZONE-1018], sequence-number, , ERROR, system-name, Incorrect 
zoning enforcement type ( zone- type) at port (port -number) 

Probable cause 

An incorrect zoning enforcement type was reported on the specified port. This is a software error. A 
QuickLoop zone type (value = 4) and an uninitialized type (value = 0) are invalid. The valid zone type 
values are: 

• Hard port zone (value = 1) 
Hard WWN zone (value = 2) 

• Session based hard zoning (value = 3) 

• FA zone (value = 5) 

QuickLoop zones are not supported in Fabric OS v4.x. 

Recommended action 

1. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 

2. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

ZONE-1019 

Message 

timestamp, [ZONE-1019], sequence-number, , ERROR, system-name, Transaction 
Commit failed. Reason code reason-code {application-reason) - 
\ " reason-string\ " 
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Probable cause 

The reliable commit service (RCS) had a transmit error. RCS is a protocol used to transmit changes to the 
configuration database within a fabric. 

Recommended action 

1. Often this message indicates a transitory problem. Wait a few minutes and retry the command. 

2. Make sure that your changes to the zone database are not overwriting the work of another admin. 

3. Run the cf gTransShow command to determine whether any outstanding transactions are running on 
the local switches. 

4. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 

5. Run the supportSave command and contact your switch service provider. 

Severity 

ERROR 

ZONE-1022 

Message 

timestamp, [ZONE-1022], sequence-number,, INFO, system-name, The effective 
configuration has changed 

Probable cause 

The effective zone configuration changed. 

Recommended action 

Verify that this zone configuration change was intended. If the new effective zone configuration is 
correct, no action is necessary. 

Severity 

INFO 

ZONE-1023 

Message 



timestamp , 


[ZONE-1023] , 


sequence-number , 


, INFO , 


system-name , Switch 


connected 


to port (port 


-number) is busy. 


Retry 


zone merge 



Probable cause 

The switch is retrying the merge operation. This usually occurs if the switch on the other side of the port is 
busy. 

Recommended action 

1. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 
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2. Run the supportSave command and contact your switch service provider. 



Severity 

INFO 



ZONE-T024 

Message 

timestamp, [ZONE-1024], sequence-number, , INFO, system-name, 
information-message 

Probable cause 

The cfgSave command ran successfully. 

Recommended action 

No action is required. 

Severity 

INFO 



ZONE-1026 

Message 



timestamp, [ZONE-1026], sequence-number, , INFO, system-name, port 
port-number Out of CAM entries 



Probable cause 

The total number of S_ID entries while creating or adding a zone group exceeds the limit. 

Recommended action 

If hardware zoning enforcement is preferred, edit the zoning database to have zoned PIDs for that port. 

Severity 

INFO 



ZONE-1027 

Message 



timestamp, [ZONE-1027], sequence-number, , ERROR, system-name, Zoning 
transaction aborted - error-reason 
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Probable cause 

The zoning transaction was aborted due to a variety of potential errors. 
The error-reason values are: 

• Zone Merge Received: The fabric is in the process of merging two zone databases. 

• Zone Config update Received: The fabric is in the process of updating the zone database. 

• Bad Zone Config: The new config is not viable. 

• Zoning Operation failed : A zoning operation failed. 

• Shell exited: The command shell exited. 

• Unknown: An error was received for an unknown reason. 

• User Command: A user aborted the current zoning transaction. 

• Switch Shutting Down : The switch is currently shutting down. 

Recommended action 

Many of the causes of this error message are transitory: for example, if two admins are working with the 
zoning database concurrently. 

1. If you receive this error, wait a few minutes and try again. 

2. Verify that no one else is currently modifying the zone database. 

Severity 

ERROR 



ZONE-1028 

Message 

timestamp, [ZONE-1028], sequence-number, , WARNING, system-name, Commit 
zone DB larger than supported - zone-db-si ze greater than max- zone- db- size 

Probable cause 

The zone database size is greater than the limit allowed by the fabric. 

The limit of the zone database size depends on the lowest-level switch in the fabric. Older switches have 
less memory and force a smaller zone database for the entire fabric. 

Recommended action 

Edit the zone database to keep it within the allowable limit for the specific switches in your fabric. Refer 
to the HP StorageWorks Fabric OS 4.x procedures user guide for information on the zone database sizes 
supported for each switch. 

Severity 

WARNING 
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ZONE-1029 



Message 

timestamp, [ZONE-1029], sequence-number, , WARNING, system-name, Restoring 
zone cfg from flash failed - bad config saved to config- file-name 
[return-code] 

Probable cause 

The zone configuration restored from the flash was faulty. 

Recommended action 

1. This error saves the bad zone configuration in the zoned core file directory. Run the saveCore 
command to save the file. 

2. If the message persists, run the supportFtp command as needed to set up automatic FTP transfers. 

3. Run the supportSave command and contact your switch service provider. 

Severity 

WARNING 

ZONE-1030 

Message 

timestamp, [ZONE-1030], sequence-number, , WARNING, system-name, Converting 
the zone db for PID format change failed 

Probable cause 

The current zone database could not be converted to reflect the PID format change. Most likely this is 
caused by the size of the database. 

Recommended action 

1. Change the PID format back to its original format. 

2. Correct the zone database. Usually this involves reducing the size of the database. 

3. Change the PID format back to the PID format you requested. 

Severity 

WARNING 
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Glossary 



ALPA 

Arbitrated-loop physical address. A unique 8-bit value assigned during loop initialization to a port in an arbitrated 
loop. Alternately, arbitrated-loop parameters. 

alias 

A logical grouping of elements in a fabric. An alias is a collection of port numbers and connected devices that 
simplify the entry of port numbers and WWNs during zone creation. 

ARB 

Arbitrative primitive signal. Applies only to an arbitrated-loop topology. Transmitted as the fill word by an L_Port to 
indicate that the port is arbitrating access to the loop. 

area number 

In Fabric OS v4.0 and later, ports on a switch are assigned a logical area number. Port area numbers can be viewed 
by issuing the switchshow command. They define the operative port for many Fabric OS commands; for example, 
area numbers can be used to define the ports within an alias or zone. 

ASIC 

Application-specific integrated circuit, 
authentication 

The process of verifying that an entity in a fabric, such as a switch, is what it claims to be. See also digital certificate, 
autocommit 

A feature of the f irmwaredownload command. Enabled by default, autocommit commits new firmware to both 
partitions of a control processor. 

autoreboot 

Refers to the -b option of the f irmwaredownload command. Enabled by default, 
backbone fabric 

An optional capability that enables scalable meta-SANs by allowing the networking of multiple FC routers, which 
connect to the backbone fabric via EB Port interfaces. 

backup FCS switch 

Relates to the Secure Fabric OS feature. The backup fabric configuration server serves as a backup in case the 
primary FCS switch fails. See also FCS switch, primary FCS switch. 

BB fabric 

A backbone fabric that connects FC Routers. The FC Routers communicate over the backbone fabric using FCRP 
(Fibre Channel Router Protocol). 
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BBCredit 

Buffer-to-buffer credit. The number of frames that can be transmitted to a directly connected recipient or within an 
arbitrated loop. Determined by the number of receive buffers available. See also buffer-to-buffer flow control, 
EE_Credit. 

beacon 

A tool in which all of the port LEDs on a switch are set to flash from one side of the switch to the other, to enable 
identification of an individual switch in a large fabric. A switch can be set to beacon by a CLI command or through 
Advanced Web Tools. 

BISR 

Built-in self-repair. 
BIST 

Built-in self-test, 
broadcast 

The transmission of data from a single source to all devices in the fabric, regardless of zoning. See also multicast, 
buffer-to-buffer flow control 

Management of the frame transmission rate in either a point-to-point topology or in an arbitrated loop. See also 

BB_Credit. 

cascade 

Two or more interconnected Fibre Channel switches. See also fabric, ISL. 
CHAP 

Challenge-Handshake Authentication Protocol. Allows remote servers and clients to securely exchange authentication 
credentials. Both the server and client are configured with the same shared secret. See also DH-CHAP. 

chassis 

The metal frame in which the switch and switch components are mounted. 
Class 1 service 

The class of frame-switching service for a dedicated connection between two communicating ports (also called 
connection-oriented service). Includes acknowledgement of frame delivery or nondelivery. 

Class 2 service 

A connectionless class of frame-switching service that includes acknowledgement of frame delivery or nondelivery. 
Class 3 service 

A connectionless class of frame-switching service that does not include acknowledgement of frame delivery or 
nondelivery. Can be used to provide a multicast connection between the frame originator and recipients, with 
acknowledgement of frame delivery or nondelivery. 

Class 4 service 

A connection-oriented service that allows fractional parts of the bandwidth to be used in a virtual circuit. 
Class 6 service 

A connection-oriented multicast service geared toward video broadcasts between a central server and clients. 
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Class F service 

The class of frame-switching service for a direct connection between two switches, allowing communication of control 
traffic between the E_Ports. Includes acknowledgement of data delivery or nondelivery. 

class of service 

A specified set of delivery characteristics and attributes for frame delivery. 
CLI 

Command line interface. An interface that depends entirely on the use of commands, such as through telnet or 
SNMP, and does not involve a GUI. See also SNMP. 

client 

An entity that, using its common transport (CT), makes requests of a server, 
community (SNMP) 

A relationship between a group of SNMP managers and an SNMP agent, in which authentication, access control, 
and proxy characteristics are defined. See also SNMP. 

compact flash 

Flash or temporary memory that is used in a manner similar to hard disk storage. It is connected to a bridging 
component that connects to the PCI bus of the processor. Not visible within the processor's memory space. 

configuration 

1. A set of parameters that can be modified to fine-tune the operation of a switch. Run the conf igshow command 
to view the current configuration of your switch. 

2. In Zoning, a zoning element that contains a set of zones. The Configuration is the highest-level zoning element and 
is used to enable or disable a set of zones on the fabric. See also zone configuration. 

congestion 

The realization of the potential of oversubscription. A congested link is one on which multiple devices are contending 
for bandwidth. 

core PID 

Core switch port identifier. The core PID must be set for v3.1 and earlier switches included in a fabric of v4.1 
switches. This parameter is located in the configure command of firmware versions v3.1 and earlier. All v4.1 
switches and later use the core PID format by default; this parameter is not present in the configure command for 
these switches. See also PID. 

CSCN 

Common services connection framework, 
defined zone configuration 

The set of all zone objects defined in the fabric. Can include multiple zone configurations. See also enabled zone 
configuration, zone configuration. 

deskew 

Related to the Trunking feature. The time difference between traffic traveling over each intersite link (ISL) other than 
the shortest ISL in the group and traffic traveling over that shortest ISL. The deskew number corresponds to 
nanoseconds divided by 10. The firmware automatically sets the minimum deskew value of the shortest ISL to 15. 
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DH-CHAP 

Diffie-Hellman Challenge-Handshake Authentication Protocol. An implementation of CHAP using Diffie-Hellman 
encryption. See also CHAP. 

digital certificate 

An electronic document issued by a certificate authority (CA) to an entity, containing the public key and identity of 
the entity. Entities in a secure fabric are authenticated based on these certificates. See also authentication, public key, 
PKI, PKI certification utility. 

director 

An HP StorageWorks Core Switch 2/64, or SAN Director 2/1 28. 
domain ID 

A unique identifier for all switches in a fabric, used in routing frames. Usually automatically assigned by the principal 
switch but can be assigned manually. The domain ID for an HP StorageWorks switch can be any integer between 1 
and 239. 

E_Port 

Expansion port. A standard Fibre Channel mechanism that enables switches to network with each other, creating an 
ISL. See also ISL. 

edge fabric 

A Fibre Channel fabric connected to an FC router via an EX Port (where hosts and storage are attached in a 
meta-SAN). 

EE_Credit 

End-to-end credit. The number of receive buffers allocated by a recipient port to an originating port. Used by Class 1 
and 2 services to manage frame exchange across the fabric, between source and destination. See also BB_Credit, 
Class 1 service, Class 2 service. 

ELS 

Fibre Channel - Extended Link Services Frame. 
EM 

Environmental monitor. Monitors FRUs and reports failures, 
enabled zone configuration 

The currently enabled configuration of zones. Only one configuration can be enabled at a time. See also defined 
zone configuration, zone configuration. 

error 

As applied to the Fibre Channel industry, a missing or corrupted frame, timeout, loss of synchronization, or loss of 
signal (link errors). 

Ethernet 

Popular protocols for LANs. 
EX_Port 

A type of E Port that connects an FC router to an edge fabric. EX Ports limit the scope of fabric services, but provide 
device connectivity using FC-NAT. 
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exchange 

The highest-level Fibre Channel mechanism used for communication between N_Ports. Composed of one or more 
related sequences, it can work in either one or both directions. 

fabric 

A collection of Fibre Channel switches and devices, such as hosts and storage. Also referred to as a switched fabric. 
See also cascade, SAN, topology. 

Fabric Manager 

An optionally licensed software feature. Fabric Manager is a GUI that allows for fabric-wide administration and 
management. Switches can be treated as groups, and actions such as firmware downloads can be performed 
simultaneously. 

fabric name 

The unique identifier assigned to a fabric and communicated during login and port discovery, 
fabric port count 

The number of ports available for connection by nodes in a fabric. 
Fabric Watch 

A licensed software feature. Fabric Watch can be accessed through either the command line or Advanced Web 
Tools, and provides the ability to set thresholds for monitoring fabric conditions. 

failover 

The Core Switch 2/64 process of one CP passing active status to another CP. A failover is nondisruptive. 
FC router 

A platform running the HP StorageWorks Fibre Channel Routing Service that enables two or more fabrics to share 
resources (such as hosts or storage devices) without merging those fabrics; the FCIP tunneling service for Fibre 
Channel over IP; or iSCSI gateway service (future capability) for iSCSI to Fibre Channel bridging. All three services 
can be run simultaneously. 

FCIP 

Fibre Channel over IP. 
FCS switch 

Relates to the HP StorageWorks Secure Fabric OS feature. One or more designated switches that store and manage 
security parameters and configuration data for all switches in the fabric. They also act as a set of backup switches to 
the primary FCS switch. See also backbone fabric, primary FCS switch. 

FC-SW-2 

The second-generation Fibre Channel Switch Fabric standard defined by ANSI. Specifies tools and algorithms for the 
interconnection and initialization of Fibre Channel switches to create a multiswitch Fibre Channel fabric. 

FDDI 

Fibre Distributed Data Interface. An ANSI architecture for a metropolitan area network (MAN); a network based on 
the use of fiber-optic cable to transmit data at 1 00 Mbps 

FDMI 

Fabric-Device Management Interface. FDMI is a database service provided by the fabric for Nx Ports. The primary 
use is by HBA devices that register information about themselves and their ports. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 401 



FFFFF5 

Well-known Fibre Channel address for a Class 6 multicast server. 
FFFFF6 

Well-known Fibre Channel address for a clock synchronization server. 
FFFFF7 

Well-known Fibre Channel address for a security key distribution server. 
FFFFF8 

Well-known Fibre Channel address for an alias server. 
FFFFF9 

Well-known Fibre Channel address for a QoS facilitator. 
FFFFFA 

Well-known Fibre Channel address for a management server. 
FFFFFB 

Well-known Fibre Channel address for a time server. 
FFFFFC 

Well-known Fibre Channel address for a directory server. 
FFFFFD 

Well-known Fibre Channel address for a fabric controller. 
FFFFFE 

Well-known Fibre Channel address for a fabric F_Port. 
FFFFFF 

Well-known Fibre Channel address for a broadcast alias ID. 
Fibre Channel 

The primary protocol used for building SANs to transmit data between servers, switches, and storage devices. Unlike 
IP and Ethernet, Fibre Channel was designed to support the needs of storage devices of all types. It is a high-speed, 
serial, bidirectional, topology-independent, multiprotocol, and highly scalable interconnection between computers, 
peripherals, and networks. 

Fibre Channel transport 

A protocol service that supports communication between Fibre Channel service providers. 
FID 

Fabric ID. Unique identifier of a fabric in a meta-SAN. 
FIFO 

First in, first out. Refers to a data buffer that follows the first in, first out rule, 
fill word 

An IDLE or ARB ordered set that is transmitted during breaks between data frames to keep the Fibre Channel link 
active. 
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firmware 

The basic operating system provided with the hardware. 
FL_Port 

Fabric loop port. A port that is able to transmit under fabric protocol and also has arbitrated-loop capabilities. Can 
be used to connect an NL Port to a switch. See also Fx Port. 

flash 

Programmable nonvolatile random access memory (NVRAM); memory that retains its contents without power. 
FLOGI 

Fabric login. The process by which an N_Port determines whether a fabric is present and if so, exchanges service 
parameters with it. See also PLOGI. 

frame 

The Fibre Channel structure used to transmit data between ports. Consists of a start-of-frame delimiter, header, 
optional headers, data payload, cyclic redundancy check (CRC), and end-of-frame delimiter. There are two types of 
frames: link control frames (transmission acknowledgements and so forth) and data frames. 

frame relay 

A protocol that uses logical channels, as used in X.25. Provides very little error-checking ability. Discards frames that 
arrive with errors. Allows a certain level of bandwidth between two locations (known as a committed information rate 
(CIR) to be guaranteed by service provider. If CIR is exceeded for short periods (known as bursts), the network 
accommodates the extra data, if spare capacity is available. Frame relay is therefore known as bandwidth on 
demand. 

FRU 

Field-replaceable unit. A component that can be replaced onsite. 
FSPF 

Fabric shortest path first. The HP StorageWorks routing protocol for Fibre Channel switches. 
FSS 

Fabric OS state synchronization. The FSS service is related to high availability (HA). The primary function of FSS is to 
deliver state update messages from active components to their peer standby components. FSS determines whether 
fabric elements are synchronized (and thus FSS compliant). 

FTP 

File Transfer Protocol, 
full fabric 

The HP StorageWorks software license that allows multiple E_Ports on a switch, making it possible to create multiple 
ISL links. 

full duplex 

A mode of communication that allows the same port to simultaneously transmit and receive frames. See also half 
duplex. 

Fx_Porf 

A fabric port that can operate as either an F Port or FLPort. See also FLPort. 
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G_Port 

Generic port. A port that can operate as either an E Port or an FPort. A port is defined as a G_Port when it is not yet 
connected or has not yet assumed a specific function in the fabric. 

gateway 

Hardware that connects incompatible networks by providing translation for both hardware and software. For 
example, an ATM gateway can connect a Fibre Channel link to an ATM connection. 

GBIC 

Gigabit interface converter. A removable serial transceiver module that allows gigabaud physical-level transport for 
Fibre Channel and gigabit Ethernet. 

Gbps 

Gigabits per second (1,062,500,000 bits/second). Also expressed as Gbps. 
GBps 

Gigabytes per second (1,062,500,000 bytes/second). Also expressed as GBps. 
GLM 

Gigabit Link Module. A semitransparent transceiver that incorporates serializing and deserializing functions. 
GMT 

Greenwich Mean Time. An international time zone. Also called UTC. 
GUI 

A graphic user interface, such as HP StorageWorks Advanced Web Tools arbitrated-loop topology and HP 
StorageWorks Fabric Manager. 

HA 

High availability. A set of features in HP StorageWorks switches that provides maximum reliability and 
nondisruptive replacement of key hardware and software modules. 

half duplex 

A mode of communication that allows a port to either transmit or receive frames at any time except simultaneously 
(with the exception of link control frames, which can be transmitted at any time). See also full duplex. 

hard address 

The AL_PA that an NL_Port attempts to acquire during loop initialization. 
Hardware Translative Mode 

A method for achieving address translation. There are two hardware translative modes available to a QuickLoop 
enabled switch: Standard Translative Mode and QuickLoop Mode. 

HBA 

Host bus adapter. The interface card between a server or workstation bus and the Fibre Channel network, 
hop count 

The number of ISLs a frame must traverse to get from its source to its destination. See also ISL. 
host 

A computer system that provides end users with services like computation and storage access. 
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hot swappable 

A component that can be replaced under power. 
HTTP 

Hypertext Transfer Protocol. The standard TCP/IP transfer protocol used on the World Wide Web. 
hub 

A Fibre Channel wiring concentrator that collapses a loop topology into a physical star topology. Nodes are 
automatically added to the loop when active and removed when inactive. 

ICT 

Intracircuit test. 
IDJD 

Insistent domain ID. A parameter of the configure command in the HP StorageWorks Fabric OS. 
Insistent Domain ID Mode 

Sets the domain ID of a switch as insistent, so that it remains the same over reboots, power cycles, failovers, and 
fabric reconfigurations. 

integrated fabric 

The fabric created by an HP StorageWorks SAN Switch Integrated/64, consisting of six HP StorageWorks 1 GB 
switches cabled together and configured to handle traffic seamlessly as a group. 

IOCTL 

I/O control. 
iSCSI 

Internet Small Computer Systems Interface. A protocol that defines the processes for transferring block storage 
applications over TCP/IP networks by encapsulating SCSI commands into TCP and transporting them over the 
network via IP. 

iSCSI Gateway Service 

The HP StorageWorks multiprotocol SAN routing service that maps the FCP protocol to the IP transport. This service 
projects iSCSI hosts onto the backbone fabric of a gateway switch. 

ISL 

Interswitch link. A Fibre Channel link from the E Port of one switch to the E_Port of another. See also cascade, E_Port. 
ISP 

Internet service provider. 
JBOD 

Just a bunch of disks. A number of disks connected in a single chassis to one or more controllers. See also RAID, 
jitter 

A deviation in timing for a bit stream as it flows through a physical medium. 
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key 

A string of data (usually a numeric value) shared between two entities and used to control a cryptographic algorithm. 
Usually selected from a large pool of possible keys to make unauthorized identification of the key difficult. See also 

key pair. 

key pair 

In public key cryptography, a pair of keys consisting of an entity's public and private key. The public key can be 
publicized, but the private key must be kept secret. 

L_Port 

Loop port. A node port (NLPort) or fabric port (FLPort) that has arbitrated-loop capabilities. An LPort can be in 
either Fabric Mode or Loop Mode. 

LAN 

Local area network. A network in which transmissions typically take place over less than 5 kilometers (3.4 miles), 
latency 

The time required to transmit a frame. Together, latency and bandwidth define the speed and capacity of a link or 
system. 

LED 

Light-emitting diode. An electronic indicator that shows the status of elements on a switch, 
login server 

The unit that responds to login requests. 
Loop Mode 

One of two possible modes for an L_Port, in which the L Port is in an arbitrated loop, using loop protocol. An L Port 
in Loop Mode can also be in Participating Mode or Nonparticipating Mode. 

LSAN 

Logical storage area network. An LSAN enables device and storage connectivity that spans two or more fabrics. The 
path between devices in an LSAN can be local to a fabric or cross one or more FC routers and one or more 
backbone fabrics. 

LSAN zone 

The mechanism by which LSANs are administered. An FC router attached to two fabrics listens for the creation of 
matching LSAN zones on both fabrics. If this occurs, it creates phantom domains and FC-NAT entries as appropriate, 
and inserts entries for them into the name servers on the fabrics. LSAN zones are compatible with all standard zoning 
mechanisms. 

MALLOC 

Memory allocation. Usually relevant to buffer credits. 
meta-SAN 

The collection of all devices, switches, edge and backbone fabrics, LSANs, and FC routers that make up a physically 
connected but logically partitioned storage network. LSANs span between edge fabrics using FC routers. In a data 
network, this would simply be called the network. However, an additional term is required to specify the difference 
between a single-fabric network (SAN), a multifabric network without cross-fabric connectivity (dual-redundant fabric 
SAN), and a multifabric network with connectivity (meta-SAN). See also SAN. 
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MIB 

Management Information Base. An SNMP structure that helps with device management, providing configuration and 
device information. 

MS 

Management Server. The Management Server allows a SAN management application to retrieve information and 
administer the fabric and interconnected elements, such as switches, servers, and storage devices. The MS is located 
at the Fibre Channel well-known address FFFFFAh. 

MTBF 

Mean time between failures. An expression of time, indicating the longevity of a device, 
multicast 

The transmission of data from a single source to multiple specified N_Ports— as opposed to all the ports on the 
network. See also broadcast. 

multimode 

A fiber optic cabling specification that allows up to 500 meters between devices. 
N_Port 

Node port. A port on a node that can connect to a Fibre Channel port or to another NPort in a point-to-point 
connection. See also NL Port, NxPort. 

Name Server 

Simple Name Server (SNS). A switch service that stores names, addresses, and attributes for up to 15 minutes and 
provides them as required to other devices in the fabric. SNS is defined by Fibre Channel standards and exists at a 
well-known address. Also called directory service. 

NAS 

Network-attached storage. A disk array connected to a controller that gives access through a LAN. 
NIC 

Network interconnect card. 
NL_Port 

Node loop port. A node port that has arbitrated-loop capabilities. Connects an equipment port to the fabric in a 
loop configuration through an FL_Port. See also N Port, Nx Port. 

node 

A Fibre Channel device that contains an N_Port or NL_Port. 
node count 

The number of nodes attached to a fabric, 
node name 

The unique identifier for a node, communicated during login and port discovery. 
NR_Port 

A normal E Port that connects an FC Router to a backbone fabric. 
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NS 

Name Server. The service provided by a fabric switch that stores names, addresses, and attributes related to Fibre 
Channel objects. Can cache information for up to 15 minutes. Also known as Simple Name Server or as a directory 
service. See also Simple Name Server (SNS). 

Nx_Port 

A node port that can operate as either an N Port or NL Port. 
oversubscription 

A situation in which more nodes could potentially contend for a resource than the resource could simultaneously 
support (typically an ISL). Oversubscription could be a desirable attribute in fabric topology, as long as it does not 
produce unacceptable levels of congestion. 

OXJD 

Originator ID or exchange ID. Refers to the exchange ID assigned by the originator port, 
payload 

A Fibre Channel frame has a header and a payload. The payload contains the information being transported by the 
frame; it is determined by the higher-level service or FC_4 upper-level protocol. There are many different payload 
formats, based on protocol. 

PBC 

Port bypass circuit. A circuit in hubs or a disk enclosure to open or close a loop to add or remove nodes. 
PCBA 

Printed circuit board assembly. 
PCM 

Pulse-code modulation. A standard method of encoding analog audio signals in digital form. 
Performance Monitoring 

An HP StorageWorks switch feature that monitors port traffic and includes frame counters, SCSI read monitors, SCSI 
write monitors, and other types of monitors. 

phantom device 

A device that is not physically in an arbitrated-loop but is logically included through the use of a phantom address, 
phantom domain 

See xlate domain. 
PID 

Port identifier. See also core PID. 
PKI 

Public key infrastructure. An infrastructure that is based on public key cryptography and certificate authority (CA) and 
that uses digital certificates. See also digital certificate. 

PKI certification utility 

Public key infrastructure certification utility. A utility that makes it possible to collect certificate requests from switches 
and to load certificates to switches. See also digital certificate, PKI. 
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PLOGI 

Port login. The port-to-port login process by which initiators establish sessions with targets. See also FLOGI. 
port 

In an HP StorageWorks switch environment, an SFP or GBIC receptacle on a switch to which an optic cable for 
another device is attached. 

port address 

In Fibre Channel technology, the port address is defined in hexadecimal. In the HP StorageWorks Fabric OS, a port 
address can be defined by a domain and port number combination or by area number. In an ESCON Director, an 
address that specifies port connectivity parameters and assigns link addresses for attached channels and control 
units. 

port name 

A user-defined alphanumeric name for a port, 
port swapping 

The ability to redirect a failed port to another port. This feature is available in Fabric OS v4.1 .0 and later, 
portname 

The unique identifier assigned to a Fibre Channel port. Communicated during login and port discovery. 
POST 

Power-on self-test. A series of tests run by a switch after it is turned on. 
primary FCS switch 

Relevant to the HP StorageWorks Secure Fabric OS feature. The primary fabric configuration server switch actively 
manages security and configurations for all switches in the fabric. See also backbone fabric, FCS switch. 

principal switch 

The first switch to boot up in a fabric. Ensures unique domain IDs among roles, 
private device 

A device that supports arbitrated-loop protocol and can interpret 8-bit addresses, but cannot log in to the fabric, 
private key 

The secret half of a key pair. See also key, key pair, 
private loop 

An arbitrated loop that does not include a participating FL_Port. 
private loop device 

A device that supports a loop and can understand 8-bit addresses but does not log in to the fabric, 
private NLPort 

An NL Port that communicates only with other private NLPorts in the same loop and does not log in to the fabric, 
protocol 

A defined method and set of standards for communication. Determines the type of error-checking, the 
data-compression method, how sending devices indicate an end of message, and how receiving devices indicate 
receipt of a message. 
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pstate 

Port State Machine, 
public device 

A device that supports arbitrated-loop protocol, can interpret 8-bit addresses, and can log in to the fabric, 
public key 

The public half of a key pair. See also key, key pair, 
queue 

A mechanism for each AL_PA address that allows for the collection of frames prior to sending them to the loop. 
QuickLoop 

An HP StorageWorks software product that allows multiple ports on a switch to create a logical loop. Devices 
connected via QuickLoop appear to each other as if they are on the same arbitrated loop. 

QuickLoop Mode 

Allows initiator devices to communicate with private or public devices that are not in the same loop. 
RRDY 

Receiver ready. A primitive signal indicating that the port is ready to receive a frame, 
radius 

The greatest distance between any edge switch and the center of a fabric. A low-radius network is better than a 
high-radius network. 

RAID 

Redundant array of independent disks. A collection of disk drives that appear as a single volume to the server and 
are fault tolerant through mirroring or parity checking. See also JBOD. 

RCS 

Reliable Commit Service. 
RCS_SFC 

RCS Stage Fabric Config. 
RLS 

Read Link Status, 
route 

As applied to a fabric, the communication path between two switches. May also apply to the specific path taken by 
an individual frame, from source to destination. See also FSPF. 

routing 

The assignment of frames to specific switch ports, according to frame destination. 
RRJOV 

Resource recovery timeout value. The minimum time a target device in a loop waits after a LIP before logging out a 
SCSI initiator. 
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RSCN 

Registered state change notification. A switch function that allows notification of fabric changes to be sent from the 
switch to specified nodes. The fabric controller issues RSCN requests to N_Ports and NL_Ports, but only if they have 
registered to be notified of state changes in other N_Ports and NLPorts. This registration is performed through the 
State Change Registration (SCR) Extended Link Service. An NPort or NLPort can issue an RSCN to the fabric 
controller without having completed SCR with the fabric controller. 

RTWR 

Reliable transport with response. May appear as a task in portlogdump command output. 
RW 

Read/write. Refers to access rights. 
RX 

Receiving frames. 
SAN 

Storage area network. A network of systems and storage devices that communicate using Fibre Channel protocols. 
See also fabric. 

sec 

SC connector. A fiber-optic cable connector that uses a push-pull latching mechanism similar to common audio and 
video cables. For bidirectional transmissions, two fiber cables and two SC connectors (dual SC) are generally used. 
SC is specified by the TIA as FOCIS-3. 

SCN 

State change notification. Used for internal state change notifications, not external changes. This is the switch logging 
when the port is online or is an Fx_Port, not what is sent from the switch to the Nx_Ports. 

SCR 

State change registration. Extended Link Service (ELS) requests the fabric controller to add the N_Port or NL Port to 
the list of N Ports and NL Ports registered to receive the Registered State Change Notification (RSCN) Extended Link 
Service. 

SCSI 

Small Computer Systems Interface. A parallel bus architecture and a protocol for transmitting large data blocks a 
distance of 1 5 to 25 meters. 

SCSI-2 

An updated version of the SCSI bus architecture. 
SCSI-3 

A SCSI standard that defines transmission of SCSI protocol data over different kinds of links. 
SDRAM 

The main memory for a switch, 
sectelnet 

A protocol similar to telnet but with encrypted passwords for increased security. 
Secure Fabric OS 

An optionally licensed HP StorageWorks feature that provides advanced, centralized security for a fabric. 
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security policy 

Rules that determine how security is implemented in a fabric. Security policies can be customized through HP 
StorageWorks Secure Fabric OS or HP StorageWorks Fabric Manager. 

server 

A computer that processes end-user applications or requests. 
SES 

SCSI Enclosure Services. A subset of the SCSI protocol that monitors temperature, power, and fan status for enclosed 
devices. 

SFP 

Small-form-factor pluggable. A transceiver used on 2 GBps switches that replaces the GBIC. 
Simple Name Server (SNS) 

A switch service that stores names, addresses, and attributes for up to 15 minutes and provides them as required to 
other devices in the fabric. SNS is defined by Fibre Channel standards and exists at a well-known address. Also 
called directory service or name server. 

SLAP 

Switch Link Authentication Protocol. 
SLP 

Service Location Protocol. 
SNMP 

Simple Network Management Protocol. An Internet management protocol that uses either IP for network-level 
functions and UDP for transport-level functions, or TCP/IP for both. Can be made available over other protocols, such 
as UDP/IP, because it does not rely on the underlying communication protocols. See also community (SNMP). 

SNS 

Simple Name Server. 
SOF 

Start of frame. A group of ordered sets that marks the beginning of a frame and indicates the class of service that the 
frame uses. 

soft zone 

A zone consisting of zone members that are made visible to each other through client service requests. Typically, soft 
zones contain zone members that are visible to devices using Name Server exposure of zone members. The fabric 
does not enforce a soft zone. Note that well-known addresses are implicitly included in every zone. 

SSH 

Secure shell. Used starting in HP StorageWorks Fabric OS v4.1 to support encrypted telnet sessions to the switch. 
SSH encrypts all messages, including the client sending the password at login. 

SSL 

Secure sockets layer. 
Standard Translative Mode 

Allows public devices to communicate with private devices that are directly connected to the fabric. 
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striping 

A RAID technique for writing a file to multiple disks on a block-by-block basis, with or without parity. See also RAID, 
switch 

A fabric device that provides bandwidth and high-speed routing of data via link-level addressing, 
switch name 

The arbitrary name assigned to a switch, 
switch port 

A port on a switch. Switch ports can be E_Ports, FPorts, or FL Ports. 
syslog 

Syslog daemon, that is used to forward error messages, 
target 

A storage device on a Fibre Channel network. 
TC 

Track changes. 
TCP/IP 

Transmission Control Protocol Internet Protocol, 
telnet 

A virtual terminal emulation used with TCP/IP. Telnet is sometimes used as a synonym for the HP StorageWorks 
Fabric OS CLI. 

throughput 

The rate of data flow achieved within a cable, link, or system. Usually measured in bps (bits per second). See also BB 

fabric. 

Time Server 

A Fibre Channel service that allows for the management of all timers, 
topology 

As applied to Fibre Channel technology, the configuration of the Fibre Channel network and the resulting 
communication paths allowed. There are three possible topologies: 

• Point to point, which is a direct link between two communication ports. 

• Switched fabric; multiple n_ports linked to a switch by F_Ports. 

• Arbitrated loop; multiple NL_Ports connected in a loop, 
track changes 

An HP StorageWorks Fabric OS feature that can be enabled to report specific activities (for example, logins, 
logouts, and configuration task changes). The output from the track-changes feature is dumped to the error log for 
the switch. 



Fabric OS 5.0.0 diagnostics and system error messages reference guide 41 3 



transceiver 

A device that converts one form of signaling to another for transmission and reception; in fiber optics, optical to 
electrical. 

translate domain 

See xlate domain. 
Translative Mode 

A mode in which private devices can communicate with public devices across the fabric, 
transmission character 

A 1 0-bit character encoded according to the rules of the 8b/l Ob algorithm, 
transmission word 

A group of four transmission characters, 
trap (SNMP) 

The message sent by an SNMP agent to inform the SNMP management station of a critical error. See also SNMP. 
trunking 

In Fibre Channel technology, a feature that enables distribution of traffic over the combined bandwidth of up to four 
ISLs between adjacent switches, while preserving in-order delivery. 

trunking group 

A set of up to four trunked ISLs. 
trunking ports 

The ports in a set of trunked ISLs. 
TS 

Time Server, 
tunneling 

A technique for enabling two networks to communicate when the source and destination hosts are both on the same 
type of network but are connected by a different type of network. 

TX 

Transmit. 
U_Port 

Universal port. A switch port that can operate as a G_Port, E Port, F Port, or FL Port. A port is defined as a U_Port 
when it is not connected or has not yet assumed a specific function in the fabric. 

WAN 

Wide area network. 
WANJOV 

Wide area network timeout value. 
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well-known address 

With regard to Fibre Channel technology, a logical address defined by Fibre Channel standards as assigned to a 
specific function and stored on the switch. 

workstation 

A computer used to access and manage the fabric. Also called a management station or fiosf. 
WWN 

World Wide Name. An identifier that is unique worldwide. Each entity in a fabric has a separate WWN. 
xlate domain 

Translate domain. A router virtual domain that represents an entire fabric. Device connectivity can be achieved from 
one fabric to another, over the router and through this virtual domain, without merging the two fabrics. Also called a 
phantom domain. 

zone 

A set of devices and hosts attached to the same fabric and configured as being in the same segment. Devices and 
hosts within the same zone have access to others in the zone but are not visible to any outside the zone. 

zone configuration 

A specified set of zones. Enabling a configuration enables all zones in that configuration. See also defined zone 
configuration, enabled zone configuration. 

zoning 

A feature in fabric switches or hubs that allows segmentation of a node by physical port, name, or address. 
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